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1.1

AN5365
SAM L1 Z&ThEefifN

SAM L1 Z&2ThEe R/

ARMv8-M [{] TrustZone Hi AR

Microchip SAM L11 B 54 (MCU) ity b de224: 7o 2 ARMvS-M 251 S2BLI TrustZone Hi R . TrustZone 5 A & —Fil
F L& (System-on-Chip, SoC) Ml MCU REEREIM L &I, SCRFERA MCU Ligfre e fdEz &N AR
i,

ARMV8-M 23] TrustZone HiARJE T~ Cortex®-M23 WL H SEBL AR E AN, ZIE M5 LA 2 eif St RE & M. ©
SCRPRIE A2 Atk IR RAT RS S A RE VT L RE A7 25 SRR 1/O, TASZ BRI RGEERE -

ARMV8-M Z5F1] TrustZone F A 32 2 & 75 fa] (IR B R A A AF 192 4Pl . ARMV8-M 1] TrustZone fix A SR A8 H
EFRER L ER,

B 1-1. ZEREEFERZEREZ AKFRHEZE

Non-Secure state Secure state

[

for Cortex-M

7E SAM L11 Cortex-M23 P ZSEHLH, it sEBle LB T (Implementation Defined Attribution Unit, IDAU)
T4, IDAU #: O f St il 15 1] AAT BT 400 WA 2 AR ERITe S bk R e 6 4. TEIGH T RS/ RV
U7 1) 457 58 A7 X 105 BITARAT 1 P A% AR 28 7 1) 30
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ANS365

SAM L1 Z£&ThEefifN

Fl 1-2. IDAU #: O FEAERR VT

Core/Debugger
access

IDAU
Interface ™

Address
7

Combine

Non-

Vi
- S/NS/NC

Secure
MPU

Secure
MPU

Access to
memory

Cortex-M23

SAM L11

i T IR, R AP T B P ok A P e B A B R AT RS B E ) 2 AR, BRI N PR, RREEA S
AAEATACHS RISAAT T4, AT SEBL e R H

Bl 1-3. ARMv8-M K] TrustZone IRAV]#

Non-Secure

Handler

Non-Secure

Thread
Mode

ARMv8-M with TrustZone

Secure
Handler

Thread
Mode

S Z Rk

AT X FW S 2 A5 R 2 AR, SAM LA A7 asdil 2079 10 ANEAE D, 0 R BIFR . A KR /T
H NVM J&2 ({541 BS. BNSC. BOOTPROT. AS. ANSC. DS #I RS) #THCH
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11.2

1.1.21

AN5365
SAM L1 Z£&ThEefifN

B 1-4. SAM L11 725X

0x0000 0000
Secure Flash
BS X 0x100 - BNSC x 0x20

: 0x2000 0000
[T Secure SRAM
Non-Secure Callable Flash 0x2000 0000 + (RS x 0x80)
(BOOT Region) Non-Secure SRAM
BS x 0x100 0x2000 4000

Non-Secure Flash SRAM (Up to 16 KB)
(BOOT Region)

BOOTPROT x 0x100

Secure Flash
(APPLICATION Region)

(BOOTPROT + AS) x 0x100 - ANSC x0x20
Non-Secure Callable Flash

(APPLICATION Region)

(BOOTPROT + AS) x 0x100 0x0040 0000
Secure Data Flash
0x40 0000 + (DS x 0x20)
Non-Secure Data Flash
Non-Secure Callable Flash 0x40 0800

(BOOT Region) Data Flash (2 KB)

0x0001 0000
Flash (Up to 64 KB)

B A X AEREA o FUEC B R 9 rh — e

JE24 (NS) : AR Al T AR NI, B0 LISAT I Bl e # mT LA el o
o BZE (8 weMABH TSN, (HRA 2B AV .
« ArZ&n A (NSC) : NSC & MRk % e Ar i o, ORI NIRRT % 4R .

BEAS DX 22 2 Jm PR R SO XS A A AR 0 22 RS

ZAREER 2 R BOR R L]

BT B 1 22 AR A i 1 2 AR AIAR 22 AT A RN S A2 S TR . i, 7 S MCU 284, k2
a5 T LB T ] 5

TERRESE, ARMVE-M S04 —H1 G 0% 446 4, AT T4 CPU 22 AW VI I] (R A R % 475 17 B84

© AWK (Secure Gateway, SG) : H TTEHUTZ AN R — I8 B NAE A RE VI A Z4IRES .
o BRI HFIFELZLIE (Branch with eXchange to Non-Secure State, BXNS) : it 244 T H## BUR
[ E| IR 2 R T
s EEEREERIERIIERZAIRES (Branch with Link and eXchange to Non-Secure State, BLXNS) : fit%z
BT AR AR .
TETHEES, BAUEM Arm #2451 “C” IEF4 /& (CMSE) K#ifrffH] ARMv8-M %4454 .
TERAFGENI LR, W AE RS E 2 A AR 22 4 s AR FH LR Bf O e 4k, Bk an DU S5 ik«

Je=&vH API

{5 ARMv8-M 1] TrustZone HiREF, NIRRT RN AT E X —HIEZ2THA AP, HFMIEZ X1 0 24248
i, X4 API FRAZ AR (SG) B, 73t CPU L4R&DH, HHAEWKLEN D S5 L& HE A5
FRES, M PR 3R 22 ARG N RERS U 1] I ARRD & .

SG M E T NSC 171X, AR R BEAE CPU Ab TAR R AR AT . R AR N E T 2 7 A# X, DL fR
TiEAE CPU AL TR LA RN Ui, BAES T,
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1.1.2.2

AN5365
SAM L1 Z&ThEefif

Fl 1-5. 4T A APLHLE

Non-Secure

Non-Secure code

I
I
I
I
I
I
I
I
I
I
I
I
\

\

[

' Branch (BLXNS)

Non-Secure Callable

Veneer

Return (BXNS)

\
SG  Branch (BLX

[
NS)

Secure

Secure Function

— — — — — — — — — — — — —

M 2R APL, FE R E Cortex-M23 154 KA ff A% 2 SRS U AR f 22 4tk . RN S KIS —
%1840 SG HAL T e & HAFME LN, A RTMNIEZ LI TN D SN ER AP REUAH . ZEHEE39E
g4, ETHEE RG4S (BXNS Fil BLXNS) .

AN AT s 45461 Arm GCC TRHES “C” i F ¥ 8 (CMSE) X424 ¥ 2 SG API A A AT T

M.

Veneer.h:

/> AE TR </

extern int nsc_ funcl (int x);

Veneer.c (BEH:ZIH4F1) NSC 75X H) -
/* ez &EEA ONED BRmE x/

int  attribute ((cmse nonsecure entry)) nsc funcl (int x)

{

return secure funcl (x);

}

Secure_function.c CEEREFIZRIFIZ &AM H) -

int secure funcl (int x)

{

return x + 3;

}

eREHH IR

AR AT DASE SO B0 [l AR 22 4 DO AT BR 38, 3 PR D 22 4 AR 15 A 22 4RSS 73 50l (62 T Bk i ] 4T3

ferpe N BRI T i
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AN5365
SAM L1 Z&ThEefifN

Bl 1-6. EREHAFEHRER

Secure
Driver/Handler

Secure peripheral
management or
secure algorithm

Non-Secure
Callback

Secure peripheral
management or
secure algorithm

Return

A LMEH] BLXNS 454 B B s 4. N B AR 2 4 [l L
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AN5365
SAM L1 Z&ThEefifN

Bl 1-7. e E LA

Non-Secure

Non-Secure code

Non-Secure Callable

Branch (BLXNS)

Secure API

Branch (BXNS)

Secure

Secure Function

e AR AR EIVED TR AR AR BT HIARE K o SRR SN T R AR A R R, R TREr 2
PR AR, RSB ARG R AT DA T 2 A i A A T S RIX — i, AR ML T — 415 T 437 Cortex-
M23 iR H b5 (Test Target, TT) #5411 CMSE Hi%.

1.1.23  RZeWREMEAALE

IR AR = AR U7 ) % 4 DX, B AT AR 5 R G 2 RS R AILRS, T & SBOERR R, Rk

BT o
Bl 1-8. LA RAFIE LA

Non-Secure
MOV ro, #10
MOV r1, #abc
ADD r2, ro, ril

BLX secure_addr

CMP ri1, #result

Secure NSC

MOVS ri1, #0
MOVS r3, #1

Secure
DCD OxE97FE97F
MOVS rl1, #0
MOVS r3, #1

BXNS 1r
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1.1.3

1.2

1.21

AN5365
SAM L1 Z£&ThEefifN

K7 o IE (S5 7ae o ol TV

Cortex-M23 (ARMVS-M 244D {8 FH () 57 % HERR WL 5 ARMVT-M ZEAGAR[R], JHorf A% S5 1228 10 T4 E Sh 77 ik
(REEDUSA RS o AR LSBT FP B AR B e, T 8 F B A AT B M. ARMVE-M 1 iZ L 8 A%t T
PR FERERTRET (22 e dRET AR 2 & HER R ED) IR AL IR 2 &

A B A b W54 %5 (Nested Vector Interrupt Controller, NVIC) i & L se ik E, 22 AR HAT T LA b i
e EMRIEPAT, FELERIGHATHEAT LR W2 & RIGHAT. WIS NVIC FESRSTES.. IEEEHAMERE
LR RSN, BT R BT ERA Bl e e X (e RER) o XA R REE CMSIS B ECK A b
NG & MERF (FIELERERPE .

WMREATR, RS ReRAR L AP W EIAR EEIET 2 AR, WA R TR AT ENT 2 4 ik
o FFAFARBE G B AEE AR IR RBUTAIE R, 1 ARHIT IR & RO . ke A AR AT SE e, B
PR BN & P IR E T A TR N . LR, R T . KRR LUNB T % &8 %
SR T AR L P B ERE T, AEEIRKE BT 2N,

E 1-9. Cortex-M23 H AL

Run Secure code Non-secure interrupt

Push Core registers

Zero Core registers

Switch to Non-Secure

Pop Core registers

Switch to Secure

Run Non-Secure
Handler

Return from Handler

i e @it

SAM L11 K5I TrustZone ML &Y BRI HLAERMAMNE, It H MR E /ML A X AEHE 2 A X, I
Ah, SAM L1 & BRI 7E 24 N R 7 5E 2 & N TR 2 ML= RN, FOMRE R4 . BMMER %4
JEPEE R AN VT iRl $5 8% (Peripheral Access Controller, PAC) HEATEHL,

. IDAU AMEIR % 224, BPIR% 570 (Device Service Unit, DSU) 4MEIAZAIEZ 4. HAXELEE, BN
¢(SAM L10/L11 RFIEHREFM) -

REMIERES K
WHEFR, PAC fflas W E 413748, MTE LRGN RN L m . XL e (7 as e a1 R i ih
ROM fUHSRCE, KAAR¥E AT (UROW) #2276 (¥ ) 7 e B 5 B PAC.NONSECX % 174 -

© 2022 Microchip Technology Inc. MR DS70005365C_CN-# 9 T
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AN5365
SAM L1 Z£&ThEefifN

[ 1-10. PAC.NONSECx & 77528

7:0 GCLK SUPC OSCSiKCTR OSCCTRL RSTC MCLK PM PAC
NONSECA 15:8 AC PORT FREQM EIC RTC WDT

23:16

31:24

7:0 HMATRIXHS DMAC NVMCTRL DSU IDAU

15:8

23:16

31:24

7.0 ADC TC2 TC1 TCO SERCOM2 | SERCOM1 | SERCOMO EVSYS

15:8 TRAM OPAMP CCL TRNG PTC DAC

2316

31:24

NONSECB

NONSECC

B, ERHRTIEATE, kY5 PAC.NONSECX 277 88 5 ity 22 4 J@ itk o A {AT B8 Bt 0 A
R PATIS 22k 58 %, FHFEEA SAM L1 834F. B R A2 PAC.NONSECX 75 17 #% RSk U4 sl 4k
B 2@

ST PAC Attt LN 2 e XRE ) (BRHERR & %42) 72 AP
AR AH L bRESN AR PAC THICE VAR % 4. BANHMEII % 4@ Ml IR A NONSECK #3522 5E L E N 1
KA o T RHMBER 22 2 AR 22 4205 AR
ZAANE: FMESMRAE PAC "PECE N2 4. BN % 2R kI K A % NONSECK 1 2278 (B BN 0 KIE
Mo FPRABM VIR, eV R (BIRSERIE, 505 0x0) JHilk PAC #ix.

KA Bids A X, AR P A A A I 2 U AR, I B BEAE 224 XU B b T b B

122 BELZEERINE
SAM L1 B 5 MR G %A, XEAMEMER D AR E A% & XIS 2 e Xz I, FHxEsE 7
SAM L1 B &2 s L H AL R IR

ST PRI (PAC) « BHAMNE LA RN (Reiidres) .
EG R VEIEAE A1 28 (NVMCTRL) = AbFR 224 Fl3E 22 45 IN A X I 4R A .
I/O 5 JzH1 8% (PORT) : X HEREMA /0O B/ HLsh &4 sk 2 2 N TR
AhE B iERl 2% (External Interrupt Controller, EIC) = SCIRpERAFEAN A AR BT Bl 43 IR 25 2 & BX AR 22 4 N F 72
o
« HHEERSZ (EVSYS) : LRGN FIEE MBS 2 Ak ez 4 N R T .

RGN LRI R IR AE TR T AN AE PAC At 2 &8 1 (PAC %248k PAC k4% 4) .
LRGN T4 (NONSECK ML W B N 0) I, 224X Al fa F 4 F 2517 2 0 A 5 1 9 B B I 2 Bic 48 Ak
LA,

LR G AEINENTE L 4 (NONSECX LW E N 1) B, AT MM FhrEdE 2 e i, BT AN AT
A AR U AR .

1.2.21 BEREIHK (PAC Z£)
MR G HAINE N PAC 24 (A< PAC NONSECX /522 BB N 0) K, AMEAFasaitir X, FHEIEHE AR
HIfE s ) 2 AT U5 A, a0 B FTR

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 10 7
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AN5365
SAM L1 Z£&ThEefifN

Bl 1-11. PAC Z&KIR& ZEINEFERTHE

Peripheral Base Address
(PERIPH->xxx)

Non-Secure Alias

Peripheral Base Address + Offset
(PERIPH_SEC->xxx)

Secure Alias Peripheral Registers

Logical addressing Physical addressing

24 X 5 R {8 NONSEC 27 7 a5 S Al (3 REXT N AR SRR AR 2 4x 5 1), an N B RO rh T2 88D o

© 2022 Microchip Technology Inc. R E DS70005365C_CN-# 11 T
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AN5365
SAM L1 Z&ThEefifN

B 1-12. 4MER P s ] 25 NONSEC #7725

Name: NONSEC
Offset: 0x40
Reset: 0x00000000

Property: PAC Write-Protection, Write-Secure

This register allows to set the NMI or external interrupt control and status registers in non-secure mode, individually
per interrupt pin.

Important: This register is only available for SAM L11 and has no effect for SAM L10.

Bit 31 30 29 28 27 26 25 24
NMI
Access RW/R/RW
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
EXTINT[7:0]
Access RW/R/RW RW/R/RW RW/R/RW RW/R/RW RW/R/RW RW/R/RW RW/R/RW RW/R/RW
Reset 0 0 0 0 0 0 0 0

NONSEC & #4125 R g 22 4 X dlom i A ar 24 2 42l 44 (PERIPH_SEC.NONSEC) &1

I B E NONSEC 7 f785 1 (FRE & N T T REArIg,  mT LAY 1) AbBE 2 42 0] 4 5 % Th BB AR DG IR AN [R] 7 45k
1.22.2 RBEZENK (PAC FEZE)

MR AN PAC E4e 4 (M5 NONSECX I5 42 ¥ BN 1) I, A IIAT M T R 2 4 oh

BT XA AR BRI e AR 22 2 U AR o« AME A A7 AR R B FTR -

© 2022 Microchip Technology Inc. R E DS70005365C_CN-3 12 7T
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1.3

AN5365
SAM L1 Z£&ThEefifN

El 1-13. PAC 2B A LZE&INEFER I

Peripheral Base Address
(PERIPH->xxx)

Non-Secure Alias

Reserved Peripheral Registers

Logical addressing Physical addressing

FE N R P UE B PAC HF % & IR & 22 A A 5 B BRI 22 2 AP BE AL

IR HEA (DALY 4 f 5%
SAM L11 BA LT A e & iRk W22 ) (Debug Access Level, DAL) , T FR&IX 2 4 th 22 4 F13E 224 R U 1 dm e
AR ) o
DAL2: f7fifi g% AN BL S 1) A 52 BR ] B YR 1 T
* DAL1: {UIRIAFZEAFMEX VI, AE1k22 A A7 i X Vi i
* DALO: R#FZTARAYI AR, (HE & H 515 ROM 22 HAE A Froh
H: ARG SLEHAMNEZER, WS I (SAM L1 £l FAf)  (DS60001513E_CND Hif) “5[F ROM” —&i.

BV I G0 5 A AR 1 A PR S A A A, TSR PRGN AR 55 RUEAF R BRRBRALEE, o Pl
Zi

© 2022 Microchip Technology Inc. M %R DS70005365C_CN-#i 13 11
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AN5365
SAM L1 Z£&ThEefifN

B 1-14. & R4

Secure Flash
(BOOT Region)

Non-Secure Callable Flash
(BOOT Region)

Non-Secure Flash
(BOOT Region)

Secure Flash
(APPLICATION Region)

Non-Secure Callable Flash
(APPLICATION Region)

Non-Secure Callable Flash
(BOQOT Region)

Secure Data Flash

Non-Secure Data Flash

CMD CEx : 0 1 2

A BB A TRy 4HiEd BOCOR sk L E, an KR,

© 2022 Microchip Technology Inc.
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AN5365
SAM L1 Z&ThEefifN

Bl 1-15. SAM L1 Wi B4 R B4R

Bit
Pos.

D00 70 Reserved
i 15:8 BS
D2 23:18 Reserved BNSC
(iEiie] 324 BOOTOPT
D4 39:32 BOOTPROT
D05 4740 Reserved
iFini] 5548 Resenved BCREN BCWEN
D07 83:58 Resereed
D:c0:8-020B 95:64 BOCORCRC
Ox0C-0x0F 12706 ROMVERSION
O 10-0x1F 255:128 CEKEYD
Ox20-0x2F 383:258 CEKEY1
Ox30-0x3F 511:384 CEKEY2
O 0-Oud F 639:512 CRCKEY
Ox50-0x6F 305:640 BOOTKEY
Ox70-0xDF 1701:206 Reserved
OxED-0xFF 20471792 BOCORHASH

A5 AN [0 ) 4 B R i & 7T CLEE SR MAARRS 22 PR RO 26 R 3 DAL 2. BRI, AEDIHONEL = DAL ZUnlHT, Mok
BEERACS, PR,

E 1-16. SAM L11 DAL F14 S 3ER bl

. 1) Program NVM regions - —
Delivered parts 2) Send SDALO command (NVMCTRL) R

After Reset

_ 1) Program NVM regions _ After Reset > 1) Program Non-Secure NVM regions . After Reset

2) Send SDAL1 command (NVMCTRL) i 2) Send SDALO command (NVMCTRL)

ChipErase_S . ' ChipErase_NS

with CEKEY1 key if BS ==0 | — with CEKEYO key

v
) ChipErase_ALL o
with CEKEY2 key

— _,//

Microchip Studio 7 A IH#8 4w AE S AR P TR AL T i S 0 7 ok B DAL iy & F14 a2, R IR T 48
sz, Wbl FEBFR.

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 15 7
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AN5365
SAM L1 Z&ThEefifN

Bl 1-17. Microchip Studio 7 23442 K4 BB i d

EDBG (ATML3138031800000522) - Device Programming

T ot
Tool Device Interface Device signature Target Voltage
EDBG | ATSAMLITEI6A ~ |SWD | [Apply| |ox20830100 33V [%%]
Interface settings Limioe Tal= 2
Tl i i ChipErase Monsecure (CEQ) + Erase now

ChipErase Monsecure (CEQ)

Device information ChipErase Secure (CE1) L
Memeries ChipErase All (CE2) brpel Studio\7.0\SAM L11 Secure Solution v1.23\SAM L11 Secure ! ~ | [ . |
Fuses SetDALO :: ;Ig Program | | Verify | | Read... |
Sreiry Eet DAL 1

User Page (256 bytes)

Erase User Page before programming Program Verify Read
Verify User Page after programming —=— =

@ Advanced

Reading device ID...0K

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 16 7
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1.4

AN5365
SAM L1 Z&ThEefifN

Bl 1-18. Microchip Studio 7 232 AN & H BB BARLSE

EDBG (ATML31320512800000522) - Device Programming

Tool Device Interface Device signature

EDBG ~ ATSAMLITEIGA ~ | SWD  ~ | [Apply 0x20830100

Interface settings Fuse Mame

Tool information () BOCOR_WORD_4.BOOTROM_CEKEY0 0

(%) BOCOR_WORD_5.BOOTROM_CEKEYQ_1
{¥) BOCOR_WORD_6.BOOTROM_CEKEYD_2

Device information

Memories
(¥) BOCOR_WORD_7.BCOOTROM_CEKEYD_3
Fuses -
. (¥ BOCOR_WORD_8.BOOTROM_CEKEY1_0
Security =

() BOCOR_WORD_9.BOOTROM_CEKEY1_1
(¥ BOCOR_WORD_10.BOCTROM_CEKEY1_2

Target Voltage

23V %]

Value
OxFFFFFFFF
OxFFFFFFFF
OxFFFFFFFF
OxFFFFFFFF
OxFFFFFFFF
OxFFFFFFFF
OxFFFFFFFF

Fuse Register Value
BOCOR_WORD O |OxDOCT08FF
BOCOR_WORD_1  |OxFFFFFFOS

DOCmD WD A MFFEEEFFE

Auto read
Werify after programming
PEDUITIY TEYIELED WODR_VELINL S
Reading register USER_WORD_3...0K
Reading register USER_WORD_4...0K
Reading register USER_WORD_5...0K
Reading register USER_WORD_6...OK
Read registers...OK

|E| Read registers..OK

| Copy to clipboard |

Program | | Verify | | Read |

Close

ZE5 T

SAM L11 515 ROM SRZAL ™ ity A B BEAT - 124K 1Fil i ROM Zwfd 285 rh, I AaEBkL . 515 ROM A4 5

FHEIT (BOCOR) JRLWHE [ ARG RS E X T %45 T X,

5|5 ROM AIEHAT AT #HT e BHAT T (SHA-256) Ei&IGIE (SHA-256 + BOOTKEY) %¢4: 5| 5 X 38 A 474 (A [ 12F o
ZIAE ML ST B FI AT 22 & AR AR R A ATEIRT RS R ER ., TR T %245 S 2N BS (%24

+ NSC 5| F 7 X3 Hi-

© 2022 Microchip Technology Inc. M %R
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AN5365
SAM L1 Z&ThEefifN

Bl 1-19. &5 R3EK BS KiE

Boot ROM

- Verify Secure Boot

Region (optional)
Secure Flash - Jump at address
(BOOT Region) 0x00000000

0x0000 0000

BS x 0x100 — BNSC x 0x20

Non-Secure Callable Flash
(BOOT Region)

BS x 0x100

0x0001 0000

Flash (Up to 64KB)

LIRS INAF BS A7k 2 BUT AR 1K) 22 4 B 28R AR, ROM ARS8 A n s i 2% (CRYA) 1HELINAF BS X k1)
WAE, PSSR ERNE (513 XEBD FESRBPFENS G A{E (256 f1/32 741 #ATILE. ZSHEA
0 (256 fin) W fE LN (512 XD 1i)s 256 24, W EFR.

1-20. 5| RRESHRAHEMNE
0x00000000 ——

BS

Reference Digest/MAC : 256bits (32 bytes)

\J

BS x 0x100

WERIIESS RE T2 HE R A, 51T ROM BIHRIIT 24 BT . WARMEAILE, SSOFREATIRZAIEA,
B7 AT INAAARID . BERT, R ERIEIE ChipErase ALL a8 MIZAIRAFIKE . ChipErase ALL fr & HEBRAT
il I Al A R FRHR 2 R A H ) B E .

T PR E P UL R

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-3 18 71
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AN5365
SAM L1 Z&ThEefifN

+ BOOTPROT. BS f1 BSNC: & = mNAFH 5| FEME. 4. ELaRHEL 2T AT FBRR/NrTRYE
N TR B S XA 22 FF 7 5 IDAU I 22 7 8 4L, DR SEREE RN S 3G IEHLH] (FE BOOTOPT X%
HELERD o FEL B FELEEMSS, FREL T ROM GBI IDAU & E .

+ BOOTOPT: & X EHATIMIIEMIIEEY,

% 1-1. SAM L11 45| SRBiF 5

BOOTPROT X1 BOCOR 17

0 b 4sl S
1 SHA-256 (SEEtEf )
253 SHA-256 + BOOTKEY(!) (sl i #s)

=
1. BOOTKEY # BOCOR 477 & X

2. HZEL SN RIEIIEE SR R S . 152 0L (SAM L10/L11 R ¥ EF M)
(DS60001513E_CN)

H: A %45 S SO ISR SR iR B . AR AR, HS I (SAM L10/L11 Hdis T4
(DS60001513E_CN)

BOOTKEY: HT & riiEHLi Y 256 iz BOOTKEY.
TERRHERTHTRE 245 SR,
E 1-21. 45| B EEL

T (L

Reserved Reserved Reserved Reserved

15:8 BS Secure Flash (BS region) Size = BS*0x100 ] 0x00 IDAU.SCFGB
21:16 BNSC Mon-Secure Callable Flash (BOOT region) Size = BNSC*0x20 0x00 IDAU.SCFGB
2322 Reserved Reserved Reserved Reserved
2524 BOOTOPT Boot Cption 0x0 Boot ROM |
31:26 Reserved Reserved Reserved Reserved

I 39:32 BOOTPROT Boot Protection size = BOOTPROT*0x100 0x00 IDAU.SCFGB |
47:40 Reserved Reserved Reserved Reserved
48 BCWEN Boot Configuration Write Enable Ox1 NVMCTRL.SCFGB
49 BCREN Boot Configuration Read Enable Ox1 NVMCTRL.SCFGB
63:50 Reserved Reserved Reserved Reserved
95:64 BOCORCRC Boot Configuration CRC for bit 63:0 oxDDE78140(1) Boot ROM
127:96 Reserved Reserved Reserved Reserved
255:128 CEKEYO Chip Erase Key 0 All 1s Boot ROM
383:256 CEKEY1 Chip Erase Key 1 All 1s Boot ROM
511:384 CEKEY2 Chip Erase Key 2 All 1s Boot ROM
639:512 CRCKEY CRC Key All 1s Boot ROM
895:640 BOOTKEY Secure Boot Key Al 1s Boot ROM I
1791:896 Reserved Reserved Reserved Reserved
20471792 BOCORHASH Boot Configuration Row Hash All 1s Boot ROM

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-£7 19 7T
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2.2

AN5365
SAM L1 NHBERFFR GFRAR AFFRAR B)

SAM L1 HBFFR FFRAR AFIFEANR B)
Z4; DAL 14 Fr# %5 Cortex-M ZERI1F) TrustZone FAREE &, FULH & N G o] K FH CA N H &R & 575
BAHRNRGE GFRAR A
o XIFRNRITE FRANRA+TFRANRB)
Microchip Studio 7 # I & G424t T —REm ATk Iint SAM L1 MAF A kR, UTFEFRNHT A
AN A S5FFR NG B AR g S N R 7%

MBI RN RTTE
EHIFR NGB IET, JFRAR OFRAR A) A5 RS ©e e 2 280, TR AR A KRR ] 8
DALO #HATRY . T ERIET SAM L11 B IF & N BT 3T T 309,

B 2-1. BIFR N R

Developer

A End-User

Microchip

DAL: 2 DAL: O

IR N RTT %

TEZER, B—NIFRAR OFRAR A FsIF RN ARF RIAHERMIER 2 HAE (.1ib/.h) , MK
M ZAFFRAR GFRAR B) $RELTUE LA . ZZ &P HRFMEE 2N SAM L1 N7, R BER
DAL iy &3 AT (R4 CAB 133t — 25 U 1o 2844 1) 2 A7 X

RIG, BATFRANR JFRAR B) HET MmN SAM L1 BETIT R, EEBRHIY) A 224 % E PRI IEZ4
APD . SNk, FFR NG BRI RN G A SRR EE AR SCHERT NSC . R EIXFET SAM L1 XUF R 51 7732
AT T B

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 20 7
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2.3

AN5365
SAM L1 NRERFFR GERAR AFFREAR B)

B 2-2. RN R G

Developer - Developer

o

DAL:2 DAL:1 DAL: 0

Microchip End-User

AR EHAH TIFRN G A S5IFRN R B ST IS AR T R A B

FRZERRTTR OFRAR A

AT IR AT SAM L1 BFIFR (R IIFRAFOTEERAIFRA G5 . Microchip Studio 7 #
{3t 7 BRC B I R AU SRR, AR A 2 AR 2 AR AR FFHT T T3 I RRFES) o oA T 3Al
T RSPt ARMVB-M S0 TrustZone BiA Sk {5y 5 U PR IR 5.

© 2022 Microchip Technology Inc. R E DS70005365C_CN-3 21 7T
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SAM L1 AR R GERAR AFFREAR B)

Bl 2-3. REMFHRITRAFARBE Y

Non secure Project

User application

~-7 TrustZone
for Cortex-M

231  f#H Microchip Studio Z&fFRTT RHEMR A SAM L11 R4 R
TEA$ ] Microchip Studio 7 4 (i) FAC B BIA B E 22 A Ry i 28, T IR LR b DR A .

1. #TJF Microchip Studio 7.
2. #%¥% File > New > Project (3C{t > Hid > WH) .
3. 7E New Project (FEEIH) & HH, $hAT L R RBIEMEE — NIRRT R
a. J&JF Installed (C%F T H) , ## C/C++.
b. FE SAM L1 4T .
c. f£Name (%) . Location (f7E) . Solution (fi#ik75%) M Solution name (fRTTRAFR) FHA
PG E GEORFIN TED .
d. B OK (Ffisg) -

© 2022 Microchip Technology Inc. R E DS70005365C_CN-3 22 7T
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ANS365

SAM L1 AR R GFRAR AFIFEAR B)

[ 2-4. 7£ Microchip Studio 7 A& SAM L1 fRg 5 &

Mew Project
b Recent Sort by: | Default 2
4 |nstalled
GCC C ASF Board Project
C/C++
Assembler GCC C Executable Project

AtmelStudio Solution
GCC C Static Library Project

GCC C++ Executable Project

GCC C++ Static Library Project

SAM L11 Secure Selution v1.2

CfC++

C/C++

CfC++

C/C++

C/C++

? *
Search Installed Templates (Ctrl+E) P~

Type: C/C++

Creates an Atmel Studio TrustZone-based
Solution which contains a Secure project
as well as a Non-5ecure project that call
back into each other.

OB

SAM L11 Secure Solution with Boot v1.0

Create project from Arduine sketch

C/C++

C/C++

HName: My _SAM_L11_Secure_Solution
Location: C\

Solution: Create new sclution

Solution name: My _SAM_L11_Secure_Solution

Browse...

Create directory for selution

| oK | | Cancel

© 2022 Microchip Technology Inc.
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AN5365
SAM L1 AR R GFRAR AFIFEAR B)

A7 5, SAM L1 Z24=fi k)7 2N H B Microchip Studio 7 IDE /1, 1 RffiR:
B 2-5. Microchip Studio 7 T SAM L1 Z&fF R4

[E] My _sam_L11_Secure Solution - AtmelStudio Standard Mode | ¥ Quick Launch (Ctrl+0) P - B x
File  Edit View VAssistX ASF  Project  Build Debug Tools Window  Help
Q- | i3 - & - o W | ¥ o | - - | g, | P Ml Debug ~ Debug Browser ~ :
woE | B ¥ @t h T Hex B R B

main.c ¥ X [N

: @ o-a@|p =
=1ELd
V* Copyright (c) 2019 Microchip Technology Inc. SearchiSolutionlExplorer(Clit:$) P-
* i Solution 'My_SAM_L11_Secure_Solution' {;
* 4 MNonSecureApp
* SPDX-License-Identifier: Apache-2.@ =i| Dependencies
N . . . . =d| Output Files
* Licensed under the Apache License, Version 2.8 (the “"License™); you may b [ Libraries
* not use this file except in compliance with the License. )
* You may cbtain a copy of the License at 4 '—j De\..rlce_Startup
* < main.c
* http://www.apache.org/licenses/LICENSE-2.8 i veneerh
* 4 SecureApp
* Unless required by applicable law or agreed to in writing, software =d| Dependencies
* distributed under the License is distributed on an AS IS BASIS, WITHOUT =4 Output Files
: IJARRAETI? OR COﬁDITiEHS OF AﬁY Kil’-lD, either express or :i.mpi!.ied. ] b (i Libraries
See the License for the specific language governing permissions an -
* limitations under the Licsnse. siees ® 5P b3 DEVICE_StEI'tLI.p
. I+ [ Secure_Functions
*f © main.c
C| veneer.c
#include “"sam.h” h| veneerh
#include "veneer.h”
volatile int wvall, val2;
-
W0% = 4

Error List
Entire Solution - | €3 0Errors 1 0Warnings | ) 0Messages | Build + IntelliSense Search Error List

Description Project File

Output

Creating project 'My_SAM_L11_Secure_Solution'... project creation successful.

© 2022 Microchip Technology Inc. R E DS70005365C_CN-3 24 71
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2.3.2

2.3.21

AN5365
SAM L11 AR R GFRAR AFIFRAR B)

BERRRIT R
T SAM L1 2 4R 77 8 (B Microchip Studio 7 —2 4t il g (I ATA fif ok J7 S840 B TG B 1 AR 22 2 300 H AN
2 H H .

N TR, 5 ARMVS-M SEHLI TrustZone BRI I F A L E Ty T4 Cskil. LU &5 41 1 RUROA 4
LB AR A8 82 P 75 5K E il g R 7 S 7 B U R B B R

LA H Y
SAM L11 4k 5 R a5 (1 2 2 U H B E AR T SAM L11 (#22 ARSI R A Tic B I K R . 1% 2T H
TG E N Ui B T SAM LA AR 224 S AR A (K LA R 3& H) 77 1 -

SR 2 AR 7 X IR ME OFLRED

ARG 7 mvIaiL
%4 B BOR IR RE U

ez X2 P GREARD R 5E SCRITR I

X 2 A LR Y ) 2 4

B FE B 22 4 000 H B SO A EEAT T U
Rl 2-6. 2T H 3

SecureApp
=d| Dependencies
=d| Output Files

[ <3 Libraries

4 | =7 Device Startup

nh saml11_bocor.h
saml11_urow.h

ANANEAN

startup_saml11el6a.c

h:
) saml11e16a_flash.ld
=
C

system_saml11el6a.c
4 |7 Secure_Functions

€| secure.c
h! secure.h

C main.c

C  veneer.c
h veneer.h

BOCOR/UROW files : Contains fuses setting definition

Secure Linker file : Contains link configuration for the
Secure application

Secure Startup file : Contains the Secure vector table and
Secure Reset Handler

Contains the initialization functions
for the system resources allocated to Secure application

Secure .cl.h files : Contains the Secure function examples

Secure Main File : Contains the secure Application main
routine

Veneer .c/.h files : Contains the definition and declaration
of the Non-Secure Callable (NSC) gateway to the secure
functions declared in secure.c/.h

VNN

B FE B 2 40 H B AR AT T U

© 2022 Microchip Technology Inc.
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AN5365
SAM L1 AR R GERAR AFIFRAR B)

B 2-7. 22 H EEFRER

chre main routiD

]
Secure System initialization

Set Non-Secure main stack
pointer
|

Start Non-Secure
application

b

__NOP

WK 1% % 4 main . ¢ SCIFFVEAR AT 224 B HIRE 2 O A R 46 A
E: RN system init BRECNZS, LRSI 4 MHZ 17 (BADRES) o ZeR BN 22 4 A0 22 42 A 2R gt
TR

2322 FezEWHERY
SAM L11 24 fiff ok J5 SRR s SR 1Al 22 a0 H DR AE AR 22 4 X e AT AR E LI RE R o 128 PR A vl {20 e 2 I
TR EMAG RN, R0l 224N HRFPR I veneer . h UK TR AE 22T A (NSC) %k,
B2 a0 B 2 I~ EIFs.
Bl 2-8. dFR &I H M

- MeonSecurefpp Non-Secure Linker file : Contains link configuration for
=i| Dependencies the Non-Secure application.
=d Output Files Non-Secure Startup file : Contains the Non-Secure
B [l Libraries vector table and Non-Secure Reset Handler.
4 7 Device_Start
P T vd Contains the initialization
[ saml11e16a_flash.ld :
: functions for the system resources allocated to Non-
C startup_samlllelba.c Secure application
system_saml11el6a.c
| ¢ main.c I— Non-Secure Main file : Contains the Non-Secure
e veneer.h Application main routine

: Link to the veneer header file containing
the secure gateways to secure project

LA RRTT GRS K AR 22 4 T e RO R R B R

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 26 7
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2.3.23

ANS365

SAM L11 AR R GFRAR AFIFRAR B)

Bl 2-9. JERETH ERBIRER

C MNon-secure main >

Secure function 1 call

Secure function 2 call

L

AR 4 BB 2 & NIRRT veneer . h SCFSRBEI SIS R % 4 R B0EAT 1 1 W

AR Z AR %4 main . ¢ SCAFRIRAR TR 22 40 B RE P 0T A (KRR 46 A

NVM 17 B

N T ITAEE XAMEE N ARE I 22, BARAE SecureApp BTH R T 2 AL IS SRS BE SAM L1 248 NVM AT,

W EFTR

© 2022 Microchip Technology Inc.
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AN5365
SAM L1 AR R GFRAR AFIFEAR B)

Al 2-10. saml11_bocor.h #l saml11_urow.h

E] My saM_L11 Secure Solution - AtmelStudio Standard Mode [XCH| Quick Launch (Ctrl+Q) Pl - B x
File  Edit View  VAssistX ASF  Project  Build Debug Tools  Window  Help

fe-o0|8-8 -2 MY 2-C -] b M Debug ~| Debug Browser ~
i@ ow | | Hex % | @~ .5 5 Z £ e ATSAMLTTEI6A  § SWD onEDBG

main.c main.c Solution Explorer > 1 x

v
. . o A= —
/* BOCOR_X: Boot Configuration Row (BOCOR) Word X definitions */ Gﬁ| ®© B | et |
Search Solution Explorer (Ctrl+5) L~
#define BOCOR_BNSC axes /* Non-Secure Callable Flash size (BOOT region) = E .
. - . . '=d| Dependencies =
#define BOCOR_BS Bxee /* Non-Secure Flash size (BOOT regiecn) = BS*@xlee * _
#define BOCOR_BOOTOPT 8x@0 /* 8x@ = no hoot verification ; @x1 = SHA256 verifi =l Output Files
#define BOCOR_BOOTPROT ) /* Boot Protection size = BODTPROT*@x10@ */ b [ Libraries
#define BOCOR_BCWEN @x1 /* @x@ = Boot Configuration Write disabled ; @xl = b [ Device Startup

#define BOCOR_BCREN axl /* @x@ = Boot Configuration Read disabled ; @x1 = E c main.c
z veneer.h
#define BOCOR_CEKEY® WORD @ OxFFFFFFFF /* Chip erase @ key (128-bits) */ 4 SecureApp
#define BOCOR_CEKEY® WORD_1 @xFFFFFFFF /* " */
#define BOCOR_CEKEY®_WORD_2 @xFFFFFFFF /* " */

#define BOCOR_CEKEY®_WORD_3 @xFFFFFFFF /* " */

=d| Dependencies

=d Output Files
I LLibaries
| Device_Startup
n saml11_bocorh
saml11_urow.h
saml11e16a_flash.ld
saml11el6a_sram.ld
startup_saml1lelfa.c

¢ system_samlllel6a.c

I [ Secure_Functicns

c main.c

#define BOCOR_CEKEY1 WORD_@ @xFFFFFFFF /* Chip erase 1 key (128-bits) */
#define BOCOR_CEKEY1_WORD_1 @xFFFFFFFF /= " */
#define BOCOR_CEKEY1l WORD_2 @xFFFFFFFF /* " */
#define BOCOR_CEKEY1 WORD_3 @xFFFFFFFF /* " */

o, D Y=

#define BOCOR_CEKEY2_WORD_@ @xFFFFFFFF /* Chip erase 2 key (128-bits) */
#define BOCOR_CEKEY2_WORD_1 @xFFFFFFFF /* " */
#define BOCOR_CEKEY2 WORD_2 @xFFFFFFFF /* " */
#define BOCOR_CEKEY2Z WORD_3 @xFFFFFFFF /* " */
#define BOCOR_BOOTKEY WORD_@ @xFFFFFFFF /* BOOTKEY (256-bits) */ <] veneer.c

#dafine ROCNR RONTKEY LWINRN 1 AwFFFFEFFFFE /* " %/
- 4

h' ueneer h

Error List
Entire Solution - | €3 DErrors 1 0Warnings | D 0Messages | Build + IntelliSense Search Error List

Description Project File

Output

Ready

X 2 5 51 A SRR, RGN (BOD FIETIMD o IDAU (FFfiges 24 j@tt) fil PAC UM% &g
M) MECE, DAURYE R TR TS

E: HRAR NVM ATFALIRA B, 72 0 (SAM L10/L11 35 FH)  (DS60001513E_CN) [ “NVM 477 —i&,

BHUE I E REEB R, FE2 BRI RN HATH S S ROM &2, 515 ROM i 5t & Hil A F 4% 27 4738 1%
ZINRE, REEREBESEMHES (BHFITEAR A , BB T k3 SNIE.

¥ A% SAML11 55 ROM ({8, %2 W (SAM L10/L11 48 F) (DS60001513E_CN) (] “5|5 ROM” —
=,

UROW F1 BOCOR AR AL & 5 3 BRI IE 2 B B 2R, AR SR A it ds it a0~ B R o

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 28 i
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AN5365
SAM L1 AR R GFRAR AFIFEAR B)

Fl 2-11. SAM L1 Z &R TEE 8B %
0x0000 0000

Secure Flash
(APPLICATION Region)

0x0000 7C00

Non-Secure Callable Flash
(APPLICATION Region)

0x0000 8000

Non-Secure Flash
(APPLICATION Region)

0x0001 0000
Flash (Up to 64 KB)

0x2000 0000
Secure SRAM

0x2000 2000
Non-Secure SRAM

0x2000 4000 SRAM (Up to 16 KB)

P
0x40 0800

Data Flash (2 KB)

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 29 7
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23.24

ANS365

SAM L1 AR R GFRAR AFIFEANR B)

24T HMIEZ 2T B R t

AT H FER AT H #E B ORI TR E S S S0 (2T % B Device_Startup H3xF) o XEHHMNAS

saml11_urow.h F1 saml11_bocor.h 5& X A£Gl s B — B, W R EITR.

BER LI, 55 R DRAFA 2 BOE LS BTG 2 BB — B0 FF HAR L APl A2 A2 S5 & S A 22 1) 52 SCZ M ANAFAE

HE. RSN ZEEAEERE Lo
B 2-12. ZEFEEME X

samll1elfa_flash.d £ > E=lalRRETGTAG zaml11_bocor.h
31 * Linker script for running in internal FLASH on the ATSAMLI1E16A
g 5/
33
34  OUTPUT_FORMAT("elf32-littlearm”, "elf32-littlearm", "elf32-littlearm")
35 OUTPUT_ARCH(arm)
36 SEARCH_DIR(.)
37
38 /* Memory Spaces Definitions based on Memories Security Attribution: AS = 8xB@, ANSC
39 MEMORY
48
41 rom (rx} : ORIGIN = OxP20@20080, LENGTH = @x28287C0a
2 rom_nsc (rx} : ORIGIN = @xPO@87C80, LENGTH = @xda288488
43 ram (rux) : ORIGIM = @x28@ , LENGTH = 2088
4L USErronW tri) @ URLGIN = ©x 'y =
45 bocor (rw) : ORIGIN = @xP950C28e, LENGTH = @xd0eRe808
45 bocorcekey (rw) : ORIGIN = @x®838Ce18, LENGTH = @x@902883@
47 bocorbootkey (rw) : ORIGIN = @x@888C85@, LENGTH = @x20020828
48 3
49
58  /* The stack size used by the application. MOTE: you need to adjust according to your
51  STACK_SIZE = DEFINED{STACK_SIZE) ? STACK_SIZE : DEFINED(_ stack _size_ ) 2 _ stack_ siz
52 -
90 % - 4 3

Search Solution Explorer (Ctrl+5)

Solution Explorer

Qo -0 5=
p-

i Selution 'My_SAM_L11_Sclutien’ (2 projects)

MNenSecurefpp
SecureApp
=d| Dependencies
=d| Qutput Files
g Libraries
|5 Device_Startup
| saml11_bocor.h
| saml11_urow.h
saml11el6a_flash.ld
| startup_saml11elfa.c
c| system_saml11el6a.c
1 Secure_Functions
c main.c
€| veneer.c

h veneer.h

B PR AR A il s 18] E .
Bl 2-13. SR e E X

saml11el6a_flash.ld + > EIRIIRERGERIEE N saml11_urow.h saml11_bocor.h

31 * Linker script for running in internal FLASH on the ATSAML11E1GA

32 F =/
33

34 OUTPUT_FORMAT("elf32-littlearm”, "elf32-littlearm", "elf32-littlearm")

35 OUTPUT_ARCH{arm)

36 SEARCH_DIR(.)

37

38 /* Memory Spaces Definitions based on Memories Security Attribution: AS = @x88, ANSC
359 MEMORY

48 4

41 rom {rx) : ORIGIN = 9x@0988088, LENGTH = Oxe020800a

42 ram {rwx) : ORIGIN = 9x20992088, LENGTH = 9xe0202008

43 T

44

45 f* The stack size used by the application. MOTE: you need to adjust according to your
45 STACK_SIZE = DEFINED(STACK_SIZE) ? STACK_SIZE : DEFIMED(_ stack size ) ? _ stack siz

48  /* The heapsize used by the application. MOTE: you need to adjust according to your a
49 HEAP_SIZE = DEFINED(HEAP_SIZE) ? HEAP_SIZE : DEFINED(_ heap_size_ ) ? _ heap_size  :

90 % ME »

-

Search Solution Explorer (Ctrl+5)

Pl MonSecureApp

3 SecureApp

Solution Explorer

& o-am| F =]

P~

i Solution 'My_SAM_L11_Solution’ (2 projects)

=d| Dependencies
=d| Qutput Files
P[5 Libraries
4 |7 Device_Startup
[ saml11el6a_flash.ld
c startup_saml1lelfa.c
¢ system_samlllel6a.c
© main.c

I veneer.h

© 2022 Microchip Technology Inc. M %R
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2.3.3

ANS365

SAM L1 AR R GFRAR AFIFEAR B)

WIAREMRTT R
HasfF) DAL = 2 1, SeVFilse BT R (RAIH + FZETH) o HEIELUT B ERAEH] Microchip Studio 7

LRI R IR RIS TrustZone N FFEfF

1. £ Microchip Studio 7 4w 7 &,
VE: TR ZEWNATUE AR, BRI 05 85 2 BRI e\ e SR T 7 58 AR DR BRI A2 28 1 25 5 PN T
H RS — 2.

2
2. WA RS AL SAM L1, #id;

B 2-14. FRFFFEPT ZE T R B il

My_SAM_L11_Secure_Solution (Debugging) - AtmelStudio

File  Edit

main.c

View  VAssistX  ASF  Project  Build  Debug
|3 - N |2 -<-|
I|-) >|6.‘5t'_=!' T|Hex3%

AM L11 Xplained Pro - 0522

(Alt + F5) THGUHIRIFAE AT 22 42 LR s B 3P i

Window  Help

a |

B-. Coe@E. &
saml11_bocorh i X

= CAMy_SAM_L11_Secure_Solution\My_SAM_L11_Secure_Solutioni| =

Standard Mode

Debug Browser =

X Quick Launch (Ctrl+Q) P = O x

|P =1 =

by | 2] % o ATsAMLTIEIGA L

o/*

*/

©

100 %

Qutput

The Secure Applicatien:

* Sets the non-secure main stack (MSP_NS)

* Gets the non-secure reset handler

* Jumps to the non-secure software application

J/* Secure main() */
Slint main(veid)

funcptr_veid NenSecure_ResetHandler;

/* Initialize the SAM system */
systemInit();

/* Set non-secure main stack (MSP_NS) */
_ TZ_set_MSP_NS(*((uint32_t *)(TZ_START_NS)));

/* Get non-secure reset handler */

NonSecure_ResetHandler = (funcptr_vold)(*((uint32_t *)((TZI_START_NS) + 4U)));

/* Start non-secure state software application */

-4

Show output from:  Debug

typedef void (*funcptr_weid) (veid) _ attribute_ ((cmse_nonsecure_call));

Autos Locals Watch1 Watch2 Call Stack Breakpoints Command Window Immediate Window [§8[liIN3

-

Pl

b
4
b
2

v v v v v

Memory 4

Solution Explorer > B x

+
=B Search Solution Explorer (Ctrl+§) P~

_i Solution 'My_SAM_L11_Secure_Sclution’ (2 projects)

Solution Explorer ST

W o-aml = 1

MNonSecureApp

=d| Dependencies
=d| Output Files

g Libraries

3 Device_Startup
c main.c

I veneer.h
SecureApp

=d| Dependencies
=] Output Files

gl Libraries

3 Device_Startup
1 Secure_Functions
main.c
C. veneer.c

h| veneer.h

© 2022 Microchip Technology Inc.
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3. fEUEWH veneer.c XM secure_funct B [ AT I N A4, o
& 2-15. secure_func1 JR[EI{T EHIKi M (Z4EWHE)

E My_SAM_L11_Secure_Selution (Debugging) - AtmelStudio Standard Mode | W Quick Launch [Ctrl+ Q) Al - 0 x
File  Edit View VAssist{ ASF  Project Build Debug Tools Window Help

T T-EIER R TY
Ple 2tk THx B | @-

Debug Browser ~

ATSAMLTIETGA =

Selution Explorer
@ o-am|F -
Search Solution Explorer (Ctrl+5) P~

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an AS IS BASIS, WITHOUT
* WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. _i Solution "Wy _SAM_L11_Secure_Solution’ (2 projects)
* See the License for the specific language governing permissions and 4 NonSecurefipp
* limitations under the License. b [ Dependencies
*
“ b =4 Output Files

I 3 Libraries
#include “secure.h” /* Header file with secure interface API */ » L: DE‘T'CE-Startup

< man.c

/* Non-secure callable (entry) function =/ T veneerh

—lint _ attribute_ ((cmse_nonsecure_entry)) secure_funcl(int x)

{
[ ] return funcl(x);
1

4 SecureApp

=4 Dependencies
izd Output Files

-3 Libraries

[ Device Startup
[ Secure_Functions

v v W v W

/* Non-secure callable (entry) function */
—lint _ attribute_ ((cmse_nonsecure_entry)) secure_func2(int x)

{ <) main.c
return funcz(x); c| veneer.c
1 n| veneer.h

Solution Explorer

Properties

Output

Show output from:  Debug

Autos Locals Watch 1 Watch2 Call Stack Breakpoints Command Window Immediate Window J8[laIh8 Memory 4

Col1
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4. {EZATH Secure Functions/secure.c XHH ] funct IR AT AN A .
B 2-16. func1 BT LHIBT R (ZETED

E SAM L11 Secure Solution v1.21 - AtmelStudio Standard Mode = ¥ | Quick Launch (Ctrl+Q) Pl = (=] X
File Edit View VAssistX ASF Project Buld Debug Tools Window Help

(0-0|B-A - RE| XTI [ P W Debug - [FDebug Browser | 5% _arm_reaTURE CMSE RPN T
R e > | e | Hex 2| &~ 0 B_ & _ i BWATSAMLI1E16A 7§ SWDonEDBG _

Solution Explorer # X
2 funct ~ 2 intfunci(int x) - |60 @A o-a@|s=| @
See the License for the specific language governing permissions and

* limitations under the License.
" (@l Solution 'SAM L11 Secure Solution v1.21' (2 projects)

> [ NonSecureApp

'f Search Solution Explorer (Ctrl+$) P~

*/
4 [ SsecureApp
4| Dependencies
#include "secure.h" /* Header file with secure interface API */ =4 Output Files

(23 Device_Startup

b

3

b [ Libraries
=int funcl(int x) >
4

| Secure_Functions

c -
A
@ return x + 3; h secureh
} ¢ mainc
€| veneer.c
Elint func2(int x) h' veneerh
return x - 2;
e
128% ~ 4 »
Outpt 3
Show output from: Debug - IR | £ 2
The program ‘[@x5] SecureApp.elf' has exited with code @ (€x0). 7

o caumon| BRI A BV RC , SLAEGR BRI A BT 42 A (SG) JA IR IEIT RS, (P
BOPHING ARV AE SG 1 RN (BKP) $4, SOl e (RIS TR 2 A, BRI
BRRZAT N, U7 NSC BT 25— 446 S 410 SG.
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5 @ Hif > % N<F5>, 48R,
I, PR — & STEPATLUT BB BaE 12 1k
- AERETR CRAETE)D
- AR (REWE)
& 2-17. 7 secure_func1 & [E47 "I

My_SAM_L11_Secure_Solution (Debugging) - AtmelStudio
File  Edit View  VAssist{ ASF  Project Build Debug Tools Window  Help
‘e-oln-au-nudxda|o-C-|HA

Standard Mode ' W Quick Launch (Ctrl+ Q) Pl - A X

Debug Browser ~

ATSAMLIIEIGA o

@l o-ad@m|le=cM@

#include "secure.h” /* Header file with secure interface API */

/* Non-secure callable (entry) function */
—lint __ attribute_ ((cmse_nonsecure_entry)) secure_funcl{int x)

]

}

/* Non-secure callable (entry) function */
“lint _ attribute ((cmse_nonsecure_entry)) secure_func2{int x)

i
return func2(x);
}
00% - 4
Show output from: General it | | | § ¥a

LL1id9i5/: |WAKNLNG| UNKNOWN DreakpolnT N1T at: uxd/l
11:33:43: [WARNING] Unknown breakpoint hit at: ex27C

B> 0 b6t 2k T He B @ L Gl @
= cecure_funcl - : =¥ int _attribute_ ((cmse_nonsecure_entry)) secure_funcl(int x)

T oquTrTT oy aP Toworogreow T wrTcIngy T

* distributed under the License is distributed on an AS IS BASIS, WITHOUT

* WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*

*/

- @’Go
£
< B Search Solution Explorer (Ctrl+5) R~

i Selution 'My_SAM_L11_Secure_Sclution' (2 projects)

Pl MenSecureApp

= Dependencies

=d| Qutput Files

ligl Libraries

3 Device_Startup

c main.c

-

v v v v

I veneer.h
4 SecureApp
Dependencies
=d| Qutput Files
g Libraries
3 Dewice_Startup
| Secure_Functions

AV T W W

C secure.c
hl secure.h
| main.c

)

| veneer.c
n veneer.h

» Solution Explorer R

Autos Locals Watch1 Watch2 Call Stack Breakpoints Command Window Immediate Window [(eUihd Memory 4

© 2022 Microchip Technology Inc. M %R
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vE: Witk Debug > Windows > disassembly CIR > & 1 > RIL40) % R <Alt + 8> A & 205 1R
Dhae AR S H

& 2-18. Microchip Studio 7 RIC4mE D

My_SAM_L11_Secure_Solution (Debugging) - AtmelStudio Standard Mede W | Quick Launch (Ctrl+0) Pl - B X
File  Edit View  VAssist{ ASF  Project Build Debug Tools Window Help
ie-o|a- AR Aal9-C-|E. | Debug Browser - |/l =]l

B3 0 b et At T He &

@ -

Sl e [ [, A 4 =& ATSAMLTIEI6A 2

Disassembly + X secure.c @ X« | Solution Explorer » 1 X
Address: funcl - Gﬁ‘ AR | y __‘
@ViEWi”S! Options Search Selution Explorer (Ctrl+ ) P~
L wn i i
g:gg;:g; >>> 32:::2:: i:zt:jztiz: - (@l Solution 'My_SAM_L11_Secure Solution' (2 projects)
BR@ATBEE PP Unknown instruction 4 NenSecureApp
@eea7BEFe P37 Unknown instruction b [=dl Dependencies
Be@a7BEF2  PPP Unknown instruction b =4 Output Files
@B@BTBF4 ?7? Unknown instruction B 3 Libraries
@eRR7BFE PP Unknown instruction b £ Device Startup
@@@a7BFE 2?7 Unknown instruction &l main.c
@@Ra7EFA  PPP Unknown instruction \ h
BRRRTBFC 2?7 Unknown instruction o VEneer.
@@RR7BFE 227 Unknown instruction “ SecureApp

=d| Dependencies
=d| Output Files

l:ai Libraries

[ Device_Startup

| = Secure_Functions

O eopa7coe  sg
2eea7Ce4 b.w #-31476
aeea7Cas sg
eaea7Cac b.w #-31516
|eea7C1e movs ré, ré
epaa7C12 movs r8, ré

[

€ secure.c
2eee7C14 movs r@, ré A
h secureh
BBBaTC16 movs r8, ré & 3
8e067C18 movs r@, ré ! main.c
Beaa7CLA movs ré, ré C; VENEEr.C
hl veneerh

@eea7C1C movs ré, ré
BOBOTCLE movs r@, r@ et

Solution Explorer JEGNIETES

OQutput

Show cutput from:  General
11:29:37: [WARNING] Unknown breakpoint hit at: 8x27C

Autos Locale Watch1 Watch2 Call Stack Breakpoints Command Window Immediate Window [Sihsild Memory 4

15 F U7 19 ) R e & T H

TR RN BB IEN, S ORI TR IR A T R A 5L B 2 AT 1k 2 &7 65X (e ARRF) a5
— B IR ST 1] .

X AT DA B R T 1 2% (DAL SE ey DAL RSB, B8 Beiak 1 10 2% il i 7T LA P 2w TR, Bk i
T

1. KRAWRSE (RET) .

2.  #%#% Tools > Device Programming (T. B > 3{t4mf8) , I 8{FamiE T A,

3. ¥ DAL1 4 KX H AR SAM L1 244, a1 F B FR:

a. i%¥% EDBG #ff4mfE TR, )55 Apply (BAD .
b. 7 Device Signature (##f1%544) &, Hii Read (ZHD .
c. i%E¥¥ Memories (f7-fif#%)
d. fE Device (##fF) T, i+ “SetDAL1” C(iXE DAL 1) .
e. .1 Change DAL (¥ DAL) .
f. BEES g L H R TR
© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-£7 35 7T
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& 2-19. f#F Microchip Studio 7 2/ 4372 T E ¥ DAL

EDEG (ATML3138051800000522) - Device Programming ? X
Tool Device Interface 3.1 Device signature Target Violtage 3.2

EDBG ~| ATSAMLIEIGA ~ |SWD - | [Apply] | ‘ox20830100 33V 5%

Interface settings 3.5

Tool information Change DAL

Device information Flash (66 KE)
Memories 3.3 CaMy_SAM_L11_Secure_Solution\My_SAM_L11_Secure_Sclutiom\Securefpp\Debug\SecureApp.e ~ III
Fuses Erase Flash before programming

[+#] Verify Flash after programming Program | | Verify | | Read.. |

Security @ Advanced

User Page (256 bytes)

Erase User Page before programming S
Verify User Page after programming =

@ Advanced

Reading device D..0K 3.6

[+] ok
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%, WE DALY TG IE G 9 8848 B e A7 X AT AR R UT W, 20 B R
&l 2-20. DAL #8847 08 X

0x0000 0000 %
X
%
%]
BS x 0x100 — BNSC x 0x20 3
q
%4
%
BS x 0x100 s
Non-Secure Flash
(BOOT Region)
BOOTPROT x 0x100 = — o
% ]
% %]
! b %!
S5 s
&5 aoeaselet ;
(BOOTPROT + AS) x 0x100 — [ & S :
ANSC x 0x20 [ S <l
: R
&5 tetelete %!
5 Jatelelels S
(BOOTPROT + AS) x 0x100

Non-Secure Flash
(APPLICATION Region)

0x0001 0000

0x40 0000

L ANDEAJCCCOSSIIIR . .
P e et 34 3 3

L
Non-Secure SRAM

0x40 0800

0x2000 0000 ¥ """""""1i;:g;:;?;:;:;:;:;:;:;wﬂ

! SR 205050505055

SRR

OXZOOO OOOO + (DS*OXSO) e

Non-Secure Data Flash

Data Flash (2KB)

0x2000 4000
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JG BN B A AEAE X AT AR AR IR 7 W 4 4 38 E4E 44, AR Microchip Studio 7 KR4, N EAR.
& 2-21. DAL {34 X 3R & /5 sh R MR

My_SAM_L11_Secure_Selution (Running) - AtmelStudio Standard Mode X' Quick Launch (Cirl+ Q) Pl - B x
File  Edit View  VAssistX ASF  Project  Build Debug Tools Window  Help
: | - -9 g | ¥ o | - - | a, ‘ Debug Browser - | J- I s
e % | B~ EEEHE S dd
VEREEN.C * | Solution Explorer
-|@6o @ o-a@m| p=|
Y

T FF B =

* distributed under the License is distributed on an A5 IS BASIS, WITHOUT = B Search Solution Explorer (Ctrl+3) Pl

* WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. - . .

. . e ’ p. . p. i Solution 'My_SAM_L11_Secure Solution' (2 projects)
See the License for the specific language governing permissions and

* limitations under the License. 4 NonSecureApp

* P [=d Dependencies

i e
[ Launching _

= secure funcl ~ . = int_attribute_ {{cmse_nonsecure_entry)) secure_funci{int x)

*f " ut Files
Launch Failed X B
#include "secure.h” /* 1e_Startup
. . kc
/* Non-secure callable (er ) Failed to launch program. Eh
—lint _ attribute_ ((cmse_mnt ' i X . I
1 - - T Error: Loading executable to device failed. Errer Error downloading changes to the \pp
L device at Q00000DD-00000400 00007<00-00D070D COE04000- 00804100 ndencies
- 0080c000-0080<100 ut Files
h
ries
/* Non-secure callable (et ie_Startup

“lint _ attribute_ ((cmse_mn¢ re_Functions

i =y —SCUTe.C
return func2(x); hl secure.h
} © main.c

| veneer.c
| veneerh

Solution Explorer RGTEETE

Output

Show output from: Debug

Autos Locals Watch1 Watch2 Call Stack Breakpoints Command Window Immediate Window [eUN8 Memory 4

BE: # DI RSREER ML AR Z 2T H . S ReEMEEIFZ2H OFAANREB) .
SLHUH A RS 2 A7 X AR T 1), AU A F SR TR K ChipErase ALL find
(CE2) . KR A A as A 2B, WAVES I h BB gm i e 2 N AR P
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24  JPkIEREHE OFEARB)

TERN G B BTG SAM L1 a8 FIF A, a5 B BilE SURAR I DALY (R4 2 e H . HEER, i
WA F .

B 2-22. FRIEXETE GFFRARB)
Developer Developer

A ‘ B

Microchip End-User

DAL: 2 DAL:1 DAL:0

FEIXMFOL R, TFRN G A ZRIAIT RN 51 B SR AR 22 4 Bl 1 10 W AN Al ¢ 4 vl U FH o 250 AP T2

PARE T, 2R BEA RN A AR AR B IRAHE R ST H MR, LRSS T RN T HigRie
DAL {54224 B I F2 1 SAM L1 28 Al i Fift B Ak 22 4T H o

241 flEdeR4NH
EL{# B Microchip Studio 7 |3k AT H , HEBRLL NS HRERE:

1. #TJF Microchip Studio 7.

2. &% File > New > Project.

3. f£ New Project & Ht, $AT AT AR G @ AITC B — AN B g v oy %
a. JBJT Installed, i#£# C/C++.
b. ## GCC C Executable Project (GCC C Al #4THiH)
c. 7E Name. Location f1 Solution name H#ii A FE4H(EE CHESSRBILTFED
d. Hii OK.
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/& 2-23. f#F Microchip Studio 7 A& SAM L11 J3r k22410 B

New Project ? *
b Recent Sortby: Default -| 5 Search Installed Templates (Ctrl+E) P~
4 |nstalled Type: C/C
GCC C ASF Board Project C/Cr+ ype: L+
C/C++ Creates an AVR 8-bit or AVR/ARM 32-bit C
Assembler GCC C Executable Project C/C++ project
AtmelStudio Solution
GCC C Static Library Project C/C++
GCC C++ Executable Project CfCe+
#ip “-~..
GCC C++ Static Library Project C/C++ ® oy,
it Rafar,. . =t
15 . ; f ' Fodg)
rs SAM L11 Secure Solution v1.2 CfC++ ~
Pringge.,
(Y]
+ s
‘8| SAMLI1Secure Solution with Boot v1.0 C/C++ ‘ ‘
Create project from Arduine sketch C/C++ .
Name: |My_SAM_L11_Pr0jecﬂ |
Location: e i
Solution name: My_SAM_L11_Project Create directory for solution
| oK Cancel

4. 1 Device Selection (Z3fiE#) % O rhik$: ATSAML11E16A 2314F, )5 Hd OK.
& 2-24. 3E SAM L11 J52E2 £ T H ) SAM L1 7= ik R

Device Selection x

Device Family: Al - SAML11
MName App./Boot Memory (Kbytes) Data Memory (bytes)EEPROM (bytes) | Device Info:
ATSAMLITDT44A 18 8192 N/A Device Name: ATSAN
ATSAMLITDT5A 34 g1z MSA Speed: N/A
AR ey wa Ve A
ATSAMI T11E1SR 4 5192 AL Family: SAMLI
ATSAMLI1ET16A 66 16384 N/A Device page for ATSAMLI1E16A

Datasheet

Supported Tools
= Atmel-ICE

X EDEG

X EDBG MSD

= JTAGICE3

Ml mEDBG

-8 Power Debugger
& J-Link

o | e |

dE 22415 B ¥ B/ 7E Microchip Studio 7 IDE 1, & N R,
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SAM L1 AR R GEFRAR AFIFRAR B)

&l 2-25. SAM L11 $hsrJE2 400 H

E] My_saM_L11_Project - Atmelstudio Standard Mode | X Quick Launch (Crl+Q) P - B x

File Edit View VAssist{ ASF Project Build Debug Tools Window Help
| | - W w| | - '| Q| B Ml Debug ~ Debug Browser -

" "
| P =

R om Pt @ | Hex % | @ - . B P | L emATSAMLITEIGA § Nomeon
: ]
mE -|@Go @ o-am p -
,/3‘ +

* My_SAM_L11 Project.c

-

* Created: 2/20/20819 11:51:55 AM
* Author @ M43472
*/

4

#include "sam.h”

—lint main({void)

Search Solution Explorer (Ctrl+5) P
- _i Selution ‘My_SAM_L11_Project’ (1 project]

My_SAM_L11_Project
=d| Dependencies

=d| Qutput Files

[:=] Libraries

[ Device_Startup

< main.c

Qutput

Ready

BiHREE

QI AR IUH 5, AR ULT 25 PN 7004 A% 2 A T H WU A 22 42 58 AP G HeBEAT e B -

o BCEIUH, EHGERE SO SIT RN G A TUE I 2 A AR 2 A7 s Jm 1t — 2.
o KGR AR RERE BT H R AR K SRR BT H

{
/* Initialize the SAM system */
SystemInit();
/* Replace with your application code */
while (1)
¥
}
Qutput b
Show cutput from: - ‘ | ‘ | *a

© 2022 Microchip Technology Inc. M %R
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2421

fE00 BB 0 E S SAM L1 dER &R R

FZ IR LU AP PR N B P ) 22 A MR 22 A0 20 18] 0 e A8 25 22 4 i ok 7 S8 000 H BE R S0

Bl 2-26. ZEM IR EFFHER

0x0000 0000

0x0000 7C00

0x0000 8000

0x0001 0000

0x2000 0000

0x2000 2000

0x2000 4000

Secure Flash
(APPLICATION Region)

Non-Secure Callable Flash

(APPLICATION Region)

Non-Secure Flash
(APPLICATION Region)

Flash (Up to 64KB)

Secure SRAM

Non-Secure SRAM
SRAM (Up to 16KB)

© 2022 Microchip Technology Inc.
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1. FIFFUUE A Xt : Device Startup/samllleléa flash.ld.
& 2-27. JE=4T H SRS CHAE

My_SAM_L11_Project - AtmelStudio Standard Mode W Quick Launch (Ctrl+0) P o o x
File  Edit View  VAssistX ASF  Project  Build  Debug Tools  Window  Help

i@-o|B-@ -2 WM XTI &b M Debuy B (g s ©
imp o Pt 2t h [ he B @ =

saml1lel6a_flash.dd -+ > JuETN4 ~ | Solution Explorer <
* + @l o-a@| L=
e Search Solution Explorer (Ctrl+5) P~
o \inker erir Tor running in dmternal FLASH on the ATsmwLnEer . @l Solution My SAM_L11 Project’ (1 project

Pl My_SAM_L11_Project
=d Dependencies
=d Output Files
I+ «di Libraries
4 13 Device Startup
[ saml11el6a_flash.ld

OUTPUT_FORMAT ("elf32-littlearm™, "elf32-littlearm”, "elf32-littlearm”)
OUTPUT_ARCH{arm)
SEARCH_DIR(.)

/* Memory Spaces Definitions */

?EMORY [ saml11el6a_sram.ld
c "
rom (rx) : ORIGIN = @xPeeREeEE, LENGTH = BxBBE10680 /* rom, G65536K */ | startup _samiTTelba.c
ram (rwx) : ORIGIN = @x200@8808, LENGTH - Bx8B0848808 /* ram, 16384K */ _d _i}fftem_sam‘“ﬂﬁa&

} © main.c

/* The stack size used by the application. NOTE: you need to adjust according to your appli
STACK_SIZE = DEFINED(STACK_SIZE) ? STACK SIZE : DEFINED(_ stack size ) ? _ stack size

/* The heapsize used by the application. NOTE: you need to adjust according to your applica
HEAP_SIZE = DEFINED(HEAP_SIZE) ? HEAP_SIZE : DEFINED(_ heap_size_ ) ? _ heap_size_ : @x@2@

/* Section Definitions */
SECTIONS

Error List
Entire Solution - | €3 0Errors 1 0 Warnings | D 0Messages Build + IntelliSense - Search Error List P~

Description Project File Line

Output

Ready

2. RAE SAM LA AE22 A7 it &5 & Mk SE T BB A SCAR A7 il 22 TR 5E S
/* FEEAEE L */

MEMORY
{
rom (rx) : ORIGIN = 0x00008000, LENGTH = 0x00008000
ram (rwx) : ORIGIN = 0x20002000, LENGTH = 0x00002000
}
© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-£7 43 7T
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Bl 2-28. SRS BB/ E

B3 My saML11 Project - AtmelStudio Standard Mode
Fle Edit View VAssistX ASF  Poject Buld Debug Tools Window Help
0-0|8-@ -2 RP|XE |20 -|[HA| > W Debyg - | 2 nscputs
mp e » 2tk T | @, [ @8 ATSAMLTIET6A T None on
saml11et6a flashid® = X [N
/* ..............................................................................
* Linker script for running in internal FLASH on the ATSAML11E16A

OUTPUT_FORMAT ("elf32-1littlearm", "elf32-littlearm", "elf32-littlearm")
OUTPUT_ARCH(arm)
SEARCH_DIR(.)

/* Memory Spaces Definitions */

\¢

| REFCESE D

~ | Solution Explorer >3 x
= R o-0®| L =]

o Eiolorer CHHES p-
‘@l Solution 'My_SAM_L11_Project’ (1 project)
4 [ My_SAM_L11 Project

%4 Dependencies
4 Output Files
b (< Libraries
4 | Device_Startup
D sami11e16a flashld

MEMORY O saml11e16a_sram.ld
€ startup_samlt1e16a.c
{ - C system sami1tel6a.c
rom (rx) : ORIGIN = ©x00008000, LENGTH = ©x00008000 /* rom, 32768K ‘/I ¢ mainc
ram (rwx) : ORIGIN = ©x20002000, LENGTH = ©x00002000 /* ram, 8192K */
}
/* The stack size used by the application. NOTE: you need to adjust according to your application. */
STACK_SIZE = DEFINED(STACK_SIZE) ? STACK_SIZE : DEFINED(__stack_size_ ) ? _ stack_size__ : ©x04ee@;
/* The heapsize used by the application. NOTE: you need to adjust according to your application. */
HEAP_SIZE = DEFINED(HEAP_SIZE) ? HEAP_SIZE : DEFINED(__heap_size_ ) ? _ heap_size__ : ©x0200;
128% - 4
Error List v 3 X
Entire Solution «/| @ 0Ermors | 4 0Wamings | @ 0Messages | Build + IntelliSense - P
" Description ~ Project File Line
Error List [SSHITS
Ready n27 Col 2 Ch2 INS
Wz N 3 7
2422 BEEMRESIIEZREFEZEUE
> N HX M fy ) =} 72 (=} - M - 2 >
IR LU D PRSI I BERIT AN B3 A A8 22 4 N FTRE FP O A 33 18) 26 B 22 A X 2R«
2 . . e
1. B%2WH implib EHBHE220H b
W 3 2
Bl 2-29. B ZAEPKECHIRINEIFE R B IR
I & = | My SAM_L11 Project - [m] X
Y. ]
Home Share View [7]
&« ~ 1~I > ThisPC > Local Disk (C) » My SAM_L11_Project » My_iAM_m_ijectI ~ @ | Search My SAM_L11_Project ©
a Box ) Name Date modified Type Size
) ) Debug File folder
& OneDrive - Microchip Technology, Inc
Device_Startup File folder
[ This PC €] main C Source File 1KB
_J 3D Objects [ My_SAM_L11_Project.componentinfo XML Document 8KB
I Desktop My SAM L1 Project ATMEL Studio 7, 8 KB
) Documents I | ] secureapp-cmse-implib.lib LIE File 1KB I
v
6items 1item selected 316 bytes =]

© 2022 Microchip Technology Inc.
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2. £ Microchip Studio 7 ¥, f#fddr2auiH, AJ5iEHE Properties (&) .
& 2-30. PyiRdER AW H R

Ed my_sAM L1 Project - Atmelstudio Standard Made ¥ ¢ " P - O x
File Edit View VAssistx ASF  Project Buld Debug Tools Window Help
e-o|lu-An-LRSXT <@ | B[ > Moebug | DebugBiowser - | & nscputs | mMpeBB@D- il

3 bR | e %8| @~ . &t o SWATSAMLIIEI6A T Noneon _

Solution Explorer - ax
A o-dB| L=

Search Solution Explorer (Clri+$ p-

(@l Solution "My SAM L11_Project’ {1 project)

* & X mainc

Build

e

OUTPUT_FORMAT ("elf32-littlearm”, "elf32-littlearm", "elf32-littlearm")

OUTPUT_ARCH(arm) Rebuild
SEARCH_DIR(.) Clean
da CopyFull Path P
/* Memory Spaces Definitions */ [ Collapse a_flashId
a_sram.ld

MEMORY Scope to This it tet6a.c
{ B New Solution Explorer View i1 Te16a.c

rom (rx) : ORIGIN = ©x00008000, LENGTH = ©x00008000 /* rom, 32768K */ aa R

ram (rwx) : ORIGIN = ©x20002000, LENGTH = 0x00002000 /* ram, 8192K */
} S Add Library

%3 Setas StartUp Project
/* The stack size used by the application. NOTE: you need to adjust according to your applicatit B§ Add Arduino Library

STACK_SIZE = DEFINED(STACK_SIZE) ? STACK_SIZE : DEFINED(_ stack_size_ ) ? _ stack_size__ : Ox84! ;
/* The heapsize used by the application. NOTE: you need to adjust according to your application .
N . View Example Project Help v
HEAP_SIZE = DEFINED(HEAP_SIZE) ? HEAP_SIZE : DEFINED(_ heap_size_ ) ? _ heap_size_ : @x0200;
!
128% ~ 4 % cut Cirl+X
EJ Rename 2
Entire Solution - /| @ 0Enors | 4 0Wamings | @ OMessages | Build + IntelliSense - Search Err
= Unload Project
Deseription = Project k
Iﬁ Properties

Error List [FNEnY

This item does not support previewing
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3. EFNMLAWHEE, HikSE ToolChain (CLEFE) I ARM/GNU Linker (ARM/GNU #i#:88) , ARGk
Libraries (&) .

4. %ﬁE (Add Item (NI %4 .
E 2-31. KRR IR S EaE R

Build

Build Events
Toolchain
Device

Tool

Packs
Advanced

@ My SAM_L11_Project

My _SAM_L11 Project & X

LConfiguration: | Active (Debug)

: Configuration Manager...

4[] ARM/GNU Common
& General
& Output Files

4 [Z] ARM/GNU C Compiler
[ General
& Preprocessor
g Symbols
& Directories
[ Optimization
g Debugging
& Warnings
A Miscellanso

&7 Librarics|

e ey}
& Memory Settings
& Miscellaneous
4 [2] ARM/GNU Assembler
& General
Z_’Dehugging
4 dARMHGNU Preprocessing Assen
& General
& Symbols
[# Debuaging

~ Platform:  Active (ARM) ~

|ARM,-"GNU Linker = Libraries

| Libraries (-}

12l IS

libm

Add ltem

Library search path (-L)

ElaEF]e

${ProjectDir)\Device_Startup

5. 7t Add Libraries CGINEE) XPUGHEAR, %W FNEIRMAELRR, 55T OK.
E 2-32. TINREMRELZTR

Add Libraries (-1}

Libraries (-I)

|secureapp-cmse-implih.lih|

Cancel
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6. FRNLATHERE, Eik#E Toolchain > ARM/GNU Linker > Libraries ( T2 > ARM/GNU #2248 >
FE) .

7. %—[EIE (Add Item #%41)
& 2-33. BMFHRIEHRRER

@ My _SAM_L11_Project
My_SAM_L11_Project* + X

Build

Lonfiguration: | Active (Debug) v Platform: | Active (ARM) ~
Build Events

Configuration Manager...

Device

Tool «# ARM/GNU Common
& General =
Packs i} qutput Files |Librarie5 ) "’3‘__”“ ,” 2 "1_- | |
Ad T 4 B ARM/GNU C Compiler | | b—bmoo-—" — 0 v
vanes & General libm

Z_’Preprocessor
jS‘;mboIs

& Directories

‘ARM.-"GNU Linker =* Libraries |

secureapp-cmse-implib.lib

& Optimization
jDebugging
jWammgs = o=

= Miscellaneous Library search path (-1} It k' i [[45E|¥ |

- |j A_RM.f'GNU Linker $(ProjectDir)\Device_Startup Add ltem
& General

& Libraries
[ Optimization
B Memory Settings
= Miscellaneous

4 [2] ARM/GNU Assembler
& General

[&

= Debugging
4 ﬂARI\-‘IHGNU Preprocessing Assen
& General
& Symbols
[ Debuaging

8. ff Add Library search path (ZSINZERREE) SHEHEF, EFEZETE implib A4 E.
9. i%#% Relative Path (AHXt#4%) LAIATRINH Al A AE M .
10. i OK.

& 2-34. BN REWRFERIAT B

Add Library search path (-1}

X

Library search path (-1}

| C:\My_SAM_L11_Project\My_SAM_L11_Project | [ .. ]
Relative Path

(8] 4 Cancel
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M. RS R YRR U T B R -
Bl 2-35. JF R4 H RS ERE

@

My_SAM_L11_Project

My_SAM_L11_Project + X
Build
Lonfiguration: | Active (Debug) w~ Platform: | Active (ARM) ~
Build Events
Configuration Manager...
Device
- = b / al |/ inker ibraries
Tool “ dﬁ\;jl'!rhéfGNUIC mmen [ ARM/GNU Linker = Librari
JeEnera
Packs EfCutput Files | Libraries (-I) ‘?__I ""‘ ||| \ﬂ "‘I_i' ‘ J
4 & ARM/GNU C Compiler —L -
Advanced & General libm
ngepéulcassor secureapp-cmse-implib.lib
& Symbols
[ Directories
E’Optim\'zation
E’Debugging
j’Warnings ==
& Miscellaneous Ltereryy et etin(HY) ||| 5] ||7i' "‘al"
4 \ﬁfg’h‘é‘;ir:ilunker $(ProjectDir)\Device_Startup
[ Libraries
Z’Cptim\'zation
Z’Memory Settings
} & Miscellaneous
4 [B] ARM/GNU Assembler
x
12. ik (Save (fRfF) #HD RAFIIH B E.-
N A~ N
2423 HMHEEREMELIME
3 N b iy RN ’ \ o
BRI RS AR, 1 T DUF P BR A
W 2 e 3]
1. R AWH P2 2 OGS S R B 2 e T H .
72 N 7 N
Bl 2-36. K ZEPRLUHBEEEZETBEF
| [ = | My_SAM_L11_Project - O X
] y j
Haome Share View 0
« v P » ThisPC » Local Disk (C) » My_SAM_L11_Project » My_SAM_L11_Project » v Search My_SAM_L11_Project o
A - ifi i
@ OneDrive - Microchip Technology, Inc Name Date modified Type Size
B This PC Debug 2/ 1911:51 AM  File folder
is
) Device_Startup 2/20/201911:31 AM  Filefolder
< 30 Objects €] main 1151 AM  C Source File KB
1) Desktop || My_SAM_L11_Project.componentinfo 2/20/201911:51 AM XML Document 3KB
|| Documents My_SAM_L11_Project 2 242PM ATMEL Studio 7.0.. 8 KB
; Downloads lserureznn. iroalib lib 2020000189109 Ak LB E 1KE
J, Music E veneer 2/20/201911:04 AM  H File 1KB
= Pictures
B Videos 4

Titems  1item selected 243 bytes =

2. Akl Solution Explorer (fRULF REIRE L) FIEREWME, RFiEEE Add > Existing Item (70 > B
HID .
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& 2-37. B2 &Mk A& 7E Microchip Studio 7 Solution Explorer 1

3. EHFLREMIEE, RERT Add GRID .

Solution Explorer
@ o-a@|F =

Search Solution Explorer (Ctrl+5)

pen R CARA 49 D
= = x

Byl

- 0 x

] i

Rebuild

Clean

Copy Full Path
Collapse
Scope to This

Mew Solution Explorer View

Add

Mew ltem...

Ctrl+Shift+A

Bad

B~

Add Library

Set as StartUp Project

Add Arduino Library

ASF Wizard

Board Wizard

View Example Project Help
Export Project as Extension
Cut

Remove

Rename
Unload Project

Properties

Existing ltem...

Shift+4Alt+A

A ohlesk

Mew Folder
Reference...

Add Mew Class

Chrl+X
Del
F2
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Rl 2-38. K ZEML IR EERRETE +

E Add Existing Item - My_SAM_L11_Project ¥
N <« My_SAM_L11_Project » My_SAM_L11_Project » v O Search My_SAM_L11_Project el
Organize = Mew folder ==+ [H 9
~
) 30 Objects (] Mame Date modified Type Size
I Desktop Debug 2/20/2019 11:51 AM  File folder
F] Documents Device_Startup 2/20/2019 2:47 PM File folder
4 Downloads 2] main 2/20/2019 11:51 AM  C Source File 1KEB
J*, Music |J My_SAM_L11_Project.componentinfo 2/20/201911:51 AM XML Document KB
= Pictures = My _SAM_L11_Project 2/20/2019 2:42 PM ATMEL Studio 7.0 ... 2KB
. secureapp-cmse-implib lib 22072019 1922 And__LIB File 1KE
g Videos
E VENEEr 2/20/2019 11:04 AM  H File 1KB
‘i Local Disk (C:)
]
File name: | veneer «| | AllFiles () v
Add |v Cancel
4. A Solution Explorer 1 IER AT H, SAJ51%4#% Properties.
& 2-39. 7£ Microchip Studio 7 Fi5 &4 H B
E My_SAM_L11_Project - AtmelStudio Standard Mode W | Quick Launch (C P = O x
File Edit View VAssistX ASF Project Build Debug Tools Window Help
‘o-o|f-Au-2Me|xd <@ || b W ebug  -| DebugBrowser - | s s MreBeRBD- i
W@ o » o | o % | @ - L 8 ATSAML11E16A T Noneon
saml11e16a flashid* & X mainc - 1 x
oo e s * @ o-o@s=| "
* Linker script for running in internal FLASH on the ATSAML11E16A e et o e p-
e e o e o mmmmmmmmmm o mmmmm e mmmm i mmm e mmmm e mmm o n *
! (@l Solution My SAM L11_Project’ (1 project)
QUTPUT_FORMAT("elf32-littlearm”, "elf32-littlearm”, "elf32-littlearm") % Buid -
OUTPUT_ARCH(arm) Rebuild
SEARCH_DIR(.) Clean
42 Copy Full Path P
/* Memory Spaces Definitions */ [] Collapse a_flash.Id
MEHORY copetohs b
{ B} New Solution Explorer View mi1 1e16a.c
rom (rx) : ORIGIN = Bx@0008000, LENGTH = ©x00088800 /* rom, 32768K */ i N
ram (rwx) : ORIGIN = Bx20@02080, LENGTH = @x08@@2008 /* ram, 8192K */
} S Add Library
4 Set as StartUp Project

/* The stack size used by the application. NOTE:
STACK_SIZE = DEFINED(STACK_SIZE) ? STACK_SIZE

you need to adjust according to your applicati(fl
: DEFINED(__stack_size__) ? __stack_size__ : @xe4l

/* The heapsize used by the application. NOTE: you need to adjust according to your application

Add Arduino Library
ard Wizard
View Example Project Help

Cut Ctrl+X
Remove Del
Rename F2

Unload Project

HEAP_SIZE = DEFINED(HEAP_SIZE) ? HEAP_SIZE : DEFINED(_ heap_size_ ) ? _ heap_size__ : 8x8200;
128% - 4 %
Error List EI
Entire Solution -/| @ 0nors | 4 0Wamings | @ 0Messages | Build + IntelliSense - Search Err
"
Description = Project I
1#

Properties
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5.

H3 , REHeidi E (Add ltem ##5) .
E 2-40. ¥ F g%t B X BB R &I EF

@

Build

Build Events
Device

Tool

Packs
Advanced

My_SAM_L11_Project - My_SAM_L11_Project

My _SAM_L11_Project + X

Configuration:

Active (Debug)

Configuration Manager...

4 [F] ARM/GNU Common
o General

= Cutout Filas

|+ 2 ARmrGNU € Compiter |

- eneral
= Preprocessor

=)
plimization
jDebugging
jWarnings
& Miscellaneous
4 [Z] ARM/GNU Linker
& General
W Libraries

w Platform: | Active (ARM)

AR AT H & I, %3#% Toolchain > ARM/GNU C Compiler > Directories ( T.E4% > ARM/GNU C 4i%%s >

|ARM.f'GNU C Compiler = Directories

Include Device Support Header Path (-1)

Include Paths (-I)

TG

${PackRepoDirharmicmsisis.0. NCMSIS\ncludel,
${PackRepoDirf\AtmeNSAMLT1_DFPY1.0.106\include

6. £ Add Include Paths (ZRINELE 8 XEHES, 1%54% veneer.h SUAFHIALE .
7. ¥ Relative Path LI (R H A2 T, A5 Hiidi OK.
Bl 2-41. 3 LW R ER AR S EH S B X

Add Include Paths (-1)

Include Paths (-1}

| CMy_SAM_LT1_Project\My_SAM_L11_Project

Relative Path

8. REanAR eI H g A H X Rk

QK ||| Cancel
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Bl 2-42. FZETH R ERERSH

M_L11_Project - My_SAM_L11_Project

My _SAM_L11_Project +® X
Build
Configuration: | Active (Debug) ~ Platform: | Active (ARM)
Build Events
Configuration Manager...
Device
Tool 4 [Z] ARMGNU Common [ ARM/GNU C Compiler = Directories |
& General
Packs Ij = Qutput Files Include Device Support Header Path (-1)
4 =] ARM/GMNU C Compiler -
Advanced F General |Include Paths (-1) 5| 8] REE B
ézrepéolcessm ${PackRepoDirfarmicmsisy 5.0, NCMSIS\ncludel,
o Symbols . .
= Directories $(PackRepoDir)\AtmenSAMLT1_DFP\1.0.106\include
= Optimization
jDebugging
= Warnings
) = Miscellaneous
4 [Z] ARM/GNU Linker
= General
o Libraries
L)
9. F (Save #41) RAEWHKHE .
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10. BIRINZEMNRE, BKREERAREHRNE main. c XHRHF k.
Bl 2-43. % veneer .h A& EIEZ LT B main.c 3

E My _SAM_L11_Project - AtmelStudio Standard Mode | ™ | Quick Launch (Ctrl+Q) Pl - 8 x
View  VAssistX ASF  Project  Build Debug Tools Window Help
| i3 - & -2 WM ‘ Mo ‘ 2 - '| , ‘ P Bl Debug ~| Debug Browser ~ | 5 ; € 3= ;
| Pl t 2 | He B @ LE B ¥l | o JF e ATSAMLITEISA § Noneon .

Solution Explorer
BN o-am| e =]
Search Solution Explorer (Ctrl+5) P -
@l Solution 'My_SAM_L11_Project' (1 project]
Fl My_SAM_L11_Project
=4d] Dependencies
=d] Qutput Files
I g Libraries
b [ Device_Startup

<) main.c

1] veneerh = h C\My_SAM_L11_Project\My_SAM_L11_Project\veneer.h

9 /* =5
* My_SAM _L11 Project.c -
* Created: 2/28/2819 11:51:55 AM
* Author : M43472
*

TR " L
I #include “"weneer.h” I

h! wveneer.h
—lint main(wvoid)
{
/* Initislize the SAM system */
SystemInit();

/* Replace with your application code */
while (1)

}

Error List
Entire Solution - | €3 0Errors 1 0'Warnings | ) 0 Messages Build + IntelliSense Search Error List

Description Project File

Qutput

Ready

1. it @ (Save D) FHER AR main. c I

e
12, 8 (Build Project (4iFiE) #4) .
13. WUESmEFL IR RIS

BEE: EHTEENEH SAM L1 8321, %%+ Project Properties > Tools > Programing
settings (THJEM: > THE > fmfEEE) , MARSELEARSTERE NN AR AT
ChipErase All fi4d. HHECE N “Erase only Program area” ({UEEFRmFZXIS) , w0~ E T
TNe
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K 2-44. MHHERE

E My_SAM_L11_Project - AtmelStudio Standard Mode = W' | Quick Launch (Ctrl+() P - n x
File Edit  View \VAssist{ ASF Project Build Debug Tools Window Help

0-o|m-d - us |9 - -[EQ[ bt oy - Dsugronas - LR IE
P o AENG | e 9| &1- 5 B o | 0 J e ATSAMLIIETSA

My_SAM_L11_Project & X BV IRRRCIET T I R e

Solution Explorer

Build @& o-ad@m|F -
N/A NFA -
Build Events Search Solution Explorer (Ctrl+3) 2~
Toclchain i Solution 'My_SAM_L11_Project' (1 project]
. a My SAM_L11_Project
Device =4 Dependencies
| > S Outpu i
Packs Dl B (3 Libraries
2 MHz B [ Device_Startup

Advanced = S &) main.c

- : h veneerh

The dock frequency should not exceed target CPU speed * 10.

Programming settings

ly program area ¥ Reset strategy| Normal ~

Debug settings
[] Override Vector Table Offset Register |exception_table
Cache all flash memory except

Error List

Entire Solution - | €3 OErrors 1 0 Wamings | ) 0 Messages Build + IntelliSense - Search Error List -

Description Project File Line

Qutput

Ready

Bl 2-45. JE=E T H R

Qutput *0Ox

Show cutput from:  Build - | | == | = | ra
UUNE EXELULLINE LdSK  RUNLUNDLLEDS | dsK . .
Using “"RunQutputFileVerifyTask" task from assembly "C:\Program Files (x86)\Atmel\Studio\7.@\Extensions\Application\AvrGaCC.d1l"
Task "RunQutputFileVerifyTask"
Program Memory Usage 3 2163 bytes 3.2 % Full
Data Memory Usage E 2638 bytes 16.4 % Full
Warning: Memory Usage estimation may not be accurate if there are sections other than .text sections in ELF file
Done executing task "RunOutputFileVerifyTask™.
Done building target "CoreBuild™ in project “My_SAM_L11_Project.cproj”.
Target "PostBuildEvent" skipped, due to false condition; ('%({PostBuildEwent)' != '') was evaluated as ('' != '').
Target "Build"™ in file "C:\Program Files (x86)%\Atmel\Studio\7.8\Vs\Avr.common.targets" from project “C:\My_SAM_L11_Project\My_SAM_
Done building target "Build"™ in project "My_SAM_L11_Project.cproj”.
Done building project "My_SAM_L11_Project.cproj”.

Build succeeded.
==== Rebuild All: 1 succeeded, © failed, © skipped ==

4 »

14, RS TEIFIIESTH & 75 1B TAR.

BEE: MikdE 20 H F 2R B 2 MR, 2B T RCE IR sh IR 2 A
7. R MCU L iZ 2R, WH SRR .

25 IJFREFAREIFEFNBRTR OFRAR A

SAM L1 SR 4L T AN FTIEC B A 28 BOR 7 Bl 2 4 5| SRR P AR 2 4225 S18F . XWAMEEREB AR
ChipErase_S #l ChipErase_NS x4, FA&W 4%~ B FR A% 4 B 2858 P AR A IR 4 3 2882 5 ARG
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0x0000 0000 t-—-——-——-—=—---
Secure Flash (BOOT Region)
BS x 0x100 — BNSC x 0x20

BS x 0x100
BOOTPROT x 0x100

Non-Secure Callable Flash (BOOT Region)

Non-Secure Flash (BOOT Region)

Secure Flash
(APPLICATION Region)

(BOOTPROT + AS) x
0x100 — ANSC x 0x20

Non-Secure Callable Flash
(APPLICATION Region)

(BOOTPROT + AS) x 0x100
Non-Secure Flash @) @)
Flash (Up to 64KB) (APPLICATION Region) -g S =
|$ % |$
- 1] | =

0x0001 0000
Flash (Up to 64KB) ChipErase

B 7 AR RO A, PGS ROM & BERS 72 AT HTZEAT S8 B EAS A B0 UE 2 42 51 3 B A7 I [ A o IR IEH LG
FEAEF B AT % A ] 1391 TR0 1 O 2% 8 £ KT 5 25 FE R DR BR 23

251 QARSI SREFNZERRTR

N IR %A 5 SRFRIRFEF, Microchip Studio 7 2 4L 7 HA 51 SR [ e S A g 7 %o AR
A PRA AEAR AR T SO, DL RE R % a5 S IUH BE HI NIRRT g TR 7 DL T
WiH Z A A2 H
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Bl 2-47. ZEMFRTTRBERNE

Non secure Project

Start

User application

TrustZone for
Cortex-M

ZEHI Microchip Studio 7 B A A 5| SR M 2 AT 58, THHEIRCL T D ERIRAE:

1. #T7F Microchip Studio 7.
2. &% File > New > Project.
3. f£ New Project & [, $AT AT #AE R G AITE & — AN B 2 g ooy %
a. JEJF Installed, 3% C/C++,
b. % SAM L11 Secure Solution with Boot (E£ 5] 5/ SAM L1 L4 7% .
c. f£ Name. Location #1 Solution name FH A4S 2 (IS REILTED .
d. #if OK.
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Rl 2-48. QI AF 5| S MREMHRTR

New Project ? X
P Recent Sort by: Default - i s Search Installed Ternplates (Ctrl+E) P -
4 |nstalled Tyoe: C/C
GCC C ASF Board Project CiC++ ype: L/L++
[ + 3 Creates an Atmel Studio TrustZone-based
GCC C Executable Project C/Ces Selution which contains a Secure project,
AtmelStudio Soluti ) a Mon-Secure project as well as a Secure
metudie selution Boot project that call back inte each other,
GCC C Static Library Project CfC++
GCC C++ Executable Project C/C++
GCC C++ Static Library Project CAC++
17 .
‘rs SAM L11 Secure Solution v1.2 C/C++
15
78| SAM L11 Secure Solution with Bootv1.0  C/C++ 4
Create project from Arduino sketch CfC++

MName: My_Secure_Solution_with_Boot 5
Location: C: Browse...
Solution name: My_Secure_Solution_with_Boot V| Create directory for solution
6 | oK | | Cancel
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Y& A



AN5365
SAM L1 AR R GFRAR AFIFEAR B)

B8 )E, R 2% B R7E Microchip Studio 7 IDE 1, i N EFR:
F 2-49. A5 SR RERIST R

E My_Secure_Solution_with_Boot - AtmelStudio Standard Mode = X' Quick Launch (Ctrl+0Q) Pl - B x
File Edit View VAssist{ AS5SF Project Build Debug Tools Window  Help

-0 B-AH-U WX T2 -|IQ[ b W Dbug - DebugBrowser - :
SR e Pl g | Hex % | g ~ =2 | 9 ATSAMLTIETGA ©

v 0 X

Solution Explorer
@ o-ad@|F=|

p-

/* typedef for non-secure callback functions */
27 typedef wvoid (*funcptr_void) (void);

* g i *
29 /* Secure main() */ NenSecureApp

3@ —int main(void)

31 ¢ 4 SecureApp

32 funcptr_void Secure_fpplication_ResetHandler; =d| Dependencies
33 =d| Output Files
34 /* Initi?;ize the SAM system */ b [ Libraries

2; SystemInit(); b [ Device_Startup
37 /* Get non-secure reset handler */ 4 Lj Secure_Functions
3z Secure_fApplication_ResetHandler = (funcptr_woid){*({uint32_t *)((TZ_START_AS) + 4U)) C| as_veneer.c
39 h as_veneerh
48 /* Start non-secure state software application */ ¢ main.c

41 Secure_Application_ResetHandler(); '

42

43 /* Replace with your SECURE application code */

while (1)

Output

Show output from: e | | |

[o[ViisIN @ Error List Find Results 1

Ready
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252 BB B2 e T R A
Microchip Studio 7 PI#2AEH)EA 51 FALH SAM L1 24 7 ZAR 5 81 L2 ATR ) SAM L11 224 f@iR )5 SRR
KL, REMANT LE5 ST FEAEELEN BS X)) .

2521  #RZ4E5FUH A
fif TR T SR B S ) 2 A5 S I BAENEET SAM L1 (9% 45 AT R S TG B T A % . %2 20T H Tl
BEOVULIIEET SAM L11 ki 22 42 N HTFE IO AR 77 1 :
© LA FRBURBIIE AN
o ArRAXER R TR RO K5E A
K5 VNS SN a ik ee o VS
B PR TIC B 2% 4 I H BSOS

Kl 2-50. &5 S HEH

4 BootSecurefpp
=d| Dependencies
=d| Output Files
[+ +3] Libraries
4 [ 7 Device_Startup
h saml11_bocor.h
h' saml11_urow.h
samliieiba_flash.ld
¢ startup_samlllelba.c

BOCOR/UROW files : Contains fuses setting definition

Secure Linker file : Contains link configuration for the
Secure boot application

Secure Startup file : Contains the Secure boot vector
table and Secure Reset Handler

Contains the initialization functions
for the system resources allocated to Secure application

¢, system_samlllelba.c
4 |7 Secure_Functions Secure .c/.h files : Contains the Secure function examples
C  secure.c

n secure.h

Veneer .cl.h files : Contains the definition and declaration
c of the Non-Secure Callable (NSC) gateway to the secure
Sl bnsc_veneerc | — functions declared in secure.c/.h

h  bnsc_veneer.h

AR

Secure Main File : Contains the secure Application main
routine

C main.c
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25.2.2 HEIR NVM B2 E

TE% 1 T BHAK USERROW Fil BOCOR AR 15 B JAH G A7 it 5 LSt o

2-51. AH 5| RPN Z 2B RTTR

0x0000 0000

0x0000 OAOO0

0x0000 1000

0x0000 1A00

0x0000 DOOO

0x0001 0000

0x2000 0000

0x2000 2000

0x2000 4000

0x0040 0000

0x0040 0400

0x0040 0800

TEHH T BOCOR £ 4 E .
% 2-1. BOCOR /A48

Byt IEE!

Secure Flash
(BOOT Region)

Non-Secure Callable Flash
(BOOT Region)

Secure Flash
(APPLICATION Region)

Non-Secure Callable Flash
(APPLICATION Region)

Non-Secure Flash
(APPLICATION Region)

Flash (Up to 64KB)

Secure SRAM
Non-Secure SRAM

SRAM (Up to 16KB)

Secure Data Flash

Data Flash (2KB)

BNSC 0x30 5| FWNAFE %4 AT K/ = BNSC*0x20 = 0x600
BS 0x10 5| FNfF %4 K/ = BS*0x100 = 0x1000
BOOTOPT 0x00 | Tz 4:5| FEiE

BOOTPROT 0x10 5| FfR4 K/ = BOOTPROT*0x100 = 0x1000

© 2022 Microchip Technology Inc.
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SAM L11 M ARBFHF R GFRAR AFFRAR B)

fr
fiRes SR E S #E
fERE S| SR B SRR
CEO# =41
CE1#HH =41
CE2%H =41
FIREH=21

........... (5

BCWEN 0x01
BCREN 0x01
CEKEY0 21
CEKEY1 41
CEKEY2 41
BOOTKEY 21

THRIH T UROW tH22 3 E .
+* 2-2. UROW (B4 8

Y& A

SULCK_BS 0x1 BS X ABIE
SULCK_AS 0x1 AS X A8 E
SULCK_DS 0x1 DS X A8 E
NSULCK_BNS 0x1 BNS X3 A4 %
NSULCK_ANS 0x1 ANS X3 AR 85E
NSULCK_DNS 0x1 DNS [X A4 e
BOD33_LEVEL 0x6 BOD33 [#/{& = 0x6
BOD33_DISABLE 0x0 ffift BOD33
BOD33_ACTION 0x1 BOD #1E = RESET
WDT_RUNSTDBY 0x0 TERFALAR AR B 25 1E WDT
WDT_ENABLE 0x0 %1k WDT
WDT_ALWAYS_ON 0x0 @it ENABLE fffifg/2% 1k WDT
WDT_PER 0xB WDT i J& i = 0xB
WDT_WINDOW 0xB W O G 3 = 0xB
WDT_EWOFFSET 0xB T v Wik [A] ki #% = OxB
WDT_WEN 0x0 %1k WDT % 1
BOD33_HYST 0x0 J¢ BOD33 {iifJ5
RXN 0x1 RAM AN A[$AT
DXN 0x1 s N A AT AT
AS 0x10 INAE B AR 7 22 4K/ = AS*0x100 = 0x1000
ANSC 0x30 DAL FH R 5 Al 22 4wl i F K/ = ANSC*0x20 = 0x600
DS 0x08 HHE INTE % 42 K/ = DS*0x100 = 0x800
RS 0x40 RAM 4K/ = RS*0x80 = 0x2000
URWEN 0x1 R AT S A
© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 61 7
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SAM L1 AR R GFRAR AFIFEAR B)

reveeenes (BE)
NONSECA 0x0000 0000 | #hixkZt4
NONSECB 0x0000 0000  ApixkZt4

NONSECC 0x0000 0000 | #histzz4s

AT B XFMES N RIS 2, TR IGL(EII7E saml 1 1 bocor.h M samll 1 urow.h FsE X, TN EATR .
XL 22 A8 AT AR HE B R AT A 2

& 2-52. SAM L11 #3225 X

SAML11_BS_AS_ANS_template - AtmelStudio Standard Mode ' X | Quick Launch (Ctrl+Q) Pl - [m] x
Edit  Miew  VAssist{ ASF  Project Build Debug Tools Window Help

o |l@E-@ a-2EE | X2 [0 b W Debug ~| Debug Browser ~ | 57 SECTION_ DMAC DESCRIPTOR ~ | ig
| Pl b2tk T He | @ & 4 ATSAMLT1E16A  F SWD on EDBG (ATML00000DD0D0000202)

e

saml11_urow.h™ + X |

p
i - |0 alo-a@|lF= [
30 —#ifndef SAMLI1_UROW_H_ + 5 e =
31 | #define SAML1L URDW H_ earch Solution Explorer (Ctrl+§) »
32 i o o @l Solution 'SAMLIT1_BS_AS_ANS_template' (3 pre +
33 |#define UROW_SULCK_BS exl /* @x@ = BS region is locked ; @x1 = BS region is not locked */ b BootSecureApp
34 | #define UROW_SULCK_AS el /* 8x8@ = AS region is locked ; @x1 = AS region is not locked */ b NonSecureApp
35 | #define UROW_SULCK_DS el /* 8x8@ = DS region is locked ; @x1 = DS region is not locked */
36 | #define UROW_NSULCK_BNS Bxl /% 8x® = BNS region is locked ; 8x1 = BNS region is not locked */ “ Securefpp
37 | #define UROW_NSULCK_ANS Bl /* @x@ = ANS region is locked ; @x1 = ANS region is not locked =/ =dl Dependencies
38 | #define UROW_NSULCK_DNS Bl /* @x® = DNS region is locked ; @x1 = DNS region is not locked =/ =4 Output Files
39 | #define UROW_BOD33_LEVEL %6 /* @x@ to @x1F = BOD33 threshold level */ b il Libraries
49 | #define UROW_BOD33 DISABLE [ /* @x@ = BOD33 enabled ; @x1 = BOD33 disabled */ 4
41 | #define UROW_BOD33_ACTION Bxl /% 8x8@ = NOMNE ; @x1 = RESET ; @x2 = INT */
42 | #define UROW_BOD12_CALIB_PARAMS 8x88F /* (Do not change) */
43 | #define UROW_WDT_RUNSTDEY ] /% 8x8@ = WDT disabled during standby sleep ; @x1 = WDT enabled duringe
44 | #define UROW_WDT_EMABLE axa /= awa iDT disabled ; @xl = WDT enabled */ .Id
45 | #define UROW_WDT_ALWAYS_ON a8 /* @%@ = WDT enabled/disabled through ENABLE bit ; @x1 WDT can only | ¢ startup_saml1lelBa.c
45 | #define UROW_WDT_PER oxB /* Bx@ to @xB = WDT Time-Out Period */ ol systemn_saml11el16a.c
a7 #def?ne UROW_WDT_WINDOW exB /* @x@ to @xB = Window HDd? Time-Out Perit_)d * > 3 Sécure Functions
48 | #define UROW_WDT_EWOFFSET exB /* 8x@ to @xA = Early Warning Interrupt Time Offset */ N -
49 | #define UROW_WDT_WEN 2xe /* 8x8@ = WDT windows disabled ; @x1 = WOT windows enabled */ €] as_veneer.c
5@ |#define UROW_BOD33_HYST [ /* @x@ = BOD33 hysteresis enabled ; @x1 = BOD33 hysteresis disabled * "“_ as_veneer.h =
W% -4 > 4 >
Entire Solution - | €3 0Emors | 1 OWamnings | @) 0 Messages | Build + IntelliSense - Search Error List P~
Description « Project File Line

2GR Find Results 1

Output

Ready Ln 80 Col 100
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ANS365

SAM L11 M ARBFHF R GFRAR AFFRAR B)

ffge 45| S 2K BS BiFE
Z{ A Microchip Studio 7 it %24 5| S FEIGUE, I DL T D IRERAE

1.
2.
3.

{f AR FE AT ChipErase ALL T4
1§ F Microchip Studio IDE %#i%5] 55 FHFEF .
1 FH 23 0- 4 P8 T EoK BOOTOPT #4225 MU 0x01 8§ 0x02.

Kl 2-53. 25| I EK BS Bk

EDBG (ATMLODDOO00000000202) - Device Programming

Tool Device Interface Device signature
EDBG * | ATSAMLIIEIGA ~ |SWD ~ 0x20830000
Interface settings Fuse Name

(¥ BOCOR_WORD_0.IDAU_BS

() BOCOR_WORD_0.IDALU_BNSC

(¥) BOCOR_WORD_0.BOOTROM_BOOTOPT

Tool information

Device information

Memories

(¥ BOCOR_WORD_1.IDAU_BOCTPROT
Fuses -
Security (¥ BOCOR_WORD_1.NVMCTRL_BCWEN

() BOCOR_WORD_1.NVMCTRL_BCREN
[Sapan:Talalal: RENAL] sREN=ata = AL MEa LR A= ALY

Target Voltage

Value
0x10
0x30
0507
0x10

]

Fuse Register Value
BOCOR_WORD_0  [0x00301000
BOCOR_WORD_1  [0x00030010
BOCOR_WORD_3  [0x0000003A

Auto read
Werify after programming
PEAUITIY TEYISLET WIDR_VWEUIRL Sk
Reading register USER_WORD_3...0K
Reading register USER_WORD_4...0K
Reading register USER_WORD_5...0K
Reading register USER_WORD_6...0OK
Read registers...0K

E Read registers...OK

Copy to clipboard

Program | |

Verify || Read |

Close

© 2022 Microchip Technology Inc. M %R
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SAM L1 AR R GFRAR AFIFEANR B)

PAT TR R IE, KRS B E RS SR TR B35 A fFhilds.
Bl 2-54. Z&5| RN HABEFSERFE

Memory 1 * B X

Memory:  base FLASH ~ || Address: 0x00000930 - &

0x00000930  TF Ff FF FF Tf F £f TF Ff £f F £f §F £F F 7 Jyyyy9yyyyyyvyvy S

oxooeeeass FFf £f Tf Ff £f £f £f £f ff FF £f £f ff fF FF £F  §yy5999999 95y

oxooeeease ff £f Ff Ff £f £f £f £f £ £F £f £f £f £f £F £F  J9959999955 597y

0x00000060  FF £f FF £F £f F £f £F £f £f #F £f F £f FF £F  Jyq99999559999vy

0x00000970  FF Ff FF FF Tf F £f £Ff £f £f £ £f §Ff £F f 7 Jyyygyyysiyivyvy

oxooeeease Ff £f Ff Ff £f £f £f £f £ £F £f £f £f £f £F £F  §995999995 5597

0x000EE000  TF FF FF FF £f £F FFf £f FF £f Ff FFf £F FF FFf £F 5999999599999

0x00000950  TF FF FF FF Tf F £f £F £f £f £ £f §Ff £F F 7 Jyyy99yyyyyivyvy

oxooeeease Tf £f Tf ff £f £f £f £f ff FF £f £f ff ff FF £F §yyy999999 5y

ox000000Ce FF £f Ff Ff £f £f £f £f £ £f £f £f £f £f £F £F  J9959599955 579V

pupeeppone  ff £ ff ff ff ff ff ff ff ff ff ff ff ff ff £t SRRy

BxEEEEE2EE b4 @1 3a 14 2c d2 57 88 7T 16 3e a2 34 f5 95 42 Ref HaSh

BxxBea a8 a8 c5 57 83 7t 2f ad 62 :

£x00000A10 BNSC

UXPHEOALY VVVVVVVIVYVYYVYY

ox00000A30 FF £f Ff Ff £f £f £f £f £ £f £f £f £f £f £F £F  J99595999955 579V

0x00000540  TF Ff FF FF Tf F £f £F £f £f £ £f §Ff £F £F 7 Jyyy99yyyyyivyvy

oxooeeeAse Tf £f Tf ff £f £f £f £f ff £F £f £f ff fF FF £F  §yy5999999 95y

ox00000Ac0 FF £f Ff Ff £f £f £f £f £f £f £f £f £f £f £F £F  J995959999555V9¥y

0x00000A70  FF £f FF £F £f F £f £F £f £F #F £f F £F F £F  Jy999999559999vy

0x00000530  TF Ff TF FF Tf F £f £F £f £f £ £f §Ff £F £f 7 Jyyy99yyyivivivy

ox000eerce FF £f Ff Ff £f £f £f £f £f £F £f £f £f £f £F £F  J995999995 559V

0x00000AAD  FF FF FF FF £f F £f £F £f £f £ £f §F £F FF £F  Jy999999559999vy

0x000005E0  TF Ff FF FF Tf FF £f £F £f £f £ £f §Ff £F £f 7 Jyyy99yyyyyivyvy -
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ANS5365
BAF R BB

BAFH BB

FREHB (TCO)
ARG FIAL T T SAM L1 SeishEE (TCO) WEFL AR 44k

FEAGI, 24T H 7508 PORT Ml TC Ahs/r Bogs AR 24 X, WE RGN B, IRk 23R 22 MR .
k24N HTEFAEH] TCO 7E PAO7 LR PWM {55 .

B PRy %A R T LR -

K 3-1. e XHEFRER

Secure

Secure
Main routine

Initialize System clock

Configure TCO
peripheral clock
channel
1
Allocate PAO7 (LED pin)
to Non-Secure world

|
Allocate TCO interrupt
to Non-Secure world

]
Prepare and jump to
Non-Secure Reset

handler
Secure main.c
TR AR T A F R F R PATIR .
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BAFRBI B

B 3-2. e R FHRER

Non-Secure
Non-Secure
Main routine Get interrupt status
Initialize PAO7
as output
1
Initialize and enable TCO
Set PAO7 output
+ level to 1
Increment TCO Compare <
0 Value
] Status = OVF

Set PAO7output
levelto 0

|«
-

Non-Secure main.c

PURARRS R4 T FH T8 TCO JA 5k R Thfe 4y B 4h =l 22 4= IX 3011 G 5 22 4 X ek 0 A7l
o fEM22E L (samlll urow.h) 44 TCO 4rfcss dE e 4x X 5k

#define UROW NONSECC_ SERCOMO 0x0 /* SERCOMO %4 */

#define UROW NONSECC SERCOMI 0x0 /* SERCOM1 &4 */
#define UROW NONSECC SERCOM2 0x0 /* SERCOM2 &4: */
#define UROW_NONSECC_TCO 0x1 /* TCO JER4: */
#define UROW_NONSECC_TC1 0x0 /* TC1 R4 */

#define UROW NONSECC TC2 0x0 /* TC2 B4 */

© BCE TCO Ahii i IF1s s b o o gh Ak 2 4 X4k (NIRRT

int main (void)

{

uint32 t ret;

funcptr void NonSecure ResetHandler;

/* WG saM REE */
SystemInit () ;

/* EE TCo AMEITAFEIE */
GCLK->PCHCTRL[14] .reg =(GCLK_PCHCTRL GEN(0) | GCLK_PCHCTRL_CHEN) ;

© 2022 Microchip Technology Inc. MF%id DS70005365C_CN-%5 66 7
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ANS365

WAt R BB

/* ¥ Pn07 (LED 51D HEChIELR X, */

PORT SEC->Group[0] .NONSEC.reg = (PORT PAQ07) ;
/* ¥ TCO P mAIEREXE */

NVIC SetTargetState (TCO_IRQn) ;
/* WEIAFZ TR (MSP_NS)  */

TZ set MSP NS (*((uint32 t *) (TZ START NS)));

/* RWEAER G AAIRFRT */

NonSecure ResetHandler = (funcptr void) (* ((uint32 t *) ((TZ START NS) +

4u))) 7
/* BANAELAERERIE AR */

NonSecure ResetHandler () ;
while (1)
{

NOP () ;

}

ZaANE (TCO)
A HABIRBIER T W SAM L1 4N (TCO) it B NZ 44k,

FEARGIh, Z4auiH A5 E RS REAME R TC AL, LUK E TCO API MR 22l ek 2 4 X,
B o 2 4 e AL

Bl 3-3. Z&XEFRER

Secure

Secure
Main routine

Initialize System clock

I
Configure TCO
peripheral clock
channel
]
Allocate PAO7 (LED pin)
to Non-Secure world

|
Prepare and jump to
Non-Secure Reset
handler

[
»

Secure main.c

LUR AP BSAR B A 4 3F 22 4 DX AR B oK 1 3R 22 4 X3 TCO 41k
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BAF R BB

tc0_compare_0_interrupt_callback_register(secure_void_cb_t pfunction);
tcO_overflow_interrupt_callback_register(secure_void_cb_t pfunction);
tcO_init(void);

tcO_set_duty_cycle(uint8_t duty _cycle);

Ap 2z ax X IE I 22 4= X IR AL 1 AP AR {4 ] % 4 TCO JFAE PAO7 5B LA PWM 55 . TR TN AR 1
TR AR 5 % 4 XIS B

K 3-4. & ERFHER

Non-secure Non-secure callable Secure
Non-secure
main
Imtialize PA7 as
output
A 4
Register “LED_on” Register TCO CMO Register TCO CMO
as TCO CMO secure | Iy secure callback secure callback
callback veneer
|
Y
Register “LED_off” Register TCO MCO Register TCO OVF
as TCOOVF secure |— !  secure callback secure callback
callback veneer
|
v
Initialize TCO p|  Initialize TCO Initialize TCO
Veneer
I
Y
e o Set TCO duty cycle Set TCO duty cycl
o e uty cye & uty cycle
cwlﬁtfgl,z ik g veneer veneer
|
Neon-Secure main.c veneer.c/.h Secure_tc.c
THEATR NG4S TC AEFRF
© 2022 Microchip Technology Inc. IR T DS70005365C_CN-%; 68 I
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Bl 3-5. 24 TC AHEFHRER

Non-secure

Secure

Secure TCO
interrupt handler

LED On

CMO interrupt?

LED Off

we mu pt -l}

Non-5ecure main.c

Secure_tc.c

3.3 REZEINME (EIC)

A FBIRBINE T A ECE A SAM L1 BA Z4sME (BIC) o ERAIRS], FAF AT E &gk (EXTIN 1
F1EXTIN2) , SR H AT s AE 2 4 X 22 & X 3. XA DLERI 2] EXTIN 1 I $UTIE 2 &R, 4
M E] EXTIN 2 F i AT 22 203 R 7, W NER.

© 2022 Microchip Technology Inc.
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BAF R BB

Rl 3-6. 1R A RESM B FIH

TOCOM3 - Tera Term VT
File Edit Setup Control Window Help

=*wxd SAM L1l — Mix—Secure EIC example s

MON-SECURE : EHTIH 1 interrupt Handler
SECURE : EXTIN2 interrupt Handler

FEARBIh, A H A E ARG R, A EIC il 1 Al AR L e X, DUREELZ A 2 LA
B PRy A T RO AL

© 2022 Microchip Technology Inc. M %R
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BAF BB

Bl 3-7. REM AR HRER

bR

Secure

Secure
Main routine

Initialize System clock

|
Allocate EIC EXTINT _1
to Non-Secure world

|
Allocate EXTINT 1
interrupt to Non-Secure
world

|
Configure EIC
EXTINT 2
|
Prepare and jump to
Non-Secure reset
handler

Clear EXTINT 2
Interrupt Flag

Print information on
console

Secure main.c

ARG, AEL AT H AT EAAEE EIC bk 1, ek th 2N ARy o ReaAE L e X T EPR A

© 2022 Microchip Technology Inc.
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A Bl
F 3-8. k&N AR RER
MNon-secure
Secure
Main routine
Initialize System clock Clear EXTINT 1
I Interrupt Flag
Configure EIC — | _
EXTINT 1 Print information on
= console
MNon-Secure main.c

© 2022 Microchip Technology Inc. R E DS70005365C_CN-3 72 7T
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ANS5365
BAF R BB

TrustRAM
SAM L11 N B 1 TrustRAM (TRAM) 24t T DL N SR LR RF R EE R

o HERIBOE I

« FRERUIM

« KRGk

o F B BRSSO

o TEARINEEL S P A A RAM HoiE 44 bk

ASCRSBE A 9 TrustRAM 7R BEHT T AT Bc & TrustRAM (LT %2 4 Dh g -

o fEFH LA SIS A N :  0xCAFE

o fEREEERTT M

o fHREEUE IR

« fF PA8 L-fiifit RTC &S 5Lestia i

o ERELERS I BB SO NP AR RAM BiHE A SRR
TEARH, TrustRAM KN & ERTEZ24EH G (USARTO) b, RFPRISE—Uk, FoYF R P BEAT 46 25 A0 50 25 S ek U A
J TrustRAM 4= B4R

El 3-9. TRAM F {5 R F 2 et

. COM23:115200baud - Tera Term e | S N

File Edit Setup Control Window

Bxabab Bxabab BAxa%abh Bxabab Bxabab Bxabab Bxabab -
Bxabab Bxabab Bxa%ab Bxabab Bxabab Bxabab Bxabab
Bxaba5 Bxabab BAxab%ab Bxabab Bxabab Bxabab Bxab5ab
Bxabab Bxabab Bxa%ab Bxabab Bxabab Bxabab Bxabab
Bxaba5 Bxabab BAxab%ab Bxabab Bxabab Bxabab Bxab5ab
Bxabab Bxabab Bxa%ab Bxabab Bxabab Bxabab Bxab5ab
Bxaba5 Bxabab Bxab%ab Bxabab Bxabab Bxabab Bxabab

Trust RAM content {1z refreshl
Bxabhab Bxabab Bxabab Bxa%ab Bxaba% BxaS5ab Bxabab Bxabab
Bxabab Bxabab Bxabab Bxabab Bxabab Bxab5ab Bxabab Bxabab

Axabhabh Axababh Axabab BAxabab Axabab Axaba5 Bxabab BAxabasb
Bxabab Bxabab Bxabab Bxabab Bxabab Bxab5ab Bxabab Bxabab
Axabhabh Axababh Axabab BAxabab Axabab Axaba5 Bxabab BAxabasb
Bxabab Bxabab Bxabab Bxabab Bxabab Bxab5ab Bxabab Bxabab
Axabhabh Axababh Axabab BAxabab Axabab Axaba5 Bxabab BAxabasb
Bxabab Bxabab Bxabab Bxab%ab Bxabab Bxa5ab Bxabab Bxabab

Truzt RAM content {1s refreshl

AxA000 AxBAAE BxPAAA AxBEAR AxA0AR BxPEPE BxABER BxPERBE

Bx0000 Bx0000 BxB008 AxB0AA O:A000 Bx0000 Bx0000 BxBE00

AxA000 AxBAAE BxPAAA AxBEAR AxA0AR BxPEPE BxABER BxPERBE

Bx0000 Ax0000 BxB0A8 AxB0AA O:A000 Bx0000 Bx0000 Bx0B00

BxA000 AxBARE BxBABA AxBEAR BxP0AR BxPEPE BxEBER BxERBE

Bx0000 Ax0000 BxB0A8 AxB0AA O:A000 Bx0000 Bx0000 Bx0B00

AxBA0A BxAR0A BxAREA AxBAR0 BxBEPE BxBEER BxBBPA

xR OxANAA AxAAAR OxAPBA OxBPED BxBPE0 B:0000 | %
u

TEPTUR AN TRAM )24 F .
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BAF R BB

Fl 3-10. TRAM F BN AR RERE

Secure

System Initialize

Secure console init

Secure delay mmt

Securs RTC init

Secure TRAM mit

Fill TRAM with “OxAS"
pattern

 d

Wait 1s

Display TRAM content
on secure console

Secure main.c

© 2022 Microchip Technology Inc.
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ANS5365
BAF BB

s (CRYA)

SAM L11 N BN hnE % (CRYA) H7E5] 5 ROM HAefis T AHCHAE R %, 7] 9 LT & T4 A A4 b ik -
o EHINEFRME (AES-128) HiE MR
o RAEMTEE 2 (SHA-256) S 461
+  Galois i ¥ 24 #ix (Galois Counter Mode, GCM) JHn=sF1 & 443 I

PLF CRYA /Rl 7R 1 infars CRYA BT AES 128 735 43K % Fl SHA-256 % & ik,
3-11. CRYA F# N FE %

W COMS3 - Tera Term VT - O X
File Edit Setup Control Window Help

AES—128
Key : Bx@8 BxB1 BxB2 BxB3 Bx@4 BxB5 BxB6 Ax@7 BxB8 BxB? BxBa BxBh BxBc BxBd BxBe BxBf
Plain text = BxB8 Bxll Bx22 Bx33 Bx44 Bx5H5 Bx66 Bx77 Bx88 Bx?? Bxaa Bxbb Bxcc Bxdd Bxee Bxff
Ciphered text = Bx6? Bxcd BxeB BxdB Bxba Bx7h BxB4 Bx30 Bxd8 Bxcd Bxb? Bx880 Bx7@ Bxb4 @xch Bxbha
Deciphered text : BxBA Bxl1l Bx22 Bx33 Bx44 Bx55 Bx66 Bx77 BxB8 Bx?? Oxaa Bxbb Bxcc Bxdd Bxee Bxff

SHA-256
8HA-256 Plain text = "hello world"
S8HA-256 Digest : Bxh74d27h? Bx?34d3eBB Bxab2e52d7? BxdaVdabfa Bxc484efed Bx7ab38Pee Bx?7088f7ac BxeZefcde?

GCH
Plain text : BxB8 Bxl1l Bx22 Bx33 Bx44 Bx5H5 Bx66 Bx77 Bx88 Bx?? Bxaa Bxbb Bxcc Bxdd Bxee Bxff
Key : Bxcf BxB6 Bx3a Bx34 Bxdd Bxa? Bxa? Bxbc Bx2c BxE86 Bx78 Bx7d Bx3f Bx96 Bxdb Bx71
Ciphered text : BxcB Bx8a Bxld BxB4 Bxdl Bx3b Bxel Bxel Bx?3 Bx37 Bx67 Bxl4 Bx?3 Bxc3 Bxch Bxac
Encrypt Tag = Bx42 Bx3b Bx3a BxB5 Bx65 BxBa Bxdc Bx?4 Bx42 Bx15% Bxld Bx51 Bx54 Bx78 Bxha BxBa
Deciphered text : BxBH Bx11 Bx22 Bx33 Bx44 Bx55 BOx66 Bx7?7 BxB8 Ax?? Bxaa Bxbb Bxcc Bxdd Bxee Bxff
Decrypt Tag = Bx42 Bx3b Bx3a BxB5 Bx65 BxBa Bxdc Bx?4 Bx42 Bx1S Bx1d Bx51 Bx54 Bx78 Bxha BxBa Ji

N EPTR 9 CRYA IR FHFE A2 & -
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El 3-12. CRYA RN FAERFRER

Secure

System Initialize

Secure console init

Print AES 128-bit Key
and 1nput text

Cypher text

Print cyphered text

Decrypt cyphered text

Print decrypted text

Print SHA-256
message

Print message digest

Secure main.c
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ANS5365
BAF BB

R N7
SAM L1 1 B R NIRRT DU MR L SRR A 2 & E B
o R
o HEATEERUIM (TEROW)
o TR B M BRI 24T (TEROW)D
B FTS BB N AE R T AT e B NVMCTRL #2250 TN A7 B .
o fHEAHCLUFEHBIEEIE I 0x1234
o NS ANBE NAFAT A RE R ER VT )
Bl 3-13. i8N A 61 R AR s

‘0 COMA3:115200baud - Tera Term VT . .

— .

Eile Edit GSetup Control Window Help

FLB L8 I8 IR18 18 I8 818 IHIBIFI 6 BIBIE IS8 IHIIBI§iE BISII 888 BB B §iEiBISEIEINE
i DataFlash use—case example #
##ﬂﬂﬂﬂﬂﬂﬂﬂ################################

— Enable DataFlash security feature
— Erase TEROW

— Print TEROW cuntent :

Page pre 1515161510 HEARBAAA ARBERREE
Page Ax480082 AEAREARA ARBEARAAE
Page Bx480004 HEARBAAA ARBERREE
Page Ax480886 AEAREARA ARBEARAAE
Page Bx480088 AEARERAA BRBERRAE
Page Bx486088A0 AEARBAAA ARBEAREE
Page Bx4800AC AEARERAA BRBERRAE
Page Bx4180HAE AEARBAAA ARBEAREE
Page Bx480048 AEARERAA BRBERRAE
Page B4
Page Ax
Page Bx
Page Ax
Page B4
Page A
Bx4

|l el ol ol ol ol ol B et B e BB B B ]
EEONN NN NN RN NN NN RN NN RN NN NN EE NN HE NN
EE NN N EE RN NN NE RN RN RN oEE RR EE AR ER

Page
— Write BxCAFEDECA Pattern in TEROW

Print TEROMW content =

Page Ax488AAA@ : CAFEDECA CAFEDECA
Page Bx4BBBBg CAFEDECA CAFEDECAH
Page Ax4880a8 CAFEDECA CAFEDECAH
Page Bx480086 CAFEDECA CAFEDECAH
Page Bx480085 CAFEDECA CAFEDECAH
Page Bx48008A0 CAFEDECA CAFEDECAH
Page Bx4888 CAFEDECA CAFEDECAH
Page Bx48680 CAFEDECA CAFEDECAH
Page Bx48688 CAFEDECA CAFEDECAH
Page Bx48600 CAFEDECA CAFEDECAH
Page Bx48688 CAFEDECA CAFEDECAH
Page Bx4800846 CAFEDECA CAFEDECAH
Page CAFEDECA CAFEDECA
Page CAFEDECA CAFEDECAH
Page CAFEDECA CAFEDECA
Page CAFEDECA CAFEDECAH

|l el ol ol ol ol ol ol Bl Ry fe e B

N B R e INAT R B R e A -
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Bl 3-14. Ho¥E N RGN R AR PR A

Secure

System Initialize

Enable Dataflash
Security features

Erase TEROW
(Dataflash ROWO)

Print TEROW content
(Dataflash ROWOQ)

Write 0OxCAFEDECA
pattern in TEROW

Print TEROW content
(Dataflash ROWOQ)

Secure main.c
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4.  RAEPRR

4 C—2022 47 A
ARRASHEAT T LAR ST

BRI T Atmel 51 H FBEA Microchip, 35 BT AS7 Al Atmel Studio 7 51 H 554 Microchip Studio 7

© CRSeRR BT &5 T PR A G

BT Rt ARMVS HIFRSS
BEH T ARMV8-M ] TrustZone FEARZE T HAIE 1-1. & 1-3 il ARMV8 #7345

o HOFT VAR L eI R 1-4

ST T 22 A A AR 22 4 pR B0 P AL 575 o i i 4 AORAE
Brdfe 7 Az i AP & 1R 1-5

Bt 7 AR B el = R 1-6 AR 1-7

B 7 2R A AL B B T 18] 1-9 JF O R E a4
PR T MR A AR R R R TR 1-10

o M TR TR AhR A E

Bt TR G M (PAC %4 TR IE 1-11 FE 1-12

B TIRG ZAE (PAC dE%24s) =itk 1-13

B TR ) (DALY F4s Fr BRI 1-14 FE 1-15 (B A

B 7 w45 SR HE 1-20 JEEHY TR SAML1 245 FIRAIE T
N5 G EATH I BOOTKEY #il TiF R

B T A RN EETTHIE 2-1

BT XOT RN ROTEET HHIE 2-2

BT NVM 17TC & &= 2-11

B TR MR RE P EIE 2-16 FEER T AR

BT R L e RETHE 2-17

BT ITRIELATH OFRARB) HEFHIE 2-22

Bt 7H 00 H BEREAS SO SAM L1 JR g Ak e B M — BE P I 2-28
B 7 ¥ & WS EEIR It sE R B < &0 H FAT R 2-30

B T I 2 A W Sk S = 1 R v I 2-39

Fi4A B—2019 % 4 A

TR T SRS -
o BT R ZEN AR T EY . JPRRARE SEFINERITE (R A)
o MR T B AEAG LML HFERETFHINGET RN EMNN SAM L1 22 IhEefE /i
o WER T X7 E X FHEH <2 RS0 iy TR AN 7R 1]

S TR, LUK SR A R R B SO

HOH 7 LU E

BB T ARMv8-M A1) TrustZone BEARF N, Bl 1 B
SR T AR AR, B TRy
SR TR A AR RN EE T, B Ty

o SR TRV (DAL) R4 EEBRE T, WM TR A

SR T A s S EA, B TR A

BB T RIT RN GTIERE, B T B

BT XOT RN RITEES, W TR
BT IR ZAMRRTT R (R A A, O TR R
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BE VA RAE AN E CRP B FEY, Bl TE A
FE VAR M ETT, B B A AL
W T bR ETT, Wl TR
BB TIRA T EET, i TEA

o T T TrustRAM (TRAM) ZH, Hr 7&K H
FE TN i sE (CRYA) ZAT, B 7 &4
T T EAR N AEET, W TR A

M4 A—20184£ 6 A
ARSCREIRIIR A o
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