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1. fFRTEFESEITFEMLE PIC32CM LS60 Curiosity Pro 17 T H &
A E % EH

PIC32CM LS60 R % 1 %4 MKIIFEMR PIC32CM LS60 Arm® Cortex®-M23 B F#l. % MCU ¥
TrustFLEX ECC608 %41 R4t Al Arm TrustZone B R TE L —Hf 25 b, Sbah, b HA 5B A A fi 5
%% (Peripheral Touch Controller, PTC) UK fefzhaE, Bilinizi. ADC. DAC FIBHLLL
o

W AT, BE AN AR BUE 2o R AR, DA R SR 3 AT A ) 7 Il K A B
F. HAEEZ(ER, ES N “ATECC608B Data Sheet” (DS40002239) .

AT DL N A AR T A

s AMEFEBIFEM v2

+ PIC32CM LS60 Curiosity Pro ¥4 T. F. A1

LYE PIC32CM LS60 Curiosity Pro -l TR AL FECE 28, 1E 1M LL N D BRE:
1. M Start T4 K8, FHEFEeRITHES.

& 1-1. TPDS JEsh{EHI &

© Trust Platform Design Suite

his prompt runs Trust Platform G Do NOT close this window.

2024-11-21 17:37: Loading configuration data \Users\IHIEl\ . trustplatform\TPDS_config. j

2024-11-21 :37:14,125 26 Retrieving versions: Y i.org/simple/PySide6

2024-11-21 :37:14,126 26 6 Retrieving versions: i

2024-11-21 :37:14,126 Retrieving v i - i.or fazure-iot-hub

2024-11-21 :37:14,127 3 Retrieving v i s i.or /azure-identity

2024-11-21 137:14,127 6 Retrieving versions: i ure-mgmt-iothub

2024-11-21 17:37:14,128 Retrieving versions: e /azure-iot-device

2024-11-21 :37:14,129 Retrieving versions: s://pypi.org/simple/azure-iothub-provisioningservic

2024-11-21 :37:14,129 269 9216] Retrieving versions: https://pypi.org/simple/azure-mgmt-iothubprovisioningse

2024-11-21 :37:14,130 269 32] Retrieving versions: https://pypi.org/simple/azure-mgmt-resource
2024-11-21 :37:14,253 ] azure-mgmt-iothubprovisioningservices: 1.1.0
2024-11-21 :37:14,255 26 22704] azure-iothub-provisioningserviceclient: 1.2.0
2024-11-21 :37:14,263 1784 ] azure-iot-hub: 2.6.1
2024-11-21 :37:14,268 2736 ] azure-mgmt-iothub:
2024-11-21 :37:14,283 8744 ] azure-identity:
2024-11-21 :37:14,302 269 19232] azure-mgmt-resource:
2024-11-21 :37:14,310 9 22808] azure-iot-device:
2024-11-21 :37:14,340 8332 ] PySide6: 6.8.0.2
2024-11-21 :37:14,513 26940 22760] pip: 24.3.1

] Started "C:\Users\_\tpds'\z43.9\pythomexe -m pip list -v" with pid 1436

2024-11-21 :37:14,521 26940 19548

DEBUG 2024-11-21 :37:15,482 26940 19548] Process (14368) ended with code (@)

2. fIFFTPDS J5, #Huidr Utilities (SCH TR ki,
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& 1-2. Preferences (E &) ALE

' Trust Platform Design Suite

- 8 x
File Help
N
Tools £l Seare Secure N seare N\ N\
searty usecase usecase Frrware e vetcaton
Identification Evaluation Prototyping Integration 4 Absya prbaee Lol d Rudicaon
Webviews / / Configuration Prototyping

3] [Trust Platform Design Suite|

Home Usecases Secure Exchange Process Configurators Parts Parametric Chart Learning Center Utilities

The Trust Platform Design Suite (TPDS) is Microchip's dedicated software platform to onboard with embedded security. In addition to offer Secure Element and security solutions,
Microchip also offer a full onboarding experience to start with embedded security (including but not limited to trainings and interactive application notes) to leverage Microchip's secure

and optimized provisioning flow.

—
TRLUST TRLUST
| &G0 | | MENRGER |

Y &

Pre-configured and pre- Pre-configured & provisioned s
% Pre-configured & provisioned

provisioned Secure solutions for Secure solutions with in-field

Secure solutions with customer
fix-function Use Cases. Provisioning. R e
Trust&GO allows to secure TrustManager allows common 4

TrustFLEX enables most common
connectivity to any cloud authentication Uses Cases along

authentication Uses Cases accross
infrastructure either IP-based or with Life Cycle Management

various markets.
LoRaWAN-based. option.

Usecases

3. JEEEMIH micro-USB £k45: — 445 PIC32CM LS60 Curiosity Pro 144 T B3 _Fff) DEBUG USB i
FERES| PC, MR85 M PIC32CM LS60 Curiosity Pro ¥4 T. Bt L ) TARGET USB it I 4% |
PC. MfCE fovriiit TPDS HHT %41 E .
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B 1-3. WE R 2

DEBUG USB

086

4. 1 TPDS Integrated Utilities (TPDS &5z TH) F, #i5 Device Interactions (231F%2H)
S8 JG1E Supported Boards (ZFFHIFFAIRD T, 1L+ EVZI6RTTA.
¥: EV76R77A j& PIC32CM LS60 Curiosity Pro 344 T B AL #4405
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B 1-4. JF REFR

Security Use Case Use Case
Concepts Identification Evaluation

Home Usecases Secure Exchange Process

Prototyping

N

Samples Frodicdy

s Secure Secure \ Secure
Subsystem Subsystem > Exchange

Jegraon Configuration Prototyping Process

Configurators Parts Parametric Chart Learning Center Utilities

TPDS Integrated Utilities

Device Interactions  Manifest File Format  Certificate Decoding  Package Manager

Supported Boards

V| <<

DM320118 DM320109
EVO9H35A EV16W43A

g

Available Devices
ATECC608-TFLXTLS

® | @

ATSAMES4-XPRO EV62V87A EV76R77A EV0O6X38A

D 4

EAT4V17A

5. M Available Devices (mJf#314) #r+, i%# ATECC608-TFLXTLS.

& 1-5. 1% % ATECC608-TFLXTLS

Security Use Case Use Case

Home Usecases Secure Exchange Process

TPDS Integrated Utilities

Secure Secure \ Secure \ \
Helliechl, :“"“"”,‘ ) Subsystem ) Subsystem Exchange ::f;:‘s”" Production
e tegratiol Configuration Prototyping Process

Configurators Parts Parametric Chart Learning Center Utilities

Device Interactions  Manifest File Format  Certificate Decoding  Package Manager

Supported Boards

V| <«

DM320118 DM320109
EVO9H35A EV16W43A

oo

Available Devices

o ATECC608-TFLXTLS

’ X g S L 4

ATSAMES4-XPRO EV62V87A EV76R77A EVO6X38A

4

EAT4V17A

6. 1% T PIC32CM LS60 Curiosity Pro ¥4l TR A E RS AL AR ALEAT, 40 F .
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& 1-6. 57 PIC32CM LS60 Curiosity Pro ¥l T. B

7. i Factory Program (i) F2/F) LAZE PIC32CM LS60 Curiosity Pro it T H 40 b ) 25 91 & [ 4
HATURAE .
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B 1-7. % E E R

Secure Secure Secure \
Use Case Use Case Firmware Firmware \ Verification

. : 5 Subsystem Subsystem Exchange Production
Concepts Identification Evaluation Prototyping ) Integration c i) Prototyping e Samples

Home Usecases

Secure Exchange Process

Configurators

Parts Parametric Chart

Learning Center Utilities

TPDS Integrated Utilities

Device Interactions

Supported Boards

V| <<

Manifest File Format

Certificate Decoding

Package Manager

& @

DM320118 DM320109 ATSAMES4-XPRO EV62V87A EV76R77A EVO6X38A
EVO9H35A EV16W43A EA14V17A
Available Devices
o ATECC608-TFLXTLS
8. YmiEThyerin, #idi Configurators (Fit & %%) EIF.
7 1-8. FiC B ik
Security Use Case Use Case o S \ S \ Verification

Home Usecases

Provisioning Configurators

Secure Exchange Process

Configurators

Firmware Firmware
Prototyping Integration

Parts Parametric Chart

Subsystem Production

Subsystem Exchange
Configuration Process.

Learning Center Utilities

TRUST] T@T
-@ Trust&Go TrustFLEX
TrustMANAGER TrustCUSTOM
ATECC608- ATECC608-
TNGLORA Based on the selection, no i TFLXTLS
R ATECCG08-TCSM
ATECC608-TNGLORA TrustMANAGER. ATECC608-TFLXTLS ATECC608-TCSM
Information Configurator e a2
ATECC608- CEC173x- _
TNGTLS TrustFLEX L1
ATECC608-TNGTLS & CEC173xTrustrLEX m:,?:;aﬁon [ NoA
Information Information

9. f£ Provisioning Configurators (ELERCEZS) H# TrustFLEX #i%> T, i PIC32CMLS60-TFLXTLS
Configurator (PIC32CMLS60-TFLXTLS FCE#)
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& 1-9. i PIC32CMLS60-TFLXTLS fii B 78

Security Use Case Use Case Firmware Firmware :;‘;;:m rb‘;;m \ z‘“" \ Verification N\ -
Concepts Identification Evaluation Prototyping Integration Sosimuidls ) el e Samples ]

Home Usecases Secure Exchange Process Configurators Parts Parametric Chart Learning Center Utilities

Provisioning Configurators

ITRUST] T@T
v Trust&Go n\\7 TrustFLEX
TrustMANAGER TrustCUSTOM
= ECC608-TFLXWPCla

ATECC608-
TNGLORA Based on the selection, no items [©] ECCGOSZTFLVPC ATECC608-TCSM

are available under Configurator
ATECC608-TNGLORA TrustMANAGER.

(€] : i
Information PIC32CMLS60- ® :\.I;ifrieac:isor.:CSM «o«»
TFLXTLS

ATECC608-
& PIC32CMLS60-TFLXTLS TA100

TNGTLS
Configurator T
© ATECCE08-TNGTLS Information LD
Information SHA104-
TFLXAUTH
ATSAMAS5D27-
WLSOM1 @ SHAT04-TFLXAUTH
Configurator
S g N N = —
10. 7E PIC32CMLS60 TrustFLEX XML A2 & ik 4% Slot LARCE %8, 41T iz
B 1-10. Slot 5 JE& %
PIC32CMLS60 TrustFLEX XML Generator
PIC32CML S60 Package:
@12c
swi
Click on table rows for more info.
Slot Number Slot Use-case Description Slot Property
Slot 0 Primary private key Primary authentication key Permanent, Ext Sign, ECDH
Slot 1 Internal sign private key Private key that can only be used to attest internal keys and state of the Permanent, Int Sign
device.
Can't be used to sign arbitrary messages.
Slot 2 Secondary private key 1 Secondary private key for other uses Updatable, Ext Sign, ECDH, Lockable
Slot 3 Secondary private key 2 Secondary private key for other uses Updatable, Ext Sign, ECDH, Lockable
Slot 4 Secondary private key 3 Secondary private key for other uses Updatable, Ext Sign, ECDH, Lockable
Slot 5 Secret key Storage for a secret key No read, Encrypted write(6), Lockable, AES
key
Slot 6 10 protection key Key used to protect the 12C bus communication (I0) of certain commands. No read, Clear write, Lockable
Requires setup before use.
Slot 7 Secure Boot digest Storage location for Secure Boot digest. This is an internal function, so no No read, No write
reads or writes are enabled.
Slot 8 General data General public data storage (416 bytes) Clear read, Always write, Lockable
Slot 9 AES key Intermediate key storage for ECDH and KDF output No read, Always write, AES key
Slot 10 Device compressed certificate Certificate primary public key in the Crypto Authentication compressed format Clear read, No write
Slot 11 Signer public key Public key for the CA (signer) that signed the device cert Clear read, No write
Slot 12 Signer compressed certificate Certificate for the CA (signer) certificate for the device certificate in the Clear read, No write

CryptoAuthentication compressed format

11. £ Slot 5 #B4> Fi%3% Enter HEX data (Fi A\ HEX £ .
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A 1-11. Slot 5 ) HEX 4 % 10

Slot 5 Secret key Storage for a secret key No read, Encrypted write(6), Lockable, AES
Kkey

SLOTS

Slot Description:

This slot provides a storage location for a symmetric key to use with the ATECC608B's symmetric key commands. The primary use case was to support secondary symmetric
authentication. For example, many cloud providers perform symmetric authentication using HMAC SHA256, which could be done with a key in this slot. Slot can only be updated with
an encrypted write using the 10 protection key as a write key. The 10 protection key must be setup prior to writing this slot. This slot is also marked as an AES slot so it can be used with
the AES command if required.

Provisioning:
The data entered in the below step will be stored in the device slot during provisioning.

Provisioning data input

O Slot Unused

O Upload data through pem file

Disable slot write:
If the following checkbox is checked, the contents of the slot cannot be modified under any circumstances

Disable slot write (J

TES NS 73 CABENL S BERE T N &80, AR5 ik Verify (303F) DUIRIEEIEKJE
& 1-12. BN

Slot 5 Secret key Storage for a secret key No read, Encrypted write(6), Lockable, AES
key

SLOTS

Slot Description:

This slot provides a storage location for a symmetric key to use with the ATECC608B's symmetric key commands. The primary use case was to support secondary symmetric
authentication. For example, many cloud providers perform symmetric authentication using HMAC SHA256, which could be done with a key in this slot. Slot can only be updated with
an encrypted write using the 10 protection key as a write key. The 10 protection key must be setup prior to writing this slot. This slot is also marked as an AES slot so it can be used with
the AES command if required.

Provisioning:
The data entered in the below step will be stored in the device slot during provisioning.

Provisioning data input hod
O Slot Unused

@® Enter HEX data

O Upload data through pem file

00 01 02 03 04 05 06 07 08 09 0OA 0B 0C|
0D OEOF 1011 121314151617 18 19
1A 1B 1C 1D 1E 1F

Disable slot write:
If the following checkbox is checked, the contents of the slot cannot be modified under any circumstances.

Disable slot write (J

- Hiidi Modify (1250 DA Slot 5 N2

@ MICROCHIP
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TB3374
{5 HTT{EF 4% EB4E7E PIC32CM LS60 Curiosity Pro vEfl T E 4 HEE 3548

A 1-13. Slot 5 & 1EH
Fruvisioning data il'lpl.lt method:
O Slot Unused
® Enter HEX data
 Upload data through .pem file

Disable slot write:
If the following checkbox is checked, the contents of the slot cannot be modified under any circumstances.

Disable slot write [

- ERXAEOLR, #H] (Slot5) Kt Slot 6 iy /O PRIV B XAMEKAE S0 EEL, DA 2
DRI Z B S 2 WP . TE RO IROD IR 10 21 12 vhoE SCROIRAE,  IEWRERIN 1/0 CRP 3 B HIHL
fH.

A 1-14. i\ 1/0 #9555

SLOT®

Slot Description:
Using the 10 protection features is optional, but the 10 protection key is saved here. The idea is that on first boot, a random key will be generated and saved to this slot and the MCU's
NVM, then the slot locked. Locking may not be necessary, if key rotation is needed for this key, but it does open up the device to a DOS attack where the key is changed unexpectedly.

Provisioning:
The data entered in the below step will be stored into the device slot during provisioning.

Provisioning data input
O slot Unused

@® Enter HEX data

O Upload data through .pem file

Disable slot write:
If the following checkbox is checked, the contents of the slot cannot be modified under any circumstances.

Disable slot write (J

13. [ MiEBh I H 7 Prototyping (R 1T #B4+ F] Generate Provisioning Package (4:hific &
) .

HARTEA DS90003374A_CN - 11
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& 1-15. fic & @A

Prototyping Production
Generate Provisioning Package Provision Prototype Samples Generate Encrypted Provisioning Package
The prototype package is for prototyping and learning Click here to provision the PIC32CMLS60-TFLXTLS- Click here to generate the Secure Exchange Package then
only. Do NOT share the prototype package because PROTO with the package generated from "Generate upload it to Microchip Provisioning Service (through
secrets are in plain text. Alternatively, you may use provisioning Package - Prototype". Make sure to load Microchip Technical Support Portal). You will be
dummy secrets. the generated zip file. prompted to add the HSM encryption keys when starting the
generation process.

Both "Generate Provisioning Package" buttons compile all the data provided in the above slots into a zip package containing .ENC.xml/.xml, .c, .h and certificate files.
1. ".xml’ file contains device configuration and user data to be loaded into the PIC32CMLS60-PROTO slots. In the prototyping package, all user data are in
unencrypted plain text whereas in the production package, user data are encrypted.

2.'.c, .h" are 'C’ source files that are meant to be used with CryptoAuthLib. These files are required to use certificates in CryptoAuthLib.
3. Certificate files are generated for verification purpose.

v EEAGHEY, NECE AR XML FF BT P BRI AR N B S . a0 7 SR AN
B, E A4 (Production) .

14, Bt B RFEAELL AL B Users/xxx/Downloads/TPDS_Downloads .
15. BT 7 1 Provisioning Package (L& fL) , AR5 OK (isE) »

& 1-16. FL B L7 B
® Trust Platform Design Suite x

o Provisioning Package is saved.

Package: Ci/Users/ -- -+~ Downloads/TPDS Downloads/ATECCE08B-MAHAY-
T 1112183744 Proto.zip

16. H.il; Provision Prototype Samples (it & 7 AIFEF ) DATE 22 4 o g fE %4
1-17. e & %4

Prototyping Production
Generate Provisioning Package Provision Prototype Samples Generate Encrypted Provisioning Package
The prototype package is for prototyping and leaming Click here to provision the PIC32CMLS60-TFLXTLS- Click here to generate the Secure Exchange Package then
only. Do NOT share the prototype package because PROTO with the package generated from "Generate upload it to Microchip Provisioning Service (through
secrets are in plain text. Alternatively, you may use provisioning Package - Prototype”. Make sure to load Microchip Technical Support Portal). You will be
dummy secrets the generated zip file. prompted to add the HSM encryption keys when starting the

generation process.

Both "Generate Provisioning Package" buttons compile all the data provided in the above slots into a zip package centaining .ENC.xml/.xml, .c, .h and cerlificaie files.
1. ".xml' file contains device configuration and user data to be loaded into the PIC32CMLS60-PROTO slots. In the prototyping package, all user data are in
unencrypted plain text whereas in the preduction package, user data are encrypted.

2. '.c, .h" are 'C' source files that are meant to be used with CryptoAuthLib. These files are required to use certificates in CryptoAuthLib.
3. Certificate files are generated for verification purpose.

17. #RE B THAE: Users/xxx/Downloads/TPDS_Downloads, #$# ATECC608-*** zip  ff, 4R)5
¥ Open (FT7F) .
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& 1-18. S E B E
© Select Proto Provisioning Package
T . This PC Downloads @ TPDS_Downloads
Organize + MNew folder
Name . Date modified Type

OneDrive - Microx

n ATECCE08B-MAHAY-T 1112183744 Prote  11/12/2024 6:37 PM Compressed (zipp...

E Documents
Downloads
Music

B Pictures

" Network

File name: | ATECC 3-MAHAY-T_1112

18. i&# No (75) LM TPDS TR CA #H.
& 1-19. S E B E

¥ CA Keys Selection - Trust Platform Design Suite X

o CA Keys

It is required to sign certificate with its CA key.

Select

- Yes, if CA keys are available and willing to upload.

- No, if CA keys are unavailable or not willing to uplead. Tool generates a key
and uses it for signing.

-
19. Ff7R LA R 1 B BA s 2 L B 2 58 il
A 1-20. 5E RHPIRCE
‘B
o Pratotype board provisioning completed!

OK
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2- lé\%
I TPDS WIS R B ThRE, 2P A fE AR 22 4 ok Bl 22 B (Hardware Security Module,
HSM) W —AN2e4x, BELEIFRER . Bl P BB AP ARV B T S Fh e 2 Thife Canhns . S50
Mz AR BRELERINHEH.
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3. WK
© AETARIFEMS V2
o HERWETERIEEM (TPDS) v2, EZIL:
- developerhelp.microchip.com/xwiki/bin/view/applications/security/trust-platform-v2/
+ PIC32CM LS60 Curiosity Pro ¥t T. 2.1
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