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1.1.  PIC32CM LSOO Curiosity Nano+ Touch ¥{; T £,
PIC32CM LS00 Curiosity Nano+ Touch -l THAAEH &G H Tx 24, BAKDIFER PIC32CM LS00
Arm® Cortex®-M23 5. 5 HLEEATIEAS AR B 15811 1% MCU 5% T Arm TrustZone® 3 AR 13 58 71 4 5 firh 452
45 (Peripheral Touch Controller, PTC) LA RERIINEE, Blanizi. ADC. DAC FIREHLLL L
o
iZ T AAAHE—/ MR Nano i AU %8s (NEDBG) , JE 7 f BhAh 1 H BRI AT 3k 4T 4 A i 1 o
PIC32CM LS00 MCU ¥ 3 ZHRF N«
+ 48 MHz Arm Cortex-M23 ¥

512 KB [N {£#1 64 KB SRAM

o NATAR[ A G| T I 2 R B A
PIC32CM LS00 Curiosity Nano+ Touch ¥4l - B 1] )\ Microchip 44/ 5h K HL .

1.2. MPLAB® X BT K# 3% (IDE) Fl MPLAB XC %7 i%2%
MPLAB X IDE & —# ¥ & H & T i B AR, B2t R TR, THEFRMI. iE. I
% . TEIRAKE A% B Microchip & FHLEGHA 2 BT
MPLAB X IDE A] M Microchip PRI . A SCRY 4R T MPLAB X IDE A 6.20.
MPLAB XC #mi¥#s 1] M Microchip MIEFREL . A RS A4H T MPLAB XC32 hiiAs 4.45.

1.3. MPLAB Harmony v3

MPLAB Harmony v3 & — K 5e &S I AT R HESE, S0t R 1% B AT BAE s, (7 & N B REa8
PkE SR TR 32 A7 PICTAT SAM 2844 AR IFF R, TR FESR K EN (A A BESS 440717 . B ARd(E
P A K 22 Rl A P P 4l i

‘% MPLAB /UYL B 28 (MPLAB Code Configurator, MCC) , iX&—f 5 T MKk LA, 4
I P 5 (Graphical User Interface, GUD , wJ B LSRG BAEFEIXREE. RERE KX
AR IF R R . MCC RIE NHEfES MPLAB X IDE 55, [RII tB3RAAS 4 Java AT $ATRER?, I et
A R IS B AT RS
AR SRS AR R P AR B AR MPLAB Harmony v3 %)% . X 2L 356 % ] M GitHub T #:

csp v3.20.0 B A (MPLAB Harmony v3 i85 f 2 R ()

bootloader v3.7.0
%
] MCC WAEHLES T IR FIRE
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https://www.microchipdirect.com/dev-tools/EV41C56A?allDevTools=true
https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc32
https://github.com/Microchip-MPLAB-Harmony/csp
https://github.com/Microchip-MPLAB-Harmony/bootloader
https://onlinedocs.microchip.com/pr/GUID-1F7007B8-9A46-4D03-AEED-650357BA760D-en-US-6/index.html?GUID-1154354B-2B16-4E74-8552-AD4977699E09

2.  FIH PIC32CM LS00 MCU Bi 1k BT

2.1. 3|5 ROM TjfE

PIC32CM LSO0/LS60 HRFNEER | i B s 2 (CRYA) , @it —E4riEfl APL 20, CRELLR
NESVAEThRE: BN srafE (Advanced Encryption Standard, AES) fRZ5 MR . 244 i 2
(SHA-256) %fﬁ%iﬁu& Galois 1% #8455, (Galois Counter Mode, GCM) lin&s Fl &4 Kl .

CRYA In# hni #8575 10BUS i M _ERCE A% o, i CPU B fAiE7E 5] 5 ROM H L g AAL #1

BUNERRE (AES) 1EE3E EPHME B # bR (Federal Information Processing Standard, FIPS)
HARY 197 55, AES DL 128 A8 B ab B4R . AES % ﬁ%ﬁﬁfﬁﬁkf{kiThiﬁj)\%i%ﬁﬁﬂ%%iﬁﬁ
e CFROAE SO P AR 2. AES SRAIRTAREFBHARE, I R R o s A0 fife 5 {5 A 190 1 3 4

SHA-256 J&—Flin s s 75 i, B MNEORE A R 256 M AsE, ZEARE L 512 frde Ay s fr it 47 Ab B,
Galois/iH##si (GCM) A& AES BI—Mp TAERA, BB IHEEs (CTR) M5 S0 IR S Ay B ZUHH 25
I\

2.2, ‘BEMFED 2 (SHA-256) E3LiE
I 75 B O 2 T T 3 A R ) B A AT OB AR A, ST RS0, SRR R, 455
SR AEH 6 5 M — AT IR

MSEBRA R, WAy bR BRSO [ BE R A A\ R A R /NI e CRROROSCI D)« $ROCHEERAT )L
ANEZEYE, WERFHRY O, AT REER AR ERUNMARL, e R E .

JAE WG A R B A OB E S XA R R PR T O REAN R RE A A M 2L B T, (HHEBHERS
TR BE AL AR [ 40 ZE R H R SCARAF AL IR A, AT AE SR B B2 A R B 1 M — PRI R R .

23. ffH5|5% ROM F ] SHA-256 API

hn#shniggs (CRYA) APl A THHEI5 S ROM X, X IATHI, XERE CPU AREHEATAT 3
#, HT LA APL. 5| % ROM g2 — N2 X, JREZEMNHEF A s E R HIX L AP,

3 2-1. CRYA API HhhiE

AES Encryption 0x02006804
AES Decryption 0x02006808
SHA256 Init 0x02006810
SHA256 Update 0x02006814
SHA256 Final 0x02006818
SHA256 Process ({4t AP 0x02006800
GCM Process 0x0200680C

APl B DU BRECEEL A, 0 250 2 IR A F -

1. SHA-256 Init FH T¥14a1t SHA256_CTX Z5ta k.

2. SHA-256 Update F T INEAER R SC.
3. SHA-256 Final fl Tt 52,

RIS 2 A ICSCE SRR BN E T, nTRAZ KA SHA-256 Update.
g XK SHA-256 45 #)4KFx A SHAS56_CTX:

typedef struct

{
/* Digest result of SHA256 */
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uint32 t digest([8];

/* ARSCKEE */

uint64_t length;

/* FETREIERIARFL YIRS >/

uint32_t remain_size;

/* BARRURI G (512 AL ¥Es)  */
uint8 t remain ram[64];

/* crya_sha process fififf] 256 577 RAM ZZ1 X */
uint32_t process buf[64];

} SHA256 CTX;

SHA-256 Init B M rifiz T 5] 5 ROM Hihi: 0x02006810:

typedef void (*crya sha256 init t) (SHA256 CTX *context);

#define crya sha256 init ((crya sha256 init t) (0x02006810 | 0x1))

SHA-256 Update Bi# A [ mifiz 1515 ROM Hii: 0x02006814:

typedef void (*crya sha256 update t) (SHA256 CTX *context, const unsigned char *data, size t
length) ;

#define crya sha256 update ((crya sha256 update t) (0x02006814 | 0x1))

SHA-256 Final %A M gz 151 5 ROM Hidi: 0x02006818:

typedef void (*crya sha256 final t) (SHA256 CTX *context, unsigned char output([32]);

#define crya sha256 final ((crya sha256 final t) (0x02006818 | 0x1))

24.  BhibdRRaXEZE KA
FEA IR EIYIE, e N R 2 AR LB A ARRRE (ED |, IR AR L A7 il as
CRARIRINAD o AT E IR A ORAE 2 A PR R Se B P o R I 2 LURS SE (10 I 1) 18] B A 2
P E S
AR B AT BOR B ARSIE N BIAR 22 & SRR b, SR Jm [ 1R A o SR 20 5 JOE AR 22 4
FHRE R UG ZACAC . Rk, 224N I RE PR N & A7 fil s hAE B AR R AR R B HE 2 s INAE X, A
B 1k R GE L
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B 2-1. AR 224 [ A B OR g

PIC32CM LS00

Secure Partition

Secure Nen-Secure
Application Application

Original Copy of

Non-5ecure
Application

Non-Secure
Application Digest

Loads a copy of Application
if Malware attack is detected

241, BAFHEAE

PIC32CM LSQ0/LS60 Z #1524 7E seit it 48 (Real Time Clock, RTC) #M & B w5 B 5 i I 22 2 T RE Y
B EL ORI ThRE . A 7B A 2ty , SR 977 B EXO R B A2 TR H8 B A7 7 22 A A7 2 X R I . 7EAG
DB B, 224 N HFE P 1) RTC At il ok 5 BE R bR AE,  DAMIRR 22 4 25000 TR A7 DX 3k b () 9 2%
CHEHRED .

] 2-2. i P11 917 5L SR P T A A

PIC32CM LS00 MCU . %
Erases the Firmware Digest

Secure Partition if Tamper is detected
1

Secure Non-5ecure
Application Application

Original Copy of
Non-Secure
Application

Non-Secure
Application Digest

242, HUTRE
H & BAATIE
T PR T T PR R o 22 A B 1 R e AT e
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B 2-3. AN R P RAT RS

Tamper Event

Systemn Initialize

Hashing of Mon-Secure
Firmware

Firmware Digest

Erasure System Reset

Secure Storage of
Digest

Async Event

Digest

I Timeout Check?

30 sec

Load the Genuine Copy

Erase/Program

Jumpto

Non-Secure Firmware

AN R A% LRI 0T «

1. RGRAE, SRR R AR 2 2 10 Ay A B R DA R ] 4 2

2. VHEL Y AR A AR 22 4 DX A PR 00 TR A A s o

3. AR A AR Y I 40 G 5 22 A TN AT A At 2 P I SO S RIAS HEAT X ELARAIE
4. WEIhE, PATR B B e N R .

5. WREAERM, WRBEERAFZENHAET, JE/ESBIARAAR 22 N7 X
6. £k 30 A EF AR IKEFHE, JFS HSCRIABEAT S URAIE, DL PR LS
R & B HHTHRE

B TR BC R Y N R P AR 2 A [ R ST R
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B 2-4. A2 4 N TR P AT RS

Firmware
Jump

System Initialize

I Timeout

500 ms

k22 4 B PR 44 AR U AT -

1. WA R EAT BB S, AF eyt dr 2 4.

2. f£ PIC32CM LS00 Curiosity Nano+ Touch ¥ T. 24 -4 500 ZF#P)#:—k LED1.
BABEEBIBAT IR

WA B A2 L B 2547

1. 4%~ PIC32CM LSOO Curiosity Nano+ Touch ¥ T B AL 1) SW1 #2241, 38 i il BL e iR
(ESUGTR

2. EESCEMZ)E, RTC EEHE NN AR .

3. fE RTCEIUUCHERFH, — kit P BGh Bl e kI B AT 6 .
e EPATR A LA AFR RTC AR BEAR A -

UL T 2 A AR A S K R ST R

B 2-5. A B AT AL

Tamper Interrupt

Erasure of the
Firmware Digest

Serial Console Update
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3.  {#H MPLAB Harmony v3 F1 MCC 7E PIC32CM LS00 Curiosity Nano+
Touch V¥4 T B A b SLH KB PR
AT MPLAB Harmony v3 I H , G 1Z R LN P BERAE, B A b A R se R R B H o
1. M Start (FF4h) SEH.+)53) MPLAB X IDE.

2. MPLABXIDE 4T7F)5, fE File (3Cfff) ¢, Hiidi New Project CErdtliH) =¥y New Project
(3L

3. 7£ New Project % [/l Ffiik2 i Steps GBI R, i+ Choose Project GEFINH) .

4. {EA4i{ Choose Project Ja& 4k TL i A :
a. ff Categories (Z%]) F, %% Microchip Embedded (Microchip B3 T H) .
b. 7t Projects (JUH) T, i%#% Application Project (N AHFEFIH)

& 3-1. 38 i H 1)

Ed New Project X
Steps Choose Project
1. Choose Project Q, Filter:
2 e
Categories: Projects:

+I3) Microchip Embedded = Application Project(s)

, _____ [C3) Other Embedded @ Prebuilt {Hex, Loadable Image) Project

i &) Generic [ User Makefile Project

[ Library Project

Description:

Creates a new application project. It uses an IDE-generated makefile to build your project.

< Back Finish Cancel Help

5. i Next (F—3) .

6. 1t Steps T, i%#f Select Device GEFEAHF) , #AJ5 WA Select Device Properties CGE#E#1F
JEPE) TUHEH, 4 Device (#3fF) i+ PIC32CM5164LS00048, LL{E PIC32CM LS00 Curiosity
Nano+ Touch 1¥fli THM EAIEIH GRIF% H R RMAESET) .
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https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls00_software_attack_protection.zip

& 3-2. SAFLLHE
ﬁ Mew Project

Steps Select Device

Choose Project
Select Device
Select Header Family: All Families
Select Plugin Board
Select Compiler :
Bt brict Mo il Device: [prczzcms 164 500048 ~|
Folder

7. (Optional) Add Project

w

S b e

Tool: No Toal ~ | [ Show Al

< Back Add Another Project Finish Cancel Help

7. i Next.

8. iL#f Select Compiler GEFEYmiE#T) , HE WA Select Compiler J& 4 T i o B 3 & T
XC32, #RJEiE#$E XC32 Compiler (XC32 4iF#s) -

& 3-3. XC32 Jw ik ae ikt

ﬁ MNew Project

Steps Select Compiler

1. Choose Project

2. Select Device Compiler Toalchains

3. SelectHeader : Download Latest

4. Select Plugin E:_:ard 32 (v4.45) [C:\Program Files\Microchiplpc32Yv4. 45\bin]

g‘ w;w:?::tpx:n:e o : ¥C32 (v4.40) [C:\Program Files\Microchippec32Yw4. 40%bin]
" older L ----- %C32 (v4.35) [C:\Program Files\Microchip 324w 4. 35%in]

7. (Optional) Add Project [H-ARM

< Badk Add Another Project Finish Cancel Help

9. Hiii Next.

@ MICROCHIP
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10. &+ Select Project Name and Folder CiE#£T0 H ZFRFISCHK) , SRJ51E Select Project Name
and Folder J& & T i A LR A0S B -

- Project Name (FiHKFK) : ¥ tz_pic32cm_Is00_cnano (3§75FKAE MPLAB X IDE Ff 7R [ 37
HA4 R, BI@ETHEAR .

- Project Location (JiHAZE) : % D:\software_attack_protection\firmware ($57~¥r5i HAR
PEREIEAE) o P IUH ST B T zoct kb I0HE 7 B AT DU AT R0 A% .

- Project Folder (IiHCf) « RENA (EFH P ES ERFZEN B .
& 3-4. Il H A FRASCAR I E

B New Project X

Steps Select Project Name and Folder

Choose Project
Select Device Project Name: tz_pic32cm_ls00_cnano
Select Header

Select Plugin Board

Select Compiler

Select Project Name and
Folder Project Folder: _attack_protection\firmware\tz_pic32cm_ls00_cnano. X

7. (Optional) Add Project

Project Location: D:'\software_attack_protection\firmware Browse, ..

o b e

Owerwrite existing project.
Also delete sources.
Set as main project
- Open MCC on Finish
[] use project location as the project folder

M LAB Encoding: 150-8859-1 v
< Back Add Another Project Mext = I Finish I | Cancel Help

11. #if Finish (52p0 PUAS) MCC.
12. MCC i FRAER & 1P AT IT, W F ER:
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& 3-5. MPLAB®AXHE it & 2% 7 1

File Edit View Navigate Source Refactor Production Debug Team Tools Window Help

[@
PEES D e B H B DL 0B OB DB o e
[ Propects | ris_| Resource Fanspement (e x| 1| twindow | sirtpage x| Promcteah ] (PO« B
gLyt X CTREOBE | puos: | ©|  profes: [Man o] vew: [Root M| B
5 | ProjectReso... | Gere [ ime- | & [@ 11O = System
®| v N e - % Device & Project Configuration
EvSYS | Device Family Pack (DFP) |
[| = =~ el o
Y LS
& CMSIS Pack Clack

& Interrupts (NVIC)
DMA (DMAC)
wOT

B-PAC

B Project Resources

Device Resources 03 Content Mansger

¥ Libraries

» & Hamony Project Graph

Device Resources

Configuration Options

2_pic32cm_Is00_cnano - Dashboard x =]

2 [78 tz_pc32am 1s00_cnano ~
9g Project Type: Application - Configuration: default

@ |5 @heviee

= @ PIC2CH5164.500048

f 4 Checksum: Blank, no code loaded

- (CRC32: Hex fle unavaiable

@|s

Packs
@ PIC32CMALS_DFP (1.3.278)
& CmSIS (5.8.0)

' XC32 (v4.45) [C:\Program FilesMicrochip\xc32\yv
Production Image: Optimization: gcc O1g++ 01
ipport information: PIC32CMALS_DFP (1

kstation - cpp - HPA:7122 day(s) -F

€ Usage Symbols disabled. Click to enable Load Syn
(& Data 65,536 (0x10000) bytes
& Program 540,672 (0x84000) bytes
(& Stack Usage Guidance
5 Ao ot
< >

& Q SearchResults [ Output News  Notifications [MCC]

3.1.  ¥INFNECE MPLAB Harmony ZH 44
HAHFH MCC 4L & MPLAB Harmony 200, 54408 DL 25 JR 5 1k :

1. fE MCC % 11 Plugins Gififh) FHizIFRH, EFATHKINCE E .
3-6. MPLAB® ARG AL & 28 ——JH1F 51 %

| KtWindow x| StartPage x| ProjectGraph x| anclE)

x | =y % R § K. |IEI* |Piug'ns: v Profiles:  Main v View: Root v
VIC Configuration
TrustZone for Ar

e o i

) ) vent Configurator :
Peripheral Library YClock Configuration Peripheral Library

MEMORY < bin Configuration  [System | CMSIS Pack

DMA Configuration

2. &% Clock Configuration (H4PECE) LIFTHF Clock Easy View (RFERfE{LALED & H, REEEH
Hf I R A 2 E N 48 MHz.

@ MICROCHIP
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& 3-7. MPLABfUHID it B 28 ——GCLK KA8% 0

3. #i; Project Graph (WiHKD , RJFik#F

KitWindow x| StartPage x| ProjectGraph x| ClockEasyView x| =@
X0SC GCLK Generstor 0 Main Glock =
OSC16M 05C16M {55
4,000,000 Hz DFLLULP CPU
] DFLL48M 48,000,000 Hz|
i FDPLL
48,000,000 Hz
Sy OSCULP3K
e
X0SC32K e
- GCLK_IN[0] GOLKD Peripheral Clock Selection
gy /( GOkl
L DFLL48M w GCLK2 ~
| ¥ Peripherals
Gaa | "r

System (%%) Kb, {F Configuration Options (Al E

WO JE Pk o, AT R E LU RE SysTick i€ i 83 0 i 2 e AR 2 A 3E I

A 3-8. MPLAB® AL it B #% ——SysTick A &

KitWindow x| StartPage x| ProjectGraph x|

XERERE [ puons: [

NVMCTRL
Peripheral Library
MEMORY

PM
Peripheral Library
PM

| System |

|II| E] @ Configuration Options =
Profiles: |Main v] View: E_Root "’_i [=] [+
= System

--Device 2 Project Configuration
[i“_}--CDr‘tex—MEB Configuration
[i}.gvl- ;
SEnable SysTick
' --SysTick Configuration
Ii;}--Sv"Tick Secure

&enable secure SysTick I

B SysTick Configuration

Device Family Pack (DFP)
CMSIS Pack

- Ports

B Clock
F-Interrupts (NWIC)
- DMA (DMAC)

[ W OT

[ P&

4. %&£ NVMCTRL Peripheral Library MEMORY (NVMCTRL #M&EA7Af#4%) » SRJ57E Configuration
Options J&ME T, BEAT 40 ACE LMERE BT S B D RE -

& 3-9. MPLAB®fUHL i B 25 ——NVMCTRL fic &

KitWindow x| StartPage x| ProjectGraph x|

XCRERE P& puons [

| NVMCTRL |
Paripharal Library
MEMORY <3

PM

Peripheral Library
PM

[« »](=) (0 [ configuration Options x
Profies: ‘Main v| View :Roct v: = #
- NYMCTREL
- - HYMCTRL Read Made NO MISS PENALTY ~ |
- Wait States I 3;;-:!,
- Power Reduction Mode During Sleep “\NNCEUPON ACE:ESs_v_i

A Wwrite Palicy AUTOMATIC v|
-{Enable Instruction Cache? |:| i
~Enable Interrupt? [1
--IEnahIe Tamper Erase I
~Tamper Erase Row |__ 0'_%:
-Enable Silent access [m|
-Enable Fast Wakeup |}
E-Event System Configuration

@ MICROCHIP



5. H.i; Resource Management (MCC) (ZHEHE (MCC) ) , #RJ51E Device Resources (%
B R, HIREIF Harmony > Peripherals > EIC (Harmony > 4% > EIC) . #.ifi EIC, [fi)5 r M52
F EIC #h R BER EL% N3 Project Graph & 1+,

3-10. MPLAB® AL AL & 28 ——EIC #Msik £

Projects | Files | Resource Management [MCC] x| [

MCC v5.5.1

Project Resou... | Gene.. || Imp... | Ext.. |£| !_@
¥ Libraries i:i
¥ Harmeony 1

» Packs

¥ Derinherals o

| Device Resources | | (Z Content Manager

b Libraries
* AC
b ADC
» CCL
» DAC
» DSU
[ed]
= EiC
» FREQM

- ISP AWT., o

6. i%#% EIC Peripheral Library (EIC 4}M&/E) , A JE#E4 T Configuration Options J& % it [ k4T
WRECE, LUK EICIEE 2 (SW1) FATERTE SN .

& 3-11. MPLAB® /XD L & %8 ——EIC it &

Kit Window = | StartPage x| Project Graph xl

[+ +|[=][3]| configuration options =

NVMCTRL
Peripharal Library

EIC |
| Peripheral Library |

XCRERBE |8 pues: [ o]

Profles:  Mam .| view: Root | ||=]
EHEIC
. - -IEIC Clock Source Selection | Clocked by ULP32K +
Device Family Pack (DFP) o

~MNon Maskahle Interrupt Contral [

CMSIS Pack Enable EIC Channel0 O
~Enable EIC Channell

=} Enable EIC Channel2

E-EIC Channel2 Configuration
~-Sacurity mode
+-Enable Interrupt

SECURE w

O

»IEnab\e Event Qutput

=]

~~Extarnal Interrupt® Detection Clock

Edge detection is dock synchronously operated

>IE><tEmaI Interrupt2 Edge Selection

Falling edge detection ~ I

+-Enable Debounce

]

-I-Emab\e filter

g

~Enahble EIC Channel3 [}

7. 1E Device Resources , Hiili3fJ&JF Harmony > Peripherals > RTC (Harmony > #hi% > RTC) #i;
RTC, BfiJ5 W% 2 RTC AR LR N E Project Graph & H .

8. 1%+ RTC Peripheral Library (RTC 41MiJ%E) , #RJ5#E Configurations Options J& ¥ JU il 1 #E47 41~
BCE, DARE 30 by — Ik bbb, JIF sevFEL b R At
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& 3-12. MPLAB®fCAL AL & #8——RTC it &

Kit Window x| StartPage x| ProjectGraph x|

A

ion Options x |

XCREORE | s

NVMCTRL
Peripheral Library
MEMORY

PM RTC |
Peripheral Library Peripheral Library
M MR 3

H:
- RTC i4h = 1024 Hz
- RTC fiisr 4tk =1
- Ji e i % = 30s

v Profiles: | Main v

Device Family Pack (DFP)
CMSIS Pack

E®

Ft, EEEAE =30 x 1024 = 30,720 (B} 0x7800) -

9. *£ Device Resources |:

RTC Count Sync Enable %]
& Tamper Detection Configuration
+ IEnahIe Tamper Detection Interrupt EII
Erase General Purpose Registers on Tamper Detection []
lovz

h r

+~Enable Tamper DMA Request |

~-Enable RTC Active layer Output O

+Debounce Operation Mode ISyndarms ~

-~ Debouncer Value Matching 1Matdn three equal values

Tamper Channel 0 Configuration
Tamper Channel 1 Configuration
Tamper Channel 2 Configuration
Tamper Channel 3 Configuration
Tamper Channel 4 Configuration
Tamper Channel 5 Configuration
Tamper Channel 6 Configuration
Tamper Channel 7 Configuration
E-Event System Configuration
~|Enable Tamper Event Output []
“[Enable Tamper Event Input [
E-RTC Operation Mode 32-bit Counter with Single 32-bit Compare v
[=-RTC MODE 0 Configuration
=-Enable Interrupts ? [

Periodic Interval O Interrupt Enable
Periodic Interval 1 Interrupt Enable

Periodic Interval 2 Interrupt Enable
Periodic Interval 3 Interrupt Enable
Periodic Interval 4 Interrupt Enable
~Periodic Interval S Interrupt Enable
+Periodic Interval 6 Interrupt Enable
Periodic Interval 7 Interrupt Enable

ICompare 0 Interrupt Enable I

Joooooooo

Overflow Interrupt Enable i
+RTC Prescaler DIVI v
~{Compare Value 0x|7800 E-3

~{Clear on compare Match [
RTC EVENTS configuration

PUEME B E DY 0x7800. SLAEAE 30 A4 — Kk RTC LEE T

a. #diIEEIF Harmony > Peripherals > SERCOM (Harmony > 4h > SERCOM) . Hid;
SERCOM3, [ifii5 n ML 42 %] SERCOM3 FiH L nEl Project Graph & [+,

b. HdidEEH Harmony > Peripherals > Tools (Harmony > 4% > T.H) . #.if; Secure STDIO, [#
JE AT W% 3 Secure STDIO #Ek s M%) Project Graph & HHr.
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& 3-13. MPLAB® XL L B #8——SERCOM #1 Secure STDIO % #%

KitWindow x| StartPage x| ProjectGraph x| LIEHE

4=l Tl 1 K

*Iil* Plugins: [ = Profiles: | Main ~ | View: ;-ﬁoot v

NVMCTRL Device Family Pack (DFP)

Peripheral Library

MEMORY CMSIS Pack

PM RTC SERCOM3

Peripheral Library Peripheral Library Peripheral Library
PM ™R SPI ? Secure STDIO

UART _ > UART

10. 8K UART 35 .25 43 Secure STDIO #4535 |, %42 SERCOM3 5 Secure STDIO #%
B,

& 3-14. MPLAB®{CAY T B #8——SERCOM F Secure STDIO i&#%

Kit Window  x I StartPage = I Project Graph x] |II| E] @

XS EREIEE P& o [ v|  Profies: |Main v|  view: [Root -

NVMCTRL Device Family Pack (DFP)
Peripheral Library

MEMORY CMSIS Pack

PM RTC SERCOM3

Peripheral Library Peripheral Library Peripheral Library Pl
PM TMR SPI .+ UART |

UART

Peripheral Library

1. LM E ks, % SERCOMS3 Peripheral Library (SERCOM3 #h& %) . 7£ Configuration
Options J&PE Ui 1, BEAT 40 N AC B DL B+ 8 115200 FIBCR 24T ENLE SR AT & L.

3-15. MPLAB® A% it & 28 ——SERCOM3 fit &

KtWindow x| StartPage = | ProjectGraph x| |4/ +](=) (@[ configuration options x|
x ‘Iz ] nE 4 ‘E:I' |Plug|n5: [ ~| Profiles: :Ma\n ~| view: [Root | |1
ESERCOM3
- [=Select SERCOM Operation Mode |USART with internal Clock
NVMCTRL Device Family Pack (DFP) j o E— -
. ; ~Operating Mode | Blocking mode A
Peripheral Library L =
MEMORY CMSIS Pack Receive Enable
Transmit Enable
M RTC | SERCOM3 | Frame Forrnat :USART frame
Peripheral Library Peripheral Library Peripheral Library Secure STDIO Baud Rate in Hz 115,20
TMR UART <4 UART Parity Mode |NoParity
- Character Size |88t |
- 5top Bit Mode |one stopBit |
|Receive pinout [SERCOM PAD[1] is used for data reception ~ |
- Transmit Pinout |PaD[0) = TxD; PADI1] = XK v

~Enable Run in Standby [

16
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12. M Plugins TH7%513& ik #$E Event Configurator CEAFRCERS) o I INBH B oS AN I S0 A2 ki 2% Fl 1
M, W FERTR.

3-16. MPLAB® /AL Bic & 28 —— S Ffic &

@7 Event Configurato

EVENT CONFIGURATOR

Channel 0 Settings

Channel Configuration Path Selection

‘VASYNCHRONOUS e ‘

Event User Remove -
Status Ready Channel ‘NO_EVT_OUTPUT V‘

Channel 0 EIC_EXTINT_2 Vv ‘ ‘ i} Generic Clock On Demand \'771

Run In Standby Sleep Mode [
Add Channel Enable Event Detection Interrupt

Enable Overrun Interrupt

Channel Number Event Generator Security Mode

Event Edge Selection

User Configuration

User Channel Number  Security Mode Remave
User
RTC_TAMPER V ‘ CHANNELO Vv SECURE Vv ®

13. M Plugins F#z5%4, #3% Pin Configuration (5|HIFCE) , RJ5 ¥ Pin Settings (5| I
B ETR. KT ESCN Ports (Bi1) o ARAE N TR IR FRE 1047 51 B E

@ MICROCHIP

17



& 3-17. Pin Settings & I ——5| I &

KitWindow x | StartPage x| ProjectGraph x| PinDiagram x| PinTable x| PinSettings x|
Order: [Borts vl ' Table View | [~ Easy View
:"3 - Pin ID Custom Name Function Mode Direction Latch PullUp  PullDown Drive Strength  Security Mode
16 PA11 Available Digital High Impedance Low O O NORMAL v | SECURE v
21 PA12 Available Digital High Impedance Low O O NORMAL v | SECURE v
22 PA13 Available Digital High Impedance Low O [0 | NORMAL v | SECURE v
23 PA14 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
24 PA15 LED GPIO Digital Out Low NORMAL v | NON-SECURE "I
25 PA16 Available Digital High Impedance Low O O | NorRMAL | sECURE v
2% PA17 Available Digital High Impedance Low E [0 | NORMAL | SECURE v
27 PA18 Available Digital High Impedance Low O O NORMAL v | SECURE v
28 PA19 Available Digital High Impedance Low O O NORMAL v | SECURE v
29 PA20 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
30 PA21 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
31 PA22 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
32 PA23 EIC_EXTINT2 Digital In/Out nfa NORMAL v | SECURE v
33 PA24 Available Digital High Impedance Low O O NORMAL v | SECURE v
34 PA25 Available Digital High Impedance Low O O NORMAL v | SECURE ~
45 PA30 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
46 PA31 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
47 PBO2 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
438 PBO3 Available Digital High Impedance Low = [0 | NORMAL | SECURE v
7 PBO8 SERCOM3_PADO Digital High Impedance n/a O [0 | NORMAL | SECURE v
8 PBO9 SERCOM3_PAD1 Digital High Impedance nfa =] [0 | NORMAL | SECURE v
37 PB22 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
38 PB23 Available Digital High Impedance Low O [0 | NORMAL | SECURE v
vE:

- PBO8 f1 PB09: SERCOMS3 TX 1 RX 5| I

- PA15: LED

- PA23: JF%

HEEL,

(DS70005567B_CN) .

%2 I, PIC32CM LS00 Curiosity Nano+ Touch ¥4 T B AL 457
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/& 3-18. PIC32CM LS00 Curiosity Nano+ Touch JT & 4% 51 1143 Fic

A
NOTE on CDC:

TX and RX cross here.

PBOS CDC TX J7
PB09 CDC RX J8

\\_PA04 UARTI TX
IN\\_PA0S_UARTI RX
IN_PAL DC sDA
PAI3 XC SCL

\_PA08_SPI MOSI

IN_pal1_sp1 MIso

\_PA09 SPI SCK

IN_pAL0 SPI st

y R18
é. 100k
J6
nRESET
% PA31 SWDIO DBGO /
J1

PA20 RST1
PA14 INT1
.

PA0S PUMD
PA03 PWM1
PA02 ADC2
PB03 ADC1
PB02_ADCO /

AN

GND

\ PA16 UART) TX

\ PA17 UART? RX

\ PA18 INTO/UART RTS
\ PAQ7 RSTD/3

PB23 CS3 /
PA19 CSIUART? CTS

PAOT RST23

PB2) INT3

\_PA00_XIN32/GPIO3

PA01 _XOUT32/GPIO2

\[Eis UsEr tencrior ]

PA23 MECH BUTTON/GPIOS /

§ PAY1 TOUCH BUTTON SHIELDGPIOS /
) - /

PA2) TOUCH BUTTON/GPIO4

GND

IARGEL

14. BE I H Kt System. 7£ Configuration Options J& 14 it

N AR TILE R B NE
A 3-19. MPLAB® UG IL B 25 —— (7 fif 2 C &
[ StartPage x [ Kt Window

K x| ProjectGraph x|

CNANO48-pin edge connector

fh R, BEAT U ACE LLR AR 2 4l R K

‘f:i‘ @ @ Configuration Options x \

Profiles:  Main ~ View: |Root ~

X|QQEB *“@D‘ll’lugins: v

NVMCTRL

Peripheral Library
MEMORY

Device Family Pack (DFP)
CMSIS Pack

SERCOM3
Peripheral Library
UART

Secure STDIO
UART

PM RTC
Peripheral Library Peripheral Library
PM TMR

3.2 ApifAY

SRc

= System

[=-Device & Project Configuration

=-PIC32CMS164LS00048 Device Configuration

~-Note: Set Device Configuration Bits via Programming Tool
Fuse Settings

Arm® TrustZone® for Armys-M

E-Memory Configuration

5 IAppIicatinn Non-Secure Callable size | 0Bytes vI
~~Boot Non-Secure Callable size 0Bytes v
application Secure size 13:2;1;43‘:{7(257;
+~Data Secure size 16,384Bfms vi
- Boot Protection size 0Bytes v
- RAM Secure size 32,768 Bytes v

- Project Configuration

1. BCEANEJG, Hidi Resource Management [MCC] CRIFEFIIMCCD , #RJG ¥l Generate (VEf) ik

i
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& 3-20. 4= ALY

Projects T Files | Resource Management [MCC] x | =
MCC w5.5.1

Project Resources | Generate l Import... || Export |£| |@

¥ Libraries &

* Harmony

¥ System

S Cuctam o

Device Resources (2 Content Manager

¥ Libraries

B 2 Harmony

2. AERRAIAREG 24 SCHE RS R e nE] 32 7 MCC Harmony v3 T H . fEAE s AS h, v A u
SysTick. SERCOM. EIC. NVMCTRL. RTC. iR PORT 4MEAE BRI AMEEE SCA
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B 3-21. AR 22 A2 A0 H A B AR

Non-5ecure Project

Projects x

Eﬁ tz_pic32cm_ls00_cnano
E' Device actions

|_‘—} Header Files

Secure Project

Projects x]

ﬁ tz_pic32cm_ls00_cnano

I_‘—} Header Files

Elﬁ tz_pic32cm_ls00_cnano_secure

EI config EI config
E(GF defaut E-(gg default
AT definitions.h|
..... 3 device.h --BE] device_cache.h
..... 3 device_cache.h -] device_vectors.h
----- device_vectors.h i8] interrupts.h
..... @ interrupts.h EEI"- peripheral
EEI"' peripheral | PP toolchain_specifics.h
----- @ toolchain_specifics.h -] device.h
- packs a-{iF packs
[ Important Files - (fF) Important Files
G-[[F Linker Files E-[EE] Linker Files
[}-g Plugins E-|gg Source Files
E-(g) Source Files E-{gg config
2 config E-[gg default
B-Gg defout | e exceptions.c
..... exceptions.c - initialization.c
----- I initialization.c -8 interrupts.c
..... interrupts.c -8 libc_syscalls.c
----- 3 Jibe_syscalls.c E peripheral
= peripheral " dock
.. e -- gic
.. port -- evsys
.. systick -- nvic
..... 4 startup_xc32.c nvrnctrl
EEI--- stdio " prm
..... @ main.c -- port
----- D pin_configurations. csv " rtc
[}-ﬁ‘ Libraries sercom
[}-ﬁ' Loadables

B[ tz_pic32em_ls00_cnano_secure
Eﬂ---ﬁ tz_pic32cm_ls00_cnanogroup EEI"- stdio

..... main.c

[}-ﬁ' Libraries

[}-ﬁ‘ Loadables

Eg---ﬁ tz_pic32cm_ls00_cnanogroup

:
¢ MCC fEZ4MIEZ T H A M main . ¢ SO

© MCC 24t 7 — MG TUR E SUE RIS 44, R RAE ATk 30, A i SCAF A4 BRIACN main.
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4.  RNHEFEENNE S EZEMZEINH

4.1. HindEzENARFEE
B RFEATEZN AT, 15RO DR EAE:
1. FTHAEZ2TH (tz_pic32cm_Is00_cnano.X) fmain.c XM, F7E SYS_Initialize()Z J5 &N EA AR
5.

SYSTICK TimerStart () ;

2. £ while 63N, IR, i LED LAERIAE R 500 ms 4TV #E:

LED Toggle () ;
SYSTICK DelayMs (500);

3. HF|AEZ AT B, N T AR R 2 4 [ ST R AR g 1R S 2
a. f£ MPLAB X IDE ff] Project Properties (JiH /@) & O, AT,

b. 7ELMIK) Categories #43 F, %4 Building (4:1%) , ZRJG{EA4 M Configuration (FRE) J&
PET Y, % Execute this line after build (7£4% %2 5 #4T1%47T) HikkE.

C. (ERIEHE T T MA LT R HE AL

rm -rf ${ProjectDir}/../../hex && mkdir ${ProjectDir}/../../hex&& cp
${ProjectDir}/${ImageDir}/*.hex ${ProjectDir}/../../hex &&

${MP_CC DIR}"/xc32-objcopy" -I ihex -O binary
S{DISTDIR}/S${PROJECTNAME} .S { IMAGE_TYPE} .hex
S{DISTDIR}/${PROJECTNAME}.${ IMAGE_TYPE} .bin && cp
${ProjectDir}/${ImageDir}/*.bin ${ProjectDir}/../../hex

B 4-1. A AR 22 4 [ LSRRI A

g Project Properties - tz_pic32em_ls00_cnano *

Categories:
@ General Configuration type: application - [ Use "dean" target from the Makefile
- ----- @ File Indusion Exdusion
£~ @ Conf: [default
i @ Loading ] Execute this line before build
- @ Libraries
- @ XC32 {Global Options)

Pre and post step operations:  Note: commands sre run from the project directory (ProjectDir mscro below)

Macro Value

i @ xc32-as Insert Macro
: o ShExtension .bat
i Device PIC32CM5164L500048
xdaiy ProjectDir "D:\software_ attack protection\firmware\tz_pic32cm 1300_t
xc324d
< >
xc32-ar
Analysis I Execute this line after buiIdI
IPE}.hex &{DISTDIR}/S{PROJECTNAME}. S{IMAGE_TYPE}.bin && cp ${ProjectDir}/s{ImageDir}/*.bin S{ProjectDir}/.. .. hex) I
Macro Value
Insert Macro
ShExtension .bat
Device PIC32CM5164L500048
ProjectDir T"D:\software_ attack protection\firmware\tz_ pic32cm 1500_t .,
< >
Options affecting hex file:
[ Insert unprotected checksum in user ID memory [ Mormalize hex file

Manage Configurations. ..

Manage MNetwork Toals. ..

Cancel Unlock Help

4. i Apply (BAD , #RJEHE OK (ise) -

@ MICROCHIP

22



5. ff Projects , ### il tz_pic32cm_Is00_cnano, %45 #.ili Set as Main Project (i3 & N3

HD .

4-2. R AR AT H BLE N LT H

6. i Hd; Clean and Build GERRIEHREE EAREUN T Hi41% HiE#E Clean and Build Main Project

Projects = | Files

Elﬁ tz_pic32cm_|s00_onano

-- Header Files

-- Important Files

-- Linker Files

E} Source Files

{ config

main.c

D pin_configuratio

ﬁ‘ Libraries

ﬁ‘ Loadables

= tz_pic32cm_ls00_cnano

-- Header Files

-- Important Files

-- Linker Files

-- Source Files

ﬁ‘ Libraries

ﬁ‘ Loadables

= tz_pic32cm_ls00_cnano
[ tz_pic32cm _Is00_en
- [E tz_pic32am_ls00_en
D project.group

= || Kitwindow x| Star

1

Build =
Clean and Build i
Clean

Batch Build...
Set Configuration 2

Mew >

Add 2"

Set as Main Project E

z_pic32cm_ls00_cnano - D. Versioning 5
- — — g J

% '.‘B tz_pic32cm_ls00_cnang History 5
""" P Project Type: Appli

@a Elé Device Properties

- R N R AR

Find... i

Locate Headers

Run
Debug
Step into

Make and Program Device

Projects x|,

Close

Open Required Projects *r
Code Assistance 0
Analysis =1

Show Code Coverage Summary ]

GEBRIFIEETIH ) FETH, RS IAEDH 2 5 R 1%
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B a-3. i BRI 9w ik

EHE]) R 96 OB

Kit Windaw Clean and Build for Debugging Main Project
Clean and Build Main Project II:

4

Source HiS'I

o | Clean and Build with PRO Cornparison Main Project
La]

7. Ktk am H K b SR S E hex UL E (B842: Di/software_attack_protection/hex) .
B 4-a. it Az Bl ik S AL B

This PC Mew Volume (D:) software_attack_protection hex

Marme - Date modified Type

.'_u tz_pic32cm_|s00_cnano.X.production 87142024 BIM File
B tz_pic32cm_ls00_cnano.X.production 8/14 4 10:00 AN HEX File
. tz_pic32cm_ls00_cnano.X.production.unified 8/14,/2024 10:00 AM HEX File

8. FIFam A HRRnFE I FMBIL T AL .
¥§4%: <Harmony XX £ 17>/bootloader/tools

H: WA Harmony SO £ %) bootloader SC#F3¢, i%1#i il MPLAB N 5 & HL3: N & A %4 FE 7
£ (v3.7.0 BE A .
9. 1517 Python A btl bin to c array.py, FAEZe N HREFF ZHEHISCA RN B8 TN 4
Y C 15 5 XU EAL.
python btl bin to c array.py -b

D:\software attack protectlon\hex\tz _pic32cm 1s00 cnano.X.production.bin -o

D:\software attack _protection\firmware secure\src\non secure app image pic32cm 1s00 cnano.h
-d PIC32CM

& 4-5. i21T Python HIA

32vemnd.exe

10. A RIIAT G W] LAE 2T H ISR h R BIAR 2 e M RE P R (USERIAS) kL.
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B 4-6. 224 N RS e AR ) 32 S il A

l This PC Mew Volume ([) software_attack_protection firmware_secure

Mame b Date modified

B <onfig /15/2024 2:34 PM
l packs
ﬂ main

non_secure_app_image_pic32em_ls00_cnano f15/2024 3:15 PM C Header Source F...

4.2. HMrENAEFZE
TR RUEAT SRR, I TS B

1. fEmain.c SO A B 224N R PP A A LR AR A

#include <string.h>
#include "non_secure_app_image_pic32cm_1s00_cnano.h"

#define APP_IMAGE_SIZE sizeof (image pattern)

#define APP_IMAGE END ADDR (APP_IMAGE START ADDR + APP IMAGE SIZE)
#define NON SECURE APP ADDR (TZ_START NS)

static uint8 t *appStart = (uint8 t *)NON SECURE APP ADDR;

static uint8 t *dataStart = (uint8 t *)NVMCTRL DATAFLASH START ADDRESS;

uint8 t firmware digest 0[64];
uint8 t firmware digest 1[32];

& 4-7. AL R A%

24
25
26
27

a
(=]

29
30
31
32
33
34
25
36 $define APP THMAGE SIZE sizeof (image pattern)

24 #define APP IMAGE END ADDR (ARFP_IMAGE START ADDR + APP TMAGE SIZE)
i #define NON SECURE APP ADDR (TZ START N5)

39
40 static uint8 t *appStart = (uint8 t *)NON SECURE APP ADDR;

41 static uintf t *dataStart = (uint& t *)NVMCTRL DATAFLASH START ADDRESS:
42
43
44

t firmware digest 0[&4]:

Tt firmware digest 1[32]:

2. fEmain.c XM ERInG S ROM APl LA T 75 215 [ EA4T.

typedef struct
{

/* Digest result of SHA256 */
uint32 t digest([8];

/* RSCKE +/

uint64 t length;
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/% AR RIARB IR */

uint32 t remain size;

/* BURRIARMAZEMX (512 i) +/
uint8 t remain ram[64];

/* crya_sha_process I} 256 77 RAM ZZPPX */
uint32_ t process buf[64];

} SHA256_CTX;
SHA256 CTX sha256 ctx;

typedef void (*crya sha256 init t) (SHA256 CTX *context);

typedef void (*crya sha256 update t) (SHA256 CTX *context, const unsigned char *data,
size t length);

typedef void (*crya sha256 final t) (SHA256 CTX *context, unsigned char output[32]);

#define crya sha256 init ((crya sha256 init t) (0x02006810 | 0x1))
#define crya sha256 update ((crya sha256 update t) (0x02006814 | 0x1))
#define crya sha256 final ((crya sha256 final t) (0x02006818 | 0x1))

3. fEmain.c XXfFHEE flash_write AP, DAEFEAR 2 INAF XS R AR 2 A B, IFAE 28l N
(e NG PN GR -

static void flash write(uint32 t addr, uint8 t *buf, uint32 t size)
{

uint32 t end addr = addr + size;

if ((addr & NVMCTRL DATAFLASH START ADDRESS) == NVMCTRL DATAFLASH START ADDRESS)
{
/xRS AR INAE X */
NVMCTRLiRegionUnlock(NVMCTRLisECUREiMEMORYiREGIONiDATA);
while (NVMCTRL IsBusy());
}

else

{
/* AR A INAE X H +/
NVMCTRL_RegionUnlock(NVMCTRL_MEMORY_REGION_APPLICATION);
while (NVMCTRL IsBusy());

if (addr % NVMCTRL FLASH ROWSIZE == 0)
{
/* RBRAT </
NVMCTRL_RowErase (addr) ;
while (NVMCTRL IsBusy());
}

/* YmtE 64 T */
NVMCTRL PageWrite ((uint32 t *) (buf), addr);
while (NVMCTRL IsBusy());

addr += NVMCTRL FLASH PAGESIZE;
buf += NVMCTRL FLASH PAGESIZE;

}while (addr < end addr);

4. K SHA-256 M7y MR 22 4 [EAFIRAUE APLZINE] main. ¢ SCFH, DTSR 22 [l AF 2L

static void sha256 hash (SHA256 CTX *ctx, const uint8 t *message, uint32 t length,
unsigned char digest[32])
{

uint8 t dataBuf[64];
uint32 t buflIdx = 0;
crya sha256_ init (ctx);
do

{
memcpy (dataBuf, &message[bufldx], 64);
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crya sha256 update (ctx, dataBuf, sizeof (dataBuf));
buflIdx += 64;

}while (bufIdx < APP IMAGE SIZE);

crya sha256 final (ctx, digest);

static bool non secure app verify(void)

{
sha256 hash (&sha256 ctx, appStart, APP IMAGE SIZE, firmware digest 1);

if (memcmp (dataStart, firmware digest 1, 32) != 0)
{

printf ("Firmware is Corrupted....!™);

printf ("\n\r\n\r");

printf ("Firmware Digest after tamper detection:");
printf ("\n\r\n\r");

for(int i=0; 1<32; i++)
{
printf ("0x%X ", dataStart[i]):;

if((i%8 == 0) && (i != 0))
{

printf ("\n\r");
}

}
flash write(TZ START NS, (uint8 t *)&image pattern, sizeof (image pattern));

sha256 hash (&sha256 ctx, image pattern, APP IMAGE SIZE, firmware digest 1);

printf ("\n\r\n\r");
printf ("Restored Firmware Digest:");
printf ("\n\r\n\r");

for (int 1=0; i<32; i++)
{

printf ("0x%X ", firmware digest 1[i]);

if((i%8 == 0) && (i != 0))
{

printf ("\n\r") ;
}

}
printf ("\n\r\n\zr");
printf ("Genuine Firmware is restored");

}

else

{

return false;

}

return true;

5. fEmain.c PREGHTHESHEA 30 I RTC [,

void timeout handler (RTC_TIMER32 INT MASK intCause, uintptr t context)

{
if (RTC_TIMER32 INT MASK CMPO == (RTC TIMER32 INT MASK CMPO & intCause ))

{
if (non_secure app verify() == true)
{
SYSTICK DelayMs (2000) ;

NVIC SystemReset ()
}
if (RTC_TIMER32 INT MASK TAMPER == (intCause & RTC_TIMER32 INT MASK TAMPER))

{
RTC REGS->MODE2.RTC TAMPID = RTC TAMPID Msk;
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printf ("Software Attack Detected");
printf ("\n\r\n\r");

}

6. f£main.c H[# SYS_Initialize APl Z J5 i EL FAXAS v B o
sha256 hash (&sha256 ctx, image pattern, APP IMAGE SIZE, firmware digest 0);

flash write (NVMCTRL_DATAFLASH START ADDRESS, firmware digest 0, sizeof (firmware_digest 0));

3y

VE:
- sha256 hash: VIR AR 2 A [ A (A 40 2
- flash write: [ EAAE AR 242 20 A7 X Sk

SYSTICK TimerStart () ;

RTC Timer32CallbackRegister (timeout handler,0);
RTC Timer32Start();
= (N A e e W) g

printf ("\n\r Software Attack Protection Demo "y ;
A R A N A \n\zr");
if (non_secure app verify() != true)

{
printf ("\n\rFirmware is Genuine");
printf ("\n\r\n\r");

N

1E:

- non_secure_app_verify: RAEARZARE M, WERBAERMG WK HSLRIA G2 2IE 2 42 N A7
X
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5. HwmiFIHFEBITNHER
I DL AP BBLE PIC32CM LSOO Curiosity Nano+ Touch 14t T H AL 1 g B 4F Boai 3 B AL -
1. AT H %k Set as Main Project, K tz_pic32cm_Is00_cnano Wi H BB AETH .

B 5-1. K dE e e i H s E OV BT H

! = || KitWindow x| Star
gl Build 1
(I Important Files Clean and Build
] -- Linker Files
: Clean
E} Source Files _
4 b Batch Build...
o main.c Set Configuration x|
; D pin_configuratio i
: 3 fs
G-[i§ Lbraries Lo
G-[fF Loadables Add 1
= tz_pic32cm_ls00_cnano . .
__ Header Files Set as Main Project E
-- Important Files Find... i
" Linker Files Locate Headers E
G- [F Source Files i
-[l§ Ubraries Run
G-[B Loadables Debug
I':'Iﬁ tz_pic32cm_ls00_cnano Sien intn
[l tz_pic32cm_ls00_cn
’ﬁ tz_pic32em_Is00_cn Make and Program Device i
Hy D pruject.grﬂup PrDjECtS y .
Close
Open Required Projects s
Code Assistance LR
Analysis Bl
Show Code Coverage Summary
2 -
z_pic32cm_ls00_cnano - D: Nersnnuig "
22 ',’B tz_pic32cm_|s00_cnang History ?
i Y Project Type: Appli
68 =- Dievice Properties
| R I opempmpeges Tl 1

2. PIC32CM LS00 Curiosity Nano+ Touch #F4li TH A FHEH Nano ik AxVii#: (nEDBG) #E471
e ¥ Type-A A=LF£ micro-B USB £ 45 i%#: %] PIC32CM LS00 Curiosity Nano+ Touch #F4f T H AL |
f) micro-B USB i 1, PA{#EXF PIC32CM LS00 Curiosity Nano+ Touch - T H AT H AT
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& 5-2. PIC32CM LS00 Curiosity Nano+ Touch 34 T H AL AE 15 B

Debug USB

3. 3% Project Properties, EFAF{F T H A4S0 525
a. f£ MPLAB X IDE [{] Project Properties 7 1+, $47iXsediE,

b. TEAMI Categories #B4 ~, i%&4F Conf: [default], %X JG1E4i N Configuration J& 1 UL T H % £
Connected Hardware Tool CGE#EE/F T H) 1 Compiler Toolchain (4iie# THEE) .

5-3. 7l H J& :——PI1C32CM LS00 Curiosity Nano+ Touch ¥4 T. B4

a Project Properties - tz_pic32em_ls00_cnano

Categories: Configuration
o @ General Family: Device:
), Rl mdisonEision Al Famiies v | |PIC32CM5154.500048 v
Loading Connected Hardware Tool: Supported Debug Header:

oG IPICSZCM LS00 Curiosity Nano Plus+5N: MCHP123.., | [ Show Al None
Building
¥C32 (Global Options)
2 xc32-as Packs:
@ xc32-goc =-| | PIC32CM-5_DFP
@ xc32g++

@ xc324d
@ xc32-ar
e @ Analysis

Compiler Toolchain:

load

X C:\Program Files\Microchipic32'w4. 45'bin]
-%C32 (v4.40) [C:\Program Files\Microchipxc32iw4. 40%bin]
32 (v4.35) [C:\Program Files\Microchipwc32\w4. 35\bin]

Manage Configurations. ..

: Manage Nefwork Tools...

Cancel Unlodk : Help
4. i Apply, #AJ5 il OK.

5. it #id; Clean and Build EIFsEN T Hi 513 H1i%E % Clean and Build Main Project 4wi¥TiH, A5
B UETI H J2 1 g 1% o
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& 5-4. Ji5 55 4 7

- -E D - %

=
v
&
s;
i
e

Kit Windaw Clean and Build for Debugging Main Project -
Source | His Clean and Build Main Project IE
o | Clean and Build with PRO Cornpariscn Main Project |-

6. BTN B A ZOHE B 43 1 B AR A Gm R N FE
& 5-5. gL as

-y - G- D -
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6. W MPLAB $#E vl fl4b 28 b A%

1. iENHER SR mIES, B T B R AES 4 1 AR T MPLAB U rT 4L 4%
& 6-1. |55 MPLAB %42 i] ¥4k 28

LH-B0-R% QAR @]

2. Hl NEPRIG #7428 kR, FLE PIC32CM LS00 Curiosity Nano+ Touch 1A% T AL & 4755 5 & .

6-2. HiAT I I E

KitWindow x | StartPage x| |main.c x |[J] MPLAB Data Visualizer x

Workspace: [ Clear A Load.. [ save ses | Views: B Time Piot

£ PIC32CM LS00 Curiosity [=mea < T
2 | I8 Nano Plus+ v
S

Debug GPIO &>

COM62 Elr

3. £ COM BE Pk R i BN 115200,
&l 6-3. YRR ACE

Kit Window = I Start Page = main.c = @ MPLAE Data Visualizer xl

Workspace: [ Cear &) Load.. [Fsave *== | Views: B Timeriot [ Terminal *** | Protocals:

£ PIC32CM LS00 Curiosity SN N
2 | M&] Nano Plus+ b
Debug GPIO &
COMé62 ﬁ‘ COMEZ Settings
o Baud Rate: I 1152'3'3| = I
Char Length: dbits ¥
Parity: Nene *
Stop Bits: 1bit =

]

4. Bl R EFTR #E bR, $TIF PIC32CM LS00 Curiosity Nano+ Touch it T H AL 88 47 55 11
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& 6-4. T I 5117 COM ¥ 1]

Kit Window = I Start Page = main.c = @ MPLAB Data Visualizer =

Workspace: [ Clear &) Load.. [save ses | Views: B Time Piot

2]  Pic32cM LS00 curiosity oo >
2| W8] Nano Plus+ v
3

Debug GPIO £ »

CoM62 2 []

5. i Send to Terminal (k3| &Kum) EEETEHEHE, AEHRT Close (i) .
P 6-5. 3 5 £ ity 12t T

@ Start visualizing data X

Data capture has started on COMG4, but the data is not being visualized or logged to file.

Start visualizing data as it is captured:

ket Plot Raw B3 send to Terminal fﬂ' Variable streamer
Visualize the raw data See a text view of the serial data from Configure a variable streamer to
from COMSE4 on a COME4 with options for configuring decode the incoming seral data
graphical time plot. how it is presented. from COMEL,

Visualizations and logging can also be added using the controls for data sources in the left side bar. For detailed
configuration of visualizations, use the options in the sidebars on the right.

Show this dialog on data capture start

6. FIIFmAHRfFIERMBILL N E: C\Program
Files\Microchip\MPLABX\v6.20\mplab_platform\mplab_ipe

¥: PIC32CM LS00 Curiosity Nano+ Touch ¥l T B AL E A T2 A MCU IR A #%4H . S8 TR
¥, AI{EBh MPLAB IPECMD, ¥ reset fir4&i%%| nEDBG LAE {7 MCU.

7. B4TLL R4 LLE AL PIC32CM LSOO Curiosity Nano+ Touch 344 T. A £,

ipecmd.exe -P32CM5164LS00048 -TPNEDBG -OK
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& 6-6. & i/ PIC32CM LS00 Curiosity Nano+ Touch ¥4 T. B4,

\Windows\System32\cmd.exe

C:\Program Files\Microchip\MPLABX\v6.20\mplab_platform\mplab_ipe>ipecmd.exe -P32CM5164L500048 -TPNEDBG -OK
DFP Version Used : PIC32CM-LS_DFP,1.3.278,Microchip
Choosing default interfa

August 14 2024--- 14:30:
Loading script file C:\Users\
-m23.py
Begin comm session
Currently loaded versions:
Application version.
Tool pack version

rget voltage detected

rget device PIC32CM5164L5S00048 found.

Device Rev on Id = Ox@
Device Id X20860002
Operation Succeeded

ripts\dap_cortex

C:\Program Files\Microchip\MPLABX\v6.20\mplab_platform\mplab_ipe>

8. 7 MPLAB ##is n Ml ik 28 W22 5 shi i ¥4 5., PIC32CM LS00 Curiosity Nano+ Touch 34 T. 2

1 LEDT 43
B 6-7. Ja shiziil &6 H B

Kit Window x| StartPage x| ®|main.c x |[JJ MPLAB Data Visualizer x

Workspace: [ Clear @) Load.. [2) save =es

£ PIC32CM LS00 Curiosity
g IE' MNano Plus+

s L DG| @)

%1 Debug GPIO

1

&| cowme2

g

£ »

I+ m

CAPTURING

F
[

Views: B TimePlot [BS] Terminal **» | Protocols:  EE DVRT Session

irmware is Genuine

& 6-8. PIC32CM LS00 Curiosity Nano+ Touch ¥ T. Bl - f LED1 ) #k

W _ipz

PIC32CM LSQ0 g
Curiosity Nano|§

9. #% '~ PIC32CM LSOO Curiosity Nano+ Touch ¥4 T AL 1) SW1 &40 DUV AR 2
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B 6-9. AT I AR AL

10. M%< MPLAB %4 vl MiAL a5 _E i Boadi IR szl i B

6-10. A i 5 5))
Kit Window x | StartPage x| [ Output x | (] MPLAB Data Visualizer x| (| main.c x| | main.c x|

Workspace: [ Cear &) Load.. [P save oo+ | Views: B TimePiot [ Terminal **= | Protocols:  [EE] DVRT Session

2| piczacm LS00 curiosity e <
2| M Nano + Touch - Zmeny T SR
1 B DG @ N I o s

Debug GPIO ‘m_ > Firmware is Genuine

— Software Attack Detected I

| |
COM26 &m
Seriz CAPTURING

1. —HIkZ| RTCH#N, Z4eNHARFMSITRRIEIEZ Bt aURGUERM, W20k k24 B i
SERIA G RIAE 2 A N AF XI5
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A 6-11. dF 2 & [E 36 IE

StartPage x| KitWindow x | [ MPLAB Data Visualizer x|

Workspace: [ Clear A Load.. [ save ees

Views: B TimePiot [2] Terminal *++ | Protocols:  [E] DVRT Session

[B&] Nano + Touch

Debug GPIO

Tl | e e st al
DGl Endpoint

Connections

COM26

PIC32CM LS00 Curiosity

&5 »
E OH

fo N |

CAPTURING

Firmware 1= Genuine
Software Attack Detected

Firmware 1s Corrupted....!

Firmware Digest after tamper detection:

0x0 0x0 0x0 Ox0 Ox0 Ox0 Ox0 Ox0 O0xD
0x0 Ox0 O0x0 Ox0 Ox0 Ox0 Ox0 OxO
Ox0 Ox0 0x0 OwQ Ox0 Ox0 OxO 0wl
0x0 Ox0 O0x0 O0x0 O0x0 0xD OxD

Restored Firmware Digest:

OxE5 Ox2 Ow6B Ox78 Ox37 Ox8C Ox7B OxA OxF2
OwxD4 OxE7 0wB7 OxF3 Ox7B OxES Ox48 OxSE
OxE® OxEA Ow6D Ox14 OxF3 Ox65 0x90 Ox50
0x89 0xD2 OxES OxDD OxB1 Ox6E 0x33

Genuine Firmware 1s restored |

Firmware 1= Genuine

)

W IR SERIA )G, 7N AR R s AR AL
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7. e

A M Microchip M3t (www.microchip.com) RN# LR 3CRY:
- PIC32CM LS00 Curiosity Nano+ Touch ¥l T B AL J1 457 (DS70005567B_CN)
- PIC32CM LS00/LS60 Security Reference Guide (DS00003992)
PIC32CM LS00 Curiosity Nano+ Touch ¥4t T A £
{8l MPLAB® Harmony v3 #4HE4LLE PIC32CM LS60 Curiosity Pro ¥t T2 A Fseil %4 5] %

42 MPLAB Harmony v3 I £ (5 2, Ui Microchip Mik:  developerhelp.microchip.com/
xwiki/bin/view/software-tools/harmony/

HREFNHAREFEZER, 2 W https://github.com/Microchip-MPLAB-Harmony/

reference_apps

A% 32 M LB RV IR U RN 25 5., WES I 32 A MU SRR T RS 18/
(DS70005534A CND
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http://www.microchip.com
https://www.microchip.com.cn/newcommunity/Uploads/202504/67fccae785d4e.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ApplicationNotes/ApplicationNotes/00003992B.pdf
https://www.microchip.com/en-us/development-tool/EV41C56A
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/secure-boot-app-pic32cm-ls60/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/
https://github.com/Microchip-MPLAB-Harmony/reference_apps
https://github.com/Microchip-MPLAB-Harmony/reference_apps
https://www.microchip.com.cn/newcommunity/Uploads/202404/6620805f4a70b.pdf
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Microchip [ &
P AR

“Microchip” MAFRMBARAEE. “M” Blbs &L HAMZFR. Brbs Al 5S4 Microchip Technology
Incorporated i H I A R F/ELT 2 7 £ 5 AN /88 A FE 58 sl X 33 i AR s b ¢ “Microchip 7
7 ) o F XK Microchip FFsI{EE, Wi https://www.microchip.com/en-us/about/legal-
information/microchip-trademarks.

ISBN: 979-8-3371-3054-5

R

PEAEA SR B o ST O T8 T ERf# . 1520 ZASCR AL S DSt 4, RO R it T %
Microchip 7= i P e AV B 5 01045 45 2. Microchip Technology Inc. 2 H 4y A m R AR . &4
5 QT R 5 AP X B S0 R REAFLE AT A 22 i AR 52 4F . #1127 Microchip Technology
INC. IR ST I R SRS o

A H ) B AR R 4E BAUEH T Microchip 724, B3 MK LLECKE Microchip 72 8 R 18 1
FH e DLHAR AT AR 7 20fd X 2645 B AR A E S ok o AR b ) 240 B R A5 B A 3R AR,
FRAT R KA TN BATEATHRN MG EAREE. mFHRBIMISCRE, EBR L) Microchip #54
JpEAL, B IR www.microchip.com/en-us/support/design-help/client-support-services.

Microchip “#%ZJ5itt” $2ftiX {5 5. Microchip X £e(5 BAMEAET IR BUE R Pisi sk, e s
i S0 P B BAE AR, AFREANBR FEE X AU« & B AR B I 1R M A s 4 AR, Bl X HL
FTEGL. BRI LR

TEARATIEOUT, 0T DRI e {5 2 B LA JE T = AR A T (A1 1 Rk ) ZE SRR BRI B A
IR BT MZRAU G FFEY, Microchip SEASAIAEM 534E, RIfE Microchip Lg% &nml fg &k A0 5%
B P AT . TEVEA VRIS VS RN, T DRI 645 5 B e S = 2 (1 BT 2R
Microchip ZEAEATIE LN BT A& FH 42 B ST AN HY A o 3R 455X 2645 B 1) Microchip BRI I4H (n
) . WSk Microchip #84FH T A 4EREFI/BUE e AN, — VIR B L7 B fe K07 A AR Bk 5
RAEAT—OI0E . BE RABZ R, 24 fIEREE Microchip S T&RIEE IR, BRAERSMEI], 1E
Microchip &R AR, ANGWE 1 B LA A 77 2 LEAR AT VF AT E.

Microchip 23ISR Th &
WEVER LN A 9% Microchip 7= i A AR 4 Th e F 2 4
Microchip 7= 5 #41ik %] Microchip $dis F- it A BTk i R RE
Microchip #if5: fEIEE A HAG TAEMEMIEN T, Microchip R0/ IR 24,
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TNRES IR (B TAERBGEZE)  (Digital Millennium Copyright Act)
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CHEAEIE” . AR IR DI RE AL THFER R . Microchip AR AT B0 ™ i B AR R 37 T BE -

39

@ MICROCHIP


https://www.microchip.com/en-us/about/legal-information/microchip-trademarks
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PIC32CM2532LS00048. PIC32CM2532L500064. PIC32CM2532LS00100. PIC32CM2532LS60048.
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https://www.microchip.com/en-us/product/PIC32CM2532LS00048
https://www.microchip.com/en-us/product/PIC32CM2532LS00064
https://www.microchip.com/en-us/product/PIC32CM2532LS00100
https://www.microchip.com/en-us/product/PIC32CM2532LS60048
https://www.microchip.com/en-us/product/PIC32CM2532LS60064
https://www.microchip.com/en-us/product/PIC32CM2532LS60100
https://www.microchip.com/en-us/product/PIC32CM5164LS00048
https://www.microchip.com/en-us/product/PIC32CM5164LS00064
https://www.microchip.com/en-us/product/PIC32CM5164LS00100
https://www.microchip.com/en-us/product/PIC32CM5164LS60048
https://www.microchip.com/en-us/product/PIC32CM5164LS60064
https://www.microchip.com/en-us/product/PIC32CM5164LS60100
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