Zigbee® B H0 3T @ MICROCHIP

77 i U

i

AR FHAE T VRGNS 4R T o] T BB R P SR AR LR T LA K 25T Miicrochip MCU ILRESTELE T & . 75 Zigbee R4

W, BRER T H (i Wireshark Network Protocol Analyzer (f&i#R Wireshark) D T4 #F1 73 b7 W0 45 b 22 el ot 76
FERFMA B G EE . fERE AR 7 Zigbee /= MWL, T 77 5t W) 75 SELE ARV, ] Wireshark
HEAT RIS A T B AR 4 1 B A A B Wireshark SEEAT S0 G 210 77 3

Wireshark J&—ak % 9% FF IR 8 G 0 A 8 . i 7E PC _Fig4T Wireshark, B RT#4 02 W 45 LR FR S . Wireshark

R R

o WS AT

© Ot

o BRARRETUOT R

o HEERN

Wireshark Sniffer Interface Tool (Wireshark Mg+ 1 T H) 11 573%4H: Wireshark Bl P 5tii (Graphical User
Interface, GUD 5izf77E ZigBit USB ¥ #% LIRS 1. XFE, 18177E PC L) Wireshark Sniffer Interface Tool

7 FH R P T 5 LR SR 4 1E 475815 . Wireshark Sniffer Interface Tool A% SZif 4 Zigbee ¥l f1 IEEE” 802.15.4
PRAESCRFImRE S, IR &P B TP BUE R, FBH - HRig se B i -

Frik

T
o TR
T


https://microchip.com

FATAT ettt bbb SRRt 1
T etttk R A A et R b bR A R AR AR R A e AR bR ARtttk s e bt tete 1
T BRI ek bbbk bbb bbb bbb bbbt ettt 4
L BT Tl etk bbbk kbbb b bbbttt ettt 4
120 BHAFEEIR et bbbk bbbkt bes bt e ettt 4
T30 BRAFEEIR oottt R bR ARt ARt R bt R et st een 4
T EBETE GRS oottt sttt R bR A ARt s ARt n bbbt ns 4
2. Wireshark Network Protocol Analyzer 1 Wireshark Sniffer Interface Tool HEIR.......ccovvvvivvvvvrnrrrrrerenne 6
2.0, S RE IR AR S £ oot eeses ettt sttt ettt ek ekttt e b s e s s et e e e e e s e e e s tetets 6
2.2.  Wireshark T EAl Wireshark Sniffer INterface TOOI Al T iceeirieeisenirsesesrisssiesssssssessssssssssssssssssssens 7
2.3, KRS B ZIZBIT USB BB vt ieeiriiete sttt st sss st s ssassses s ssssssessssssssessssnsessns 13
B R A T I etttk ke b kbbb kbbbt bbb bbbttt 16
3.1 Wireshark BRI TEIE TR oottt bt bbb bbbttt ettt bbbt bbb 16
o PR IERER T I c.ovevev ettt ettt ettt bt s bbbkt R bR bbbk btk bttt neee 22
AT WIr@SNArK FHFE T T cvevevevererereieteteiet stttk bbbttt sttt sttt st 22
5. Z3HT Zighee Pro P B I R IR o eveeeeseeee sttt sttt be e bbbt bttt b b e s 25
5.1, ZIDEE M TUMEIE ..ovvvvree ettt bbbttt 25
520 IMAC JEH oottt 25
53, EHEBMIRIAZTT BIIZ BT c.ceieeerieiereereieeteetetetesetesesssstssstsesesesese st s e e e esesesssssssssssssesesesesesesesesesesesesesesesesases 27
SA. PR (INWKD BEEEIRZRMIT.cveeeiii sttt ettt bbbt bttt 28
DD B bbb bbb bbbk b bbbttt ne 29
DB T etttk A ARk A ek s bbbttt st n et n e 29
570 BBZE IR ettt e 31
5.8, A R BT AL H . eveveveveteiet sttt sttt ettt bbbttt ettt s et e e e e e e e e s e s e s et et esesets 31
6. ZIHT Zighee 3.0 T il A IR B oo ettt 33
LT O . OO 33
0.2, ZIGDEE H I AR vttt ekttt ekt n e net et neeees 37
0.3, ZIDEE B HH B v eueeeteeieeieteieeet ettt b bRkt b btk b bbbttt e bt eeee 44
6.4, ZIGDEE LRI B cvvrreeeeereeiriseis ettt ettt ARt a bR bR bbb 50
6.5, TOUCKIINK TR cveveteteteteteteteteteessss sttt bbbtk bbb bbb b bbb s s s s s nsesnsenens 57
T EFHIIIETRI ottt bbb bbb bbb bbbttt ettt 59
700 ANJEIB (PAND [AHBIEFETF oottt 59
7.2, Ui B N BE B B oottt een 59
T AT { oYY I == OO R R TTUPTTRT 61
Ble BRI ettt R ARtk kbbb b bbb et bbb b s st s e nanaen 61
8.2, KTFAITATR ettt ettt ettt ettt ettt et e s bt e b e st b et et e R bbb e b e ae et ebebeR e b ebebeteae st etere e b eteterernas 61
T T N W = = T A TR T TR 62

@ MICROCHIP



LT 1 N5 TP T SR U PR 64
Y el Tl 1 T =3 SO 65
TV vt e s st st bbbt 65
TIIETEIH ettt bbbt 65
MICrOCRIP A R R T ovv vttt bbbt bbb bbb s s bbb bt bbbt 65
B T R 11ttt bt st bbb e b4 bRt b b bR bR bR At R A ae bR bbbt bt bR st e b 66

@ MICROCHIP



1.  RESH
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VR B LB F SR

AT08550: ZigBee Attribute Reporting Application Note (42334)

Atmel AT02597 : ZigBee PRO Packet Analysis with Sniffer Application Note (32210)
Atmel-ICE Programmers and Debuggers User Guide (42330)

PRO Base Device Behavior Specification (3.0.1)

ZigBee Alliance Cluster Library Specification Revision 8 (075123)

Matter Device Library Specification (1.0)

Zigbee PRO Green Power feature specification Basic functionality set (Version 1.1.1)
Zigbee Specification Revision 22 1.0 (05-3474-22)

ZigBit USB Stick User Guide (42194)

1.2. @#F%Zk

50-mil 10 5| i1 IDC Jm~F£k 4%

ATMEL-ICE (ATATMEL-ICE)

ATXMEGA256A3U F1 AT86RF212B ZIGBIT USB # % (ATZB-X-212B-USB)
ATXMEGA256A3 il AT86RF233 ZIGBIT USB ## (ATZB-X-233-USB)
Micro-AB USB £:45

1.3. q’fi(ﬁ:%;k

Microchip Studio (7.0.2594)

Windows® 10

Wireshark (3.6.8)

Wireshark Sniffer Interface Tool (v3.0.0.10)

14. ZEIGESHE

F 1-1. 40 iR ‘aﬁ'ﬁ

4 B

API R 4feE 0 (Application Programming Interface)
APL MJZ (Application Layer)

APS RiH X H T2 (Application Support Sub-Layer)
BDB F A% %17~ (Base Device Behavior)

GP giafici (Green Power)

GPC G fe RS (Green Power Combo)

GPD gHaRE R %% (Green Power Device)

GPP e (Green Power Proxy)

GPS SR (Green Power Sink)

GUI B ;i (Graphical User Interface)

NWK M4 (Network)

PAN AN AJRIEM (Personal Area Network)
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https://csa-iot.org/wp-content/uploads/2022/01/07-5123-08-Zigbee-Cluster-Library-1.pdf
https://csa-iot.org/wp-content/uploads/2022/11/22-27351-001_Matter-1.0-Device-Library-Specification.pdf
https://csa-iot.org/wp-content/uploads/2022/01/docs-14-0563-18-batt-Green-Power-Basic-specification-v1.1.1.pdf
https://csa-iot.org/wp-content/uploads/2022/01/docs-05-3474-22-0csg-zigbee-specification-1.pdf
http://ww1.microchip.com/downloads/en/devicedoc/atmel-42194-zigbit-usb-stick-user-guide.pdf
https://www.microchip.com/ATATMEL-ICE
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http://www.microchip.com/ATZB-X-233-USB
https://www.microchip.com/en-us/tools-resources/develop/microchip-studio#Downloads
https://www.wireshark.org/download.html
https://gallery.microchip.com/packages/%7B6BE86DC1-AC91-4148-BA34-FC70CA77D3EA%7D/

RLLGKIESHS (8

iR 5 S 4

usB A #4782k (Universal Serial Bus)

ZCL Zigbee®## % (Zigbee Cluster Library)

ZDO Zigbee %X % (Zigbee Device Object)
ZDP Zigbee R &L E S (Zigbee Device Profile)
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2. Wireshark Network Protocol Analyzer 1 Wireshark Sniffer Interface

Tool HEiR

AR T Wireshark Network Protocol Analyzer (Wireshark) #11 Wireshark Sniffer Interface Tool [
WHE LS H WA BRAES R, Wireshark #1 Wireshark Sniffer Interface Tool 43 5l # F A0 e 25 7E
C:\Program Files\#1 C:\Program Files (x86)\}%1% T o

3 2-1. Wireshark 413014

it

Wireshark-winXxX-3.X.X.exe 3fF Wireshark nJ $h47 3044

% 2-2. Wireshark Sniffer Interface Tool #4304

T,

Wireshark Sniffer Interface Tool v3.0.0.10.exe Wireshark Sniffer Interface Tool 1J
AT SCAF
C:\Program Files (x86) Atmel Wireshark LR 2 [ {4 -
WemellAtmel Wiresharik Sniffer Atmel Wireshark Sniffer Interface.exe Wireshark Sniffer Interface Tool A
Interface Tool Folder - - - e
PAT A
Atmel Wireshark Sniffer Interface.exe.config Atmel Wireshark Sniffer Interface
HE 2 B S A
Release Notes.txt + 3% Wireshark Sniffer
Interface Tool &AM AAS
=]

T

FIT- /MR IEEE® 802.15.4
Wi (2.4 GHz #1 Sub-GHz)

System.Xaml.dll —

C:\Program Files (x86) AWSI_at32uc3a3256s_rz600 at86rf212.hex FIT RZ600 USB 45 f R AR 4 ]
\Atmel\Atmel Wireshark Sniffer oo 5503232565 12600 at86rf231.hex fhe ARVEAER, S0
Interface Tool\Atmel Wireshark - - - ATAVRRZ600,
Sniffer Firmware Folder . . . .
AWSI atxmega256a3u_rf212b zigbit usb.hex FF Sub-GHz [f) ZigBit USB ¥ # [
F
AWSI atxmega256a3u rf233 zigbit usb.hex FF 2.4 GHz R ZigBit USB
B

2.1.  IRHRIRSEMT G
4 EITUARAE |EEE 802.15.4 {518 _EAfi#er, 7 s Zi0RE IS AT WLARES [ 1R R S AF T RAGA PCo LT 2
SCHF IR G AE AT 65 -
+ RF212B ZigBit USB i %—— /i T-W4#% IEEE 802.15.4 Sub-GHz {1t
+ RF233 ZigBit USB 4% —— 1] T-1L#% IEEE 802.15.4 2.4 GHz f3it
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https://www.microchip.com/en-us/development-tool/ATAVRRZ600

B 2-1. S FF IR R 2SAE 47 &6 ——ZigBit USB 4% (RF212B/RF233——Sub-GHz/2.4 GHz)

1§ F| Wireshark Sniffer Interface Tool &4 2.4 GHz 1 Sub-GHz & [# N 1] IEEE 802.15.4 (S8 6 &t <
if. Wireshark Sniffer Interface Tool ¥ ATXMEGA256A3U_RF212B 1 ATXMEGA256A3U_RF233.

2.2.  Wireshark T..E.f1 Wireshark Sniffer Interface Tool A |]

2.2.1. Wireshark 2355 1%
# N Wireshark, 151717 Wireshark. £ 5¢ Wireshark 1 741{5 2., 15 Wireshark.
¥E: Wireshark [z e KATMASN 3.6.6, /AT LA Wireshark B 5 95k 38 BB T K A 75 PC 1
BT R
PR 2 %23 Wireshark ()25 5% -
1. Wi Wireshark-winxXxX-3.X.X.exe LLAsh &R,
2. i Next (F—#5) 4k4k,
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https://www.wireshark.org/download.html
https://www.wireshark.org/

& 2-2. Wireshark 223 % I

M Wireshark 3.6.8 64-bit Setup — b

Welcome to Wireshark 3.6.8 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue.

Cancel
HE: M A H Bofthi Wireshark.
3. #i Noted (ifiil) 4k%:.
& 2-3. Wireshark——¥F A 3%
M Wireshark 3.6.8 64-bit Setup - ®
License Agreement
Please review the license terms before installing Wireshark 3.6.8 64-bit. ‘
Wireshark is distributed under the GNU General Public License.
[This text consists of three parts: A
Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part II1: Other applicable licenses.
When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.
~ e v

This is not an end user license agreement (EULA). It is provided here for informational

purposes only.
s BaCk Cance'

4. ft “Select components toinstall: ” CEFZELZEKA M ) FET, EhEEZTH 25 m
Ak, i Next 4k4k.
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B 2-4. Wireshark——ik B 4114
M Wireshark 3.6.8 64-bit Setup
Choose Components

Choose which features of Wireshark 3.6.8 64-bit you want to install. g

The following components are available for installation.

Select components to install:

Shark
[+ Plugins & Extensions
Tools

-[¥] Documentation

Description
Space required: 224.1 MB

«>

< Back Cancel

5. ff Create Shortcuts (G P70 FB N ngtit 7750, SR/57E Associate File

Extensions CRECCIEY E4) 7B Rk Associate trace file extensions with Wireshark CE;ERIEESC
9 Fe 44 % BEE Wireshark) . #iidi Next 4k4:.

2-5. Wireshark——f IIME 5%

M Wireshark 3.6.8 64-bit Setup

Additional Tasks
Create shortcuts and associate file extensions. g

Create Shortcuts

[v] wireshark Start Menu Item
| Wiresharl eskKiop Icon
[v] Wireshark Desktop T

Wireshark Quick Launch Icon

Associate File Extensions
Associate trace file extensions with Wireshark

Extensions include 5vw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Icap,
mplog, ntar, out, pcap, pcapng, pklg, pkt, rf3, snoop, syc, tpc, tri, trace, trc,

vwr, wpc, and wpz.
5

< Back Cancel

6. ¥4 Wireshark 2353 “Destination Folder” (HARMHR) FER NI INMIE :

C:\Program
Files\Wireshark. i Next 4k%:.
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& 2-6. Wireshark—— 22357 &

X

M Wireshark 3.6.8 64-bit Setup —

Choose Install Location
Choose the folder in which to install Wireshark 3.6.8 64-bit. é

Choose a directory in which to install Wireshark.

Destination Folder

| Browse...

Space required: 224.1 MB
Space available: 5.7 GB

Wireshark@® Installer

< Back Cancel

7. 2% “Npcap” 8 “WinPcap” DA SCI 28 04 . L5t 232 Npcap 1.60. Hifi Next
ek,  (Afik)

2-7. Wireshark——# 45 A4 #2

M Wireshark 3.6.8 64-bit Setup — P
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. 4

Currently installed Npcap version
Npcap 1.60

Install
Install Npcap 1.60
If you wish to install Npcap, please uninstall Npcap manually first,

Important notice
If your system has crashed during a Wireshark installation, you must run the command
'net stop npcap' as Administrator before upgrading Npcap, so that it doesn't crash again

Get WinPcap
Learn more about Npcap and WinPcap

Wireshark® Installer

7
< Back Cancel

8. %% “USBPcap” LMt USB iiti. fEMIsd, 7 “Install” (%3%) FBCFigH Install USBPcap
1.5.4.0 (‘Z%: USBPcap 1.5.4.0) . ¥ Install 4k4E.  (Alik)

10
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& 2-8. Wireshark——USB F 1

M \Wireshark 3.6.8 64-bit Setup —

X

USB Capture
USBPcap is required to capture USB traffic. Should USBPcap be installed A
(experimental)?

Currently installed USBPcap version
|USBPcap is currently mot installed

Install
Install USBPcap 1.5.4.0
(Use Add/Remave Programs first to uninstall any undetected old USBPcap versions)

Important notice

In case of issue after installation, please use the system restore point created or read
https://github.com/desowin/usbpcap/issues/3

Learn more about USBPcap

8
Wireshark® Installer ¢

< Back Cancel

9. H P %Ay Wireshark 22 B e i, 23t fema, Hidi Next 46%:.
2-9. Wireshark——1F /£ 22 3%
M Wireshark 3.6.8 64-bit Setup —

Installing
Please wait while Wireshark 3.6.8 64-bit is being installed. ‘

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" /install /quiet /norestart

Extract: services A
Extract: pdml2html.xsl

Extract: ws.css

Extract: wireshark.html

Extract: wireshark-filter.ntml

Extract: dumpcap.exe

Extract: dumpcap.html

Extract: extcap.html

Extract: ipmap.html

Extract: vc_redist.x64.exe... 100%

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" /install /quiet /norestart W

Wireshark® Installer l
< Back Cancel

10. B4 Finish (5% LA Wirehsark 2223,

11
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& 2-10. Wirehark 52 225

M Wireshark 3.6.8 64-bit Setup —

Completing Wireshark 3.6.8 64-bit
Setup

Wireshark 3.6.8 64-bit has been installed on your computer.

Click Finish to close Setup.

[]Show News

-
o

I<_

< Back Cancel

2.2.2. Wireshark Sniffer Interface Tool &3
H bz %% Wireshark Sniffer Interface Tool A gl Wireshark B ffifid 2> 1. # % N4 Wireshark
Sniffer Interface Tool, 1&Vijla Wireshark Sniffer Interface Tool v3.0.0.10.
PL R & %23 Wireshark Sniffer Interface Tool 2515
1. Wi Atmel Wireshark Sniffer Interface Tool.exe PLAZhLHETFE.

2. i Next 4k4:.
& 2-11. Wireshark Sniffer Interface Tool InstallShield 7] 5

@ Atmel Wireshark Sniffer Interface Tool - InstallShield Wizard X

Welcome to the InstallShield Wizard for
Atmel Wireshark Sniffer Interface Tool

The InstallShield(R) Wizard will install Atmel Wireshark Sniffer
Interface Tool on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

SN T

3. & Wireshark Sniffer Interface Tool %2 2EINALE : C:\Program Files (x86)\Atmel\Atmel Wireshark
Sniffer Interface Tool\Atmel Wireshark Sniffer Firmware.

4. i Next 58234,
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https://gallery.microchip.com/packages/%7B6BE86DC1-AC91-4148-BA34-FC70CA77D3EA%7D/

& 2-12. BRiAS7 B ——Wireshark Sniffer Tool %23

ﬁ' Atmel Wireshark Sniffer Interface Tool - InstallShield Wizard

Destination Folder

Click Next to install to this folder, or dick Change to install to a different fols

D Install Atmel Wireshark Sniffer Interface Tool to:
C:\Program Files (x86)\Atmel\Atmel Wireshark Sniffer Interface Tool\

L.

Change...

4
InstallShield l

5. %[ Release Notes.txt (M TEAFE ¥ Atmel Wireshark Sniffer Interface Tool
WD HIT e B R . A RVEANE R, 153 0L ZigBit USB Stick User Guide (42194)

6. TEAARLMY Zigbit BEAF-F & LRISRARAS B AREAELR, 53 W EFR S %) ZigBit USB B+
o DUR RHA IR R

- AWSI at32uc3a3256s rz600 at86rf2l12.hex

- AWSI at32uc3a3256s rz600 at86rf231.hex

- AWSI atxmega256a3u rf2l2b zigbit usb.hex
- AWSI atxmega256a3u rf233 zigbit usb.hex

2.3. KEMHRIS 3 zigBit USB & T
PLR 24 [E 4l 5 21 ZigBit USB ¥ % 120 9% :

1. ﬁﬁﬁ Atmel ICE JTAG £k %% 42 Atmel ICE T AVR®IERE S8 115 JTAG gfeiE4E s (J2) . Ayl
{51, 6% W ZigBit USB Stick User Guide (42194) .

2. i USB £:45:¥ Atmel ICE #4851 PC ff1—4> COM ¥t 1, F£44 ZigBit USB # 4 &E 8] PC 195 —4
COM i [, ARELEE, 155 W Atmel-ICE Programmers and Debuggers User Guide (42330) .

& 2-13. Atmel ICE Zigbit MR4R #8442

AVR >
Connector Port

JTAG Programming
Header (J2)

Atmel ICE—P>

SAM E

Connector Port Zigbit USB Stick

50-mil 10-pin
IDC Flat Cable

13
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http://ww1.microchip.com/downloads/en/devicedoc/atmel-42194-zigbit-usb-stick-user-guide.pdf
http://ww1.microchip.com/downloads/en/devicedoc/atmel-42194-zigbit-usb-stick-user-guide.pdf
https://ww1.microchip.com/downloads/en/DeviceDoc/Atmel-ICE_UserGuide.pdf

3. ITJF Microchip Studio, %% Tools > Device Programming (T.H > 8fF4ife) JFkBMMN TR, 2
e

& 2-14. S omAs

E Start Page - Microchip Studio
File  Edit View  VAssistX ASF  Project Debug | Tools | Window  Help
N | " - 8 - o | | Bl Command Prompt

| | | ¥

Device Pack Manager

Device Programming Ctrl+Shift+P

Programming Center

Add target...

CTORAEY

Data Visualizer

Select profile

e

Bluetooth Low Energy Performance Analyzer

I}

IEEE 802.15.4 Performance Analyzer

Create Project From Makefile...

-

Code Snippets Manager... Ctrl+K, Ctrl+B

=

Extensions and Updates...
External Tools...

Import and Export Settings...

Customize...

£+ Options...

4. P LAUERE LT 7B
- M “Tool” (LH) FhiskH ik Atmel-ICE.
- M “Device” (&) THHIFR TS ATxmega256A3U.
- M “Interface” (M) THid|RAPER JTAG,

& 2-15. 2R T B

Atmel-ICE (J41800041451) - Device Programming

Tool Device Interface Device signature Target Voltage

4P| Atmel ICE ¥ | ATxmega256A3U ¥ |JTAG 0x1E9842 33V =

5. [EEEALTLLR H 3t \Atmel Wireshark Sniffer Interface Tool\Atmel Wireshark Sniffer
Firmware. MERIALE CUIE 3) gk Wireshark BLERESE 2F, SR 51 [E 1471 S 2] ZigBit MRS .

Wi Atmel ICE 55 ZigBit USB ¥ #% {1 4% .
it USB # ZigBit USB #4443 PC, 4X/541 7T Atmel Wireshark Sniffer Interface Tool.

14
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& 2-16. ¥ ZigBee USB ¥ £ %4451 PC

PC
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AN4815
RSB IRS R E

3. MRBHRZERE

ZIKEJ;E{ L 9 7E PC HR R )23 Wireshark Sniffer Interface Tool J& Wi 4 B AR 244 4 215 (7 E 401

3.1. Wireshark LIRS EH

1. MWIFus3E . st Atmel Wireshark Sniffer Interface Tool LLJH 3l Wireshark Sniffer Interface Tool.
2. M “Sniffer Port” (WLERZSIG 1) THFIFEPESE COM30 (JFHT286115 ) .

3. M “Baudrate” (453 NHIRPILES 115200,

4. Hiif; Connect (ER:) 4k4k,

3-1. Atmel Wireshark Sniffer Interface Tool [t]J5 3l &

= Atmel Wireshark Sniffer Interface d [m} X

Play @@@EI

5. M “Channel” (i) FHFIFRPEE 11 HTEIWH) .
VE: P ARIEESRERE “Channel” o & Al .
- XIF Sub-GHz, ¥4 0-10.
- X 2.4 GHz, JalEN 11-26.

6. M “Channel Page” (FiET0) FNHAIFRPESE 0 JHTHHUH) . AlEEEE 0-10.
HE: A AR E R AR R I “Channel Page” .

7. i Play OF4R) BOJTAGHHIE.

G EST DS00004815A_ CN - 16
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AN4815

RRBHRSERE
B 3-2. {538 /{58 0L/ JF i T
~~ Atmel Wireshark Sniffer Interface — O X
Disconnect.
5
6 o ]
7 ®F @ W
T
* AT86RF233 ZIGBIT USB #4 (2.4 GHz) SCHFULF g%
- {EIE T O—H¥i ik % 250 kbps
- BB 2—HEi#E % )y 500 kbps
- {SIET 16— 2Hid %N 1 Mbps
- (SIET17—3dmHE RN 2 Mbps
+ AT86RF212B ZIGBIT USB #%# (Sub-GHz) 37D T3 is =K.
- ST O——4dli# =y 20 kbps (f5iE 0) A1 40 kbps (f5iE 1-10)
- {ZIE T 2—HEE £ )y 100 kbps ({53 0) #1250 kbps ({53 1-10)
- {SIET 5——HdiEid % Ny 250 kbps
- I 16—%dE %R )y 200 kbps (fZiE 0) 1500 kbps (fFi& 1-10)
- {EIET 17—4dE#E %y 400 kbps (f5i& 0) #1111 Mbps (51 1-10)
- {SIE T 18——%ls# %K Jy 500 kbps
- [FE 19— HE N 1 Mbps
B 5 LA B, oA BORTE Wireshark Hr i B0 Bd £ .
i ZE D DS00004815A_CN - 17
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& 3-3. Wireshark J5 3h & I

File Edit View Go pture Analyze Statistics Telephony Tools  Help
A= R@ Re=ZxZF S =EQAQAQE
W] Apply a display filter ... <Ctrl-/> =)+
Interface v Device  All advertising devices Key Legacy Passkey Value Adv Hop Help Defaults Log
No. Source Destination Time Protocol Lengtl Info
1 Broadcast ©.000000 IEEE 802.15.4 10 Beacon Request
2 0x0000 Broadcast 11.767595 ZigBee 47 Link Status
3 0x0000 Broadcast 12.239705 ZigBee ZDP 48 Permit Join Request
4 exe000 Broadcast 12.880855 ZigBee ZDP 48 Permit Join Request
5 0x0000 Broadcast 26.891968 ZigBee 47 Link Status
6 Broadcast 27.499082 IEEE §02.15.4 1e Beacon Request
7 0xe000 27.501054 ZigBee 28 Beacon, Src: @x@0@e, EPID: @0:00:00_00:00:0d:ee:
8 00:00:00:00:00:0d:ee:b3 0x0000 27.639432 IEEE 802.15.4 21 Association Request, FFD
9 27.641427 IEEE 802.15.4 5 Ack
16 ©0:00:00:00:00:0d:ee:b3 ©x0000 28.137568 IEEE 802.15.4 18 Data Request
1 28.138565 IEEE 802.15.4 5 Ack
12 00:00:00:00:00:0d:ee:bl ©0:00:00:00:00:0d:ee:b3 28.141603 IEEE 802.15.4 27 Association Response, PAN: @x2be2 Addr: 0x@4e1
13 28.142556 IEEE 802.15.4 5 Ack
14 0x0000 oxe401 28.146545 ZigBee 73 Transport Key
15 28.148174 IEEE 802.15.4 5 Ack
16 oxe401 Broadcast 28.154162 ZigBee ZDP 57 Device Announcement, Nwk Addr: @x0401, Ext Addr:
17 exe4el Broadcast 28.191112 ZigBee ZDP 57 Device Announcement, Nwk Addr: ©x0401, Ext Addr:
18 oxe401 0x0000 28.220035 ZigBee ZDP 48 Node Descriptor Request, Nwk Addr: ©x0000
19 28.220598 IEEE 802.15.4 5 Ack

a. %% Analyze > Enabled Protocols (3#f > CERE) LLIESE L.
& 3-4. CAERE P CE R

M Wireshark - O
File Edit View Go Capture Statistics  Telephony ~ Wireless Tools  Help
(W 4 ® R & Display Filters... LE3
(MTAoply a display fiiter . <Ctrl/> Display Filter Macros. (=K
Display Filter Expression...
Interface ~ | Device All adv e Adv Hop Help Defaults Log
Apply as Column Ctrl+Shift+]

No. Source PRy me Protocol Lengtl Info
289 exa2de Apply as Filter > 5.261454 TEEE 862.15.4 12 Data Request
190 Prepare as Filter » 5.203008 IEEE 802.15.4 5 Ack
491 exa24e o T , po7elinl IEEE 802.15.4 12 Data Request
492 Conversation Filter .702112 IEEE 802.15.4 5 Ack
493 oxa240 » .202572 IEEE 802.15.4 12 Data Request
404 7a —>| Enabled Protocols... Ctrl+Shift+E |2 300036 Teer s02.15.4 5 Ack
495 exa24e Decode As. Ctrl+Shift+U  6.70e538 IEEE 802.15.4 12 Data Request
496 . . .701540 IEEE 862.15.4 5 Ack
497 oxa24e (el e g il .198491 IEEE 862.15.4 12 Data Request
498 , [-199886 IEEE 802.15.4 5 Ack
499 exa24e SCIP 697732 IEEE 802.15.4 12 Data Request
500 Follow > 7.698350 IEEE 862.15.4 5 Ack
501 oxa24e .195341 IEEE 802.15.4 12 Data Request
502 Show Packet Bytes.. Ctrl+Shift+O  B.195781 IEEE 802.15.4 5 Ack
503 @xa24e Expert Informat 693812 IEEE 802.15.4 12 Data Request
504 Xpert Information .694812 IEEE 862.15.4 5 Ack
505 oxa24e ©ox0000 119.193023 IEEE 802.15.4 12 Data Request
506 119.193977 IEEE 802.15.4 5 Ack

<

> Frame 200: 47 bytes on wire (376 bits), 45 bytes captured (368 bits) on interface \\.\pipe\Atmel Wireshark, id @
> IEEE 862.15.4 Data, Dst: Broadcast, Src: 0x@000
> ZigBee Network Layer Command, Dst: Broadcast, Src: @x0000

b. U AIRYE ZOREFEVML . Hln, fEttss, R zbee Uik ZigBee Pill.
c. Hifi OK (fiE) 4ksk.

@ MICROCHIP



AN4815
RSB IRS R E

& 3-5. Prilik %

M Wireshark - o

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 W 4 e [ Y saail=l=le a a m
=. £ Wireshark - Enabled Protocols X
(W] Apply a disp L &3]

T D Search: |zbee Everywhere 52 ‘ in ‘any protocol &2 ‘
No. Source, | Protocol Description b
605 exa240| [ v | GBCS Tunnel GBCS Tunnel 2 Request
606 gbcs_zbee_zcl_se.tun GBCS over ZigBee SE Tunneling
607 0xa240 a Request
608 v Ipv4 Internet Protocol Version 4
609 @xa240 ip_zbee_zcl_se.tun IP over ZigBee SE Tunneling la Request
618 v /] ZigBee ZigBee Network Layer
611 0xa240 . a Request
612 zbee_nwk_wpan ZigBee Network Layer over IEEE 802.15.4 4—7b
613 oxa2ae| | ¥ | ZigBee Beacon ZigBee Beacon a Request
614 zbee_wpan_beacon ZigBee Beacon
:i: @xa240| | v | ZigBee Green Power ZigBee Green Power Profile @ Request
617 0xa240 zbee_nwk_gp_wlan ZigBee Green Power over |EEE 802.15.4 'a Request
618
619 0xa240 a Request
620
621 0xa240 a Request
622
< I | S
S Frame 200; 4 DIsabing a protocol prevents higher lyer protocolsfrom being displayed =
> IEEE 802.15  EnapleAl  DissbleAl  Invert
> ZigBee Netwc
70—}” oK " ‘ Cancel Help ‘

8. il Pause (E{F) UIE{FHiitiit.
9. i Stop (Fik) LMF I IREEE .

A 3-6. B 15/ 1k 44

< Atmel Wireshark Sniffer Interface - O X

com93 v
115200 ~ |.Disconnect,]

[c] [C] [0] [=]

a. BE/E#ELUNXIERE, HIP L2 Yes (2) B No (35D DALRAF S Braife Soft CnRoe i)
EIE/ S A R AR

R A DS00004815A_CN - 19
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AN4815

RSB IRS R E
& 3-7. f£1F Wireshark "R 28 $4E
~ Atmel Wireshark Sniffer Interface - m}
Save the Wireshark sniffer data
@ Do you want to save the captured data?
10. FIT AT ERAF ISR SCAF BB RS2, il FEARAZ I I DL T 4Rk
H: HP DR E REH L EHIRM wireshark-winXX-3.X. X.exe FEEE.
1. FEER T PCIER&EH I ZigBit 2.4 GHz USB # 4.
R D DS00004815A_CN - 20

@ MICRDCHIP © 2026 Microchip Technology Inc. JH-1/A 7]



& 3-8. Windows £ & B g8t 41| H () ZigBit 2.4 GHz USB 4% COM 3 1 (IR ES)

ﬁ Device Manager

File Action View Help
&= 5 Hme B

v B Network adapters
a Bluetooth Device (Personal Area Network)
I3 Cisco AnyConnect Secure Mobility Client Virtual Miniport Ac
g Intel(R) Dual Band Wireless-AC 8265
? Intel(R) Ethernet Connection (4) 1219-V
EF WAN Miniport (IKEv2)
& WAN Miniport (IP)
¥ WAN Miniport (IPv6)
¥ WAN Miniport (L2TP)
¥ WAN Miniport (Network Monitor)
&F WAN Miniport (PPPOE)
¥ WAN Miniport (PPTP)
¥ WAN Miniport (SSTP)
@ Ports (COM & LPT)
ﬁ Standard Serial over Bluetooth link (COM22)
’j Standard Serial over Bluetooth link (COM23)
A

<

ZigBit 24GHz USBstick Com Port (COM93)
™ Print queues

u Processors
B? Security devices

W

W

21
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4. FEWRFRFEER

Wireshark i) GUI $2 it 2 M i i, (8T AH M. FP Al i 24 1) 5 B 3R o 2k I 45 1) 58 BEAE
Bl ARSI RAE Wireshark B GUI HC E 2 1 B 15 S

4.1. Wireshark 27 H

« Pil——Wireshark E IR B IEAESEH IEL . BRSSP EREAT A SR, %% Analyze >
Enabled Protocols 7] & F F A S IR T P Al 2005 TORR 48 R A5 Ae Bl 28 1k il
vE: P DA 20 R AE S S B L 2 AT A 4R AT T OB

o ZAE——EE NS R E PR (NWKD 22 %8R LI 1) ZigBee WS4 . #:3 Edit >
Preferences > Protocols > ZigBee (4wt > 1i£Tl > ¥l > ZigBee) . FHEE/R T Wireshark itz 4
N BT,

- M “Pre-configured Keys” (FiECE#H]) i Edit (ZidH) DA Ze®9] (LK 4-2) o

& 4-1. Wireshark 1) 22 4 1 i T

M \Wireshark - Preferences X

X1

X2AP
XDMCP Security Level = AES-128 Encryption, 32-bit Integrity Protection

XMCP Pre-configured Keys

XML
XMPP
XnAP
XOoT
XYPLEX
YAMI
YMSG
739.50
ZEBRA
ZigBee
ZigBee APS
ZigBee Green
ZIoP
ZRTP
VT
RSA Keys
Statistics
Advanced

ZigBee Network Layer

AR Zigbee Specification Revision 22 1.0 W& %45 TRIREE 7 R LG HITEA(E B
R 4-1 NWK IR SCHE 7= (APS) A IR 2 4= 2 ]

LEFZHIRRRF KEFHTTE EEEE (MIC MK
M, BIRLFF8oy
B>

0x00 000 & K % (M=0)

0x01 001 MIC-32 % R’ (M=4)

0x02 010 MIC-64 % & (M=8)

0x03 011 MIC-128 % R’ (M=16)

0x04 100 ENC ON % (M=0)

0x05 101 ENC-MIC-32 ON 2 (M=4)

@ MICROCHIP



F 4-1. NWK AN H LT (APS) Al 2242 5 (48)

REFHITREF REFHTTE ZEEtE B MiSEEE (MIC FHEE
M, BL\BrFHHCA
>

0x06 110 ENC-MIC-64 ON 2 (M=8)

0x07 111 ENC-MIC-128 ON 2 (M=16)

E: BREELHNVEMEE, 52N Zigbee Specification Revision 22 1.0 (05-3474-22) 1] Table 4-30 Security Levels Available
to the NWK, and APS Layers.
AT Z AN A UL R G B BRI A 240 . NIRRT 2% % H .

B, XFTAE APS EAF A LN Zigbee M4, I MG SEEF O FERE 2. #5 2
EEZEEM K AEWTE APS 345 (W APS Transport Key fi2) , I54E Wireshark § 5L IiUET&
TEIEAEH ORI 28 3 (LR ED

B 4-2. 7B H

M Pre-configured Keys X
Key Byte Order Label
5a:69:67:42:65:65:41:6¢:6¢:69:61:6e:63:65:30:39 Normal
CCICCICCICCICCICCICCICCICCICCCCICCCCCCICCiCC Normal
+ - b A v B

Copy from Cancel Help

F PRI {E Wireshark i & AR BB LI
o HESHIHR KA, %3 Edit > Preferences > Layout (4% > LI > 17D .

o HEREHRQERERTERNS (W W Src Addr) , 15 E Edit > Preferences > Columns (4w >
HIED > A .

o EENFIRE RGEATE G (I NWK BEBIREWD , 1543 View > Coloring Rules (#F > FHEMN)) .
HXRVEE B, 1§23 W Packet colorization (11.3) .

o AEHRDUTOBIRBHI TR E,  DARLHR Wb BTt (K 5 BUR R
a. ffsdTE
b. 3% Apply as Filter (S NT#EZS)

@ MICROCHIP
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https://csa-iot.org/wp-content/uploads/2022/01/docs-05-3474-22-0csg-zigbee-specification-1.pdf
https://www.wireshark.org/docs/wsug_html_chunked/ChCustColorizationSection.html

B 4-3. Wireshark fifi 1 5 %4 J&)

No. H Src Addr HW Dest Addr KWK Src Addr | Protocol Info

1 EBroadcast IEEE 802.15.4 Beacon Reguest

2 0x0000 Eroadcast 0x0000 Zigkee Link Status

3 Broadcast IEEE 802.15.4 Beacon Reguest

4 0x0000 ZigBEE Beacon, src: OxQ000, EPID: aa:aa:aa
5 00:00:00:01:00:00:00:00 0x0000 IEEE 802.15.4 association Reguest

6 IEEE 802.15.4 ack

7 00:00:00:01:00:00:00:00 0x0000 IEEE §02.15.4 Data Request

8 IEEE 802.15.4 Ack

9 aa:aa:aa:aa:aa:aa:aa:aa 00:00:00:01:00:00:0 IEEE 802.15.4 Association Response, PAN: Oxlaaa A
10 IEEE 802.15.4 Ack
11 0x0000 OxeFF7 Ox0000 Zigges Transport Key
1z IEEE 802,15.4 Ack
13 oxsff7 Broadcast 0xoff7 Zigeee ZDP pevice Announcement, Dewice: 00:00:
14 0x0000 Eroadcast 0x5FF7 Zigkee ZDP Device Announcement, Dewice: 00:00:
15 0x0000 Broadcast 0x0000 ZigBee Link Status
16 oxoff7 Broadcast oxoff7 Zigeee Link status
17 0x0000 Broadcast 0x0000 Zigees Link status
18 Oxoff7 Broadcast 0xoff7 Zigees Link status
15 0x0000 Broadcast 0x0000 Zigees Link status

@ MICROCHIP

® Frame 11: 56 hytes on wire (448 bits), 54 hytes capt
@ IEEE 802.15.4 Data, Dst: OxOFf7, src: 0x0000
@ ZigBee Network Layer Data, Dst: OxSFf7, Src: 0x0000
= ZigBee Application Support Layer Command
® Frame control Field: Command (0x01)
Counter: 210
= Command Frame: Transport Key
command Identifier: Transport key (0x05)
Key Type: Standard Wetwork Key (0x01)
Key: aaaa shbbhb
seqguence Number: O
Extended Destination: 00:00:00_01:00:00:00:00 (0
Extenced Source: aa:aalaaaaiaaiaaaazaa (aa‘aalaa

0000 61 88 5d aa la f7 of 00 00 08 00 7 9f 00 00 01
0010 45 Ol o2 05 01 aa aa aa 23 aa aa 2a aa hh bb kb
0020 bk bb bb bb bh 00 00 00 00 00 01 00 00 00 aa aa
0030 aa aa aa aa aa aa

24



5. AT Zigbee Pro M2 H IR R E
AT Zigbee Pro W4 i WAZ Lo,  F5 B P b it i) A7 B
v ATNEIFRME Zigbee HTEH AT .

5.1. Zigbhee Mik& AR

TESH T Zigbee Wik R4 (148 APS 1 NWK Z )2 Wik fmiZ) . Zigbee i H—FhdE(E
PRAERERT MAC #5350, MAC E5H 2 4L .

5-1. Zigbee Mg =\,

PHY [SHR Header Payload ]
MAC [Header Payload Footer]
NWK [Header AUX MIC]
)
APS [Header AUX Payload MIC
J

ZDO/ZCL/APP [Header Payload

5.2. MAC XEk

Zigbee W% AR 5 A4S HoME— 1 64 A7 IEEE MAC Ml o 2479 A9 OISR I, 80 e 4 /% Fh 2%
B R MAC SRBGERE, 2 Ja B AT BRI AN 16 frM%g (GE) dthhk. NBRMRWITAY, 2% I G L8
fE 8 A bl . 7R PRI, RGBS 40 “IEEE MAC Huhk” 28 1% S0 64 A7 MAC Hihk{H .
BB
EFXHIAR 3 E IEEE MAC address——A] £F 4 it b B R fic B S0 8 B = BEHLIY 64 fr{H,
s EAEB AT R B R R i A2 1 (APD B 2%k 2 i@t ZDP 47 & .
« fEAFEWIE B E IEEE MAC address——Zigbee /=i ¥I i HIE 7 Z M IEEE K —A™ IEEE/MAC H
b, EXMIENT, "R MEY IEEE MAC address WENE,

WRUA BN, SIEEAE Zigbee WSS BN B SCAF BRI FHAR Y U0 L B S 1E S R R e i EE BT
SHARMCRIHATRE K. §7 5 K1% Beacon Request (EHHEE#+1) (JLFED . MEHEH S HE
FP 2SI R Beacon Request WiE4 H 3 LIMEARMUEAT IR o N KR AR 3R ISR A 15 b B0E 2 1 15
BRI AT R o

@ MICROCHIP
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& 5-2. 17 5 {4 1EEE Hbidik Oxdeeb1ULL it MAC JCEEID A 2%

No. Source Destination Time Protocol Leng Info
[1 Broadcast 0.000000 IEEE 862.15.4 1@ Beacon Reguest |
2 0x0000 Broadcast 11.767595 ZigBee 47 Link Status
3 9x0000 Broadcast 12.239705 ZigBee ZDP 48 Permit Join Request
4 0x0000 Broadcast 12.880855 ZigBee ZDP 48 Permit Join Request
S 0x0000 Broadcast 26.891968 ZigBee 47 Link Status
6 Broadcast 27.499082 IEEE 802.15.4 10 Beacon Request
7 0x0e000 27.501054 ZigBee 28 Beacon, Src: ©x0000, EPID: 00:00:00_00:00:0d:ee:bl
8 00:00:00:00:00:0d:ee:b3 0x0000 27.639432 IEEE 802.15.4 21 Association Request, FFD
9 27.641427 IEEE 802.15.4 5 Ack
10 00:00:00:00:00:0d:ee:b3 0x0000 28.137568 IEEE 802.15.4 18 Data Request
11 28.138565 IEEE 802.15.4 5 Ack
12 00:00:00:00:00:0d:ee:bl 00:00:00:00:00:0d:ee:b3 28.141603 IEEE 802.15.4 27 Association Response, PAN: @x2be2 Addr: exe4el
13 28.142556 15.4 5 Ack

IEEE 8@2.

B thifes/H s EREE Association Permit 7K. MR Zik&EZ 50 NN
(Personal Area Network, PAN) FIOCEE, NN FFERREN True. WL TFTFEREEN False, A
W e 5% & k. Zigbee NIRRT PERMIT DURATION S0 B A B A vH N\ F7 82t A
KA B A& NS

B 5-3. {5 bR ) assocPermit 7B

v IEEE 802.15.4 Beacon, Src: ©x000e
<Frame Length: 26>
Frame Control Field: ©x8000, Frame Type: Beacon, Destination Addressing Mode: None, Frame Version: IEEE Std 862.15.4-2003, Source Addressing Mode: Short/16-bit
Sequence Number: 249
Source PAN: ©x1361

Source:

©0x0000

<[Address: 0x@000]>
v Superframe Specification: PAN Coordinator, Association Permit

GTS
Pending

........ 1111 = Beacon Interval:

15

.... 1111 .... = Superframe Interval: 15

.. = PAN Coordinator:

L1111 ... L = Final CAP Slot: 15
.. = Battery Extension: False

True

.. =|Association Permit: True

Addresses: @ Short and @ Long

i, S TS RS A R F RS RS RN RO B A ST R AR -

{ErR A R BRI T 2 FH 1 Zigbee VhisURRBC B SCHF (stack Profile: ZigBee PRO = 0x2)
FAMZE YA (nwkcProtocolVersion, 0x02) f§&. Router Capacity. End Device
Capacity Ml Device Depth ZFRHIAT SX T M2 R /1. HRIFLNEE, 5SS Zigbee
Specification Revision 22 1.0 (05-3474-22) .

B 5-4. {5 hn A 2 bk

v ZigBee Beacon, ZigBee PRO, EPID: ©0:00:00_00:00:00:8b:ee

Protocol ID: @

Beacon: Stack Profile: ZigBee PRO, Router Capacity, End Device Capacity

.. eole =

ee10 .... =

B e . =
.eee 6... e eee. =
:L " w Yy R -

Extended PAN ID:

Update ID: ©

@ MICROCHIP

|[Stack Profile: ZigBee PRO (©x2)|

Protocol Version:
Router Capacity: True
Device Depth: 8
End Device Capacity: True

2

©0:00:00_00:00:00:0b:ece (00:00:00:00:00:00:0b:ee)
Tx Offset: 16777215

26
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TEER TR B KA

& 5-5. MAC <BLiE K R RE

53. HEBEMMRY

IR

(EP5)

2 B H) MAC Association Request FATHERAIH FEESE LS.

|Command Identifier: Association Request (6x81)|

v Association Request

..® = Alternate PAN Coordinator: False
..1. = Device Type: FFD
.1.. = Power Source: AC/Mains Power
.... 1... = Receive On When Idle: True
.8.. .... = Security Capability: False
1... .... = Allocate Address: True

R B

Zighee ¥ & X% (ZDO) 26 s ZDP &K,

FR I

FH T8 T X 2 425 1) 17 55

U SRV 46 T BEAE R AR T TR BT 4%, T ZDP 1 SRR AN B B B . B AT DLE Y s E B R,

AT BLH AT 7R 53— AR R B T R

TEEIR TRERIE N 0x457a T . 1% A E BN (Bl , Rl K& E R INAERORE
FMAMLG (LR #3300) .

& 5-6. Ji il N 0x457a HY @bl A 0xdeeblULL M A (£

Rimiksy) BEBEM

3292 @x457a Broadcast 868.566706 ZigBee 47 Leave

3293 868.5677@3 IEEE 802.15.4 5 Ack

3294 Broadcast 868.712432 IEEE 802.15.4 10 Beacon Request

3295 ©exooee 868.715116 ZigBee 28 Beacon, Src: 9x@000, EPID: 00:00:00_00:00:0d:ee:bl
3296 Broadcast 869.131080 IEEE 802.15.4 10 Beacon Request

3297 exooee 869.135077 ZigBee 28 Beacon, Src: 9x@000, EPID: 00:00:00_00:00:0d:ee:bl
3298 Broadcast 870.272629 IEEE 802.15.4 10 Beacon Request

3299 ©xooee 870.275375 ZigBee 28 Beacon, Src: 9x@000, EPID: 00:00:00_00:00:0d:ee:bl
3300 ex457a 2x0000 870.694727 ZigBee 47 Rejoin Request, Device: @x457a

3301 870.696141 IEEE 802.15.4 5 Ack

3302 ex457a exeeee 871.271862 IEEE 802.15.4 12 Data Request

3383 871.272858 IEEE 802.15.4 5 Ack

3304 ©@x0000 ex457a 871.276892 ZigBee 57 Rejoin Response, New Address: @x457a

3385 871.278842 IEEE 802.15.4 5 Ack

Z R T LB E A AN Command Frame:

RESEEXNOE N DA S
B 5-7. 2 A H e 0 ) EEORT A B

THEERT T AERENEN 06915 K FHRAEM (Leave Request)
WA RIEFEFMAI N, (WEHEEE101) .

Leave HH Rejoin M KEN True. FTHEHERT H

Command Frame:

Leave

Command Identifier:

Leave (@x04)

1. = Rejoin: True
.0.. = Request: False
Q... = Remove Children: False

(AHEE499) WM. T

JURMBHE 0o A A A R A S St B SR I N 2% o A X iy

OUN, TR R NS (nkigs PANID) AN R 45 .

@ MICROCHIP
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@ 5.8. /\—H‘}{_i

0x0000 1% ZDP 1 3R 7~ T 15 1. 0x6915 25 W

No. Source Destination Time Protocol Leng Info
99 ©xe000 0x6915 344.198134 ZigBee ZDP 55 Leave Request, Device: ©0:00:00_00:00:0d:ee:b3
100 344.,199875 IEEE 802.15.4 5 Ack
101 ex6915 0x0000 344.200877 ZigBee ZDP 47 Leave Response, Status: Success
102 344.201874 IEEE 802.15.4 5 Ack
103 ©xeeee 0x6915 344.205547 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
1le4 344.207157 IEEE 802.15.4 5 Ack
105 ©ex6915 Broadcast 344.241797 ZigBee 47 Leave
106 @x6915 Broadcast 344.320390 ZigBee 47 Leave
1e7 Broadcast 344.324058 IEEE 802.15.4 10 Beacon Request
108 ©x0000 344.327381 ZigBee 28 Beacon, Src: ©x0000, EPID: ©0:00:00_00:00:0d:ee:b7
109 ©0x6915 0x0000 344.464216 ZigBee 47 Rejoin Request, Device: @x6915
11 344.465868 IEEE 802.15.4 5 Ack
111 ©xeeee ox6915 344.469117 ZigBee 57 Rejoin Response, New Address: ©x6915
112 344.469526 IEEE 802.15.4 5 Ack
113 ©@x6915 Broadcast 344.475399 ZigBee ZDP 57 Device Announcement, Nwk Addr: ©x6915, Ext Addr: ©0:00:00_6
114 ©x6915 Broadcast 344.550166 ZigBee ZDP 57 Device Announcement, Nwk Addr: ©x6915, Ext Addr: ©0:00:00_6
115 @x6915 Broadcast 355.722891 ZigBee 50 Link Status
116 ©xe000 Broadcast 356.902136 ZigBee 50 Link Status
117 ex6915 Broadcast 370.883667 ZigBee 50 Link Status
NEEIR 1A R R T B BT 4 HASEF I B 00
Ny
P 5-9. R LV HEHT AR50 A R

No. Source Destination Time Protocol Leng Info
143 0xe000 ox6915 509.080714 ZigBee ZDP 55 Leave Request, Device: ©0:00:00_00:00:6d:ee:b3
144 509.082196 IEEE 802.15.4 5 Ack
145 @x6915 ox0e000 509.082196 ZigBee ZDP 47 Leave Response, Status: Success
146 569.083197 IEEE 8@2.15.4 5 Ack
147 oxeee0 0x6915 509.086683 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: ©
148 569.087212 IEEE 802.15.4 5 Ack
149 ex6915 Broadcast 505.163823 ZigBee 47 Leave
150 ex6915 Broadcast 509.245952 ZigBee 47 Leave
151 exeees Broadcast 523.198620 ZigBee 47 Link Status
152 @xeeeo Broadcast 538.359397 ZigBee 47 Link Status
153 exeeee Broadcast 553.399912 ZigBee 47 Link Status
154 0xeeeo Broadcast 568.443126 ZigBee 47 Link Status
155 exeeee Broadcast 583.525611 ZigBee 47 Link Status
156 ©x0000 Broadcast 598.565007 ZigBee 47 Link Status
157 Broadcast 608.471662 IEEE 862.15.4 1@ Beacon Request
158 @xeeeo 608.472570 ZigBee 28 Beacon, Src: ©x@@00, EPID: ©0:00:00_00:00:0d:ee:b7
159 00:00:00:00:00:0d:ee:b3 0x0000 609.032644 IEEE 862.15.4 21 Association Request, FFD
160 609.0833977 IEEE 8@2.15.4 5 Ack
161 00:00:00:00:00:0d:ee:b3 0xe000 609.529476 IEEE 802.15.4 18 Data Request
162 609.530474 IEEE 802.15.4 5 Ack
163 ©0:00:00:00:00:06d:ee:b7 00:00:00:00:00:0d:ee:b3 609.533465 IEEE 862.15.4 27 Association Response, PAN: @xedaf Addr: @x@als

5-8 5 5-9 Z A X AIAE T HBIMALLHIBEE -
o WREFHIMALEN True, WEM B EHEHIMAT ﬁikﬂéi%ﬁﬂﬂ)\ﬂ%’%
o WEREFTIMALLBEN False, ERATBEMAMSKIRELT, FiEE MAC KIBSEHLEH AR .

ATFE B A 5K PG BT T N RIS BR A R T
5'4' I_Jég (NWK) %%’H(/Lnrpﬁ

AU 2% 2 AL 4 (NWKD BERIRZAS T,

Status i <= 58

@ MICROCHIP
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ERGLED B B T 5 A BERR AE B . Link

WL B FB L A L. Link Status FIRFEE FTA SR AL R AN GE B RSA (S
o NIRRT NWK BRI ImEkE B .
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B 5-10. NWK i #5R 25 iy 2 il

Frame 144: 5@ bytes on wire (400 bits), 48 bytes captured (384 bits) on interface \\.\pipe\Atmel_Wireshark, id ©
IEEE 802.15.4 Data, Dst: Broadcast, Src: ©xeeee
v ZigBee Network Layer Command, Dst: Broadcast, Src: @x©eee
Frame Control Field: ©x1209, Frame Type: Command, Discover Route: Suppress, Security, Extended Source Command
Destination: @xfffc
<[Address: exfffc]>
Source: 9x0eee
<[Address: ©x0000]>
Radius: 1
Sequence Number: 245
Extended Source: ©0:00:00_00:00:0d:ee:bl (P0:00:00:80:00:0d:ee:bl)
<[Extended Address: ©0:00:00_00:00:0d:ee:bl (09:00:00:00:00:0d:ee:bl)]>
ZigBee Security Header
v Command Frame: Link Status
Command Identifier: Link Status (exes8)
.1.. .... = Last Frame: True
..1. .... = First Frame: True
...8 @eel = Link Status Count: 1
v Link 1
Address: @x0401
.... .011 = Incoming Cost: 3
.100 .... = Outgoing Cost: 4

5.5. L%
] — 2 T RSO R B T e i ORI ID B ER A H . TSR T AR B 2 F e, H
4 ID N Group: 0x1111, Uifi A 0x20. W% H bbbl BRI y2H bk .

B 5-11. £ 3T FB——NWK ik

v ZigBee Application Support Layer Data, Group: ©x1111, Src Endpt: 20
v Frame Control Field: Data (@xec)
..88@ = Frame Type: Data (@x®)

... 11.. = Delivery Mode: Group (©x3)
..8. .... = Security: False

.@.. .... = Acknowledgement Request: False
... .... = Extended Header: False

[Group: ex1111 ]
Cluster: On/Off (©x©006)
Profile: Home Automation (@xe1e4)
Source Endpoint: 28
Counter: 26
v ZigBee Cluster Library Frame
v Frame Control Field: Cluster-specific (ex11)
..01 = Frame Type: Cluster-specific (©x1)
.0.. = Manufacturer Specific: False
. ©... = Direction: Client to Server
...1 .... = Disable Default Response: True
Sequence Number: 13
Command: On (©xe1)

5.6. 4Mp
YRHE (APL) R MK IS APL A R 8 B KBRAA R, PSRk 25 BN B8 20 1 e 22 > Hdis
.
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& 5-12. 73 fr—— AR ELAE B

Frame 27: 57 bytes on wire (456 bits), 57 bytes captured (456 bits)
IEEE 862.15.4 Data, Dst: 8xbc8f, Src: Ox0000
ZigBee Network Layer Data, Dst: @xbc8f, Src: 0x0008
% ZigBee Application Support Layer Data, Dst Endpt: 248, Src Endpt: 1

% Frame Control Field: Data (©xc@)

cea. ..00 =
ce.. BOLL =
R
R R
1... ... =

Destination Endpoint: 248

Frame Type: Data (©xB)

Delivery Mode: Unicast (@x@)

Security: False

Acknowledgement Request: True

Extended Header:

True

Cluster: Transmit Counted Packets (8xB881)
Profile: Test Profile #2 (@x7f@1l)

Source Endpoint: 1

Counter: 160

v Extended Frame Control Field (6x02)
Fragmentation: Middle Block (@x2)

R = I
Block Number

Reassembled in:

1
43

v Data (30 bytes)

Data: 1b 1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 36 31 32 .

[Length: 38]

TEAH T 40 bl
& 5-13. 73 Fr —— il

No. Source

20 oxbcsf
@xbc8f
22 0x8000
23 oxcbff
24 @xbcsf
25 ©x0000

g

27 0x0000

29 ©x0000

31 Oxbcsf

33 @xee00

35 0x@000

37 @x@0e00

39 Oxbcsf

41 0x0000

43 ©x0000

45 Oxbcsf

Destination

Broadcast

Broadcast

Broadcast

Broadcast

Broadcast

@xbcaf

Oxbc8f

@xbcsf

0x0000

@xbcsf

Oxbc8f

oxbcsf

0x0000

oxbcsf

@xbcaf

0x0000

Time

21.493704
22.133464
25.155616
29.473672
30.607360
36.144840
36.147112
36.243768
36.246048
36.343496
36.345768
36.350384
36.351728
36.355896
36.358168
36.452296
36.454568
36.552688
36.554960
36.558864
36.560208
36.564128
36.566400
36.662472
36.664744
36.670120
36.671464

Protocol
ZigBee ZDP
ZigBee ZDP
ZigBee
ZigBee
Zighee
ZigBee T2
TEEE 802.15.
ZigBee T2
IEEE 802.15.
ZigBee T2
IEEE 802.15.
ZigBee

IEEE 8@2.15.
ZigBee T2
IEEE 802.15.
ZigBee T2
TEEE 862.15.
ZigBee T2
IEEE 802.15.
ZigBee

TEEE 862.15.
ZigBee T2
IEEE 802.15.
ZigBee T2
TEEE 802.15.
ZigBee

IEEE 802.15.

a

a

a

a

Length

Info

Device Announcement, Nk Addr: @xbcsf,
Device Announcement, Nik Addr: @xbc8f,
Link Status

Link Status

Link Status

Transmit Counted Packets, Src Endpt: 1
Ack

Transmit Counted Packets, Src Endpt: 1
Ack

Transmit Counted Packets, Src Endpt: 1
Ack

APS: Ack, Dst Endpt: 1, Src Endpt: 240
Ack

Transmit Counted Packets, Src Endpt: 1
Data

Transmit Counted Packets, Src Endpt: 1
Ack

Transmit Counted Packets, Src Endpt: 1
Ack

APS: Ack, Dst Endpt: 1, Src Endpt: 240
Ack

Transmit Counted Packets, Src Endpt: 1
Ack

Transmit Counted Packets, Src Endpt: 1
Ack

APS: Ack, Dst Endpt: 1, Src Endpt: 246
Ack

Ext Addr:
Ext Addr:

(fragnent

(Fragment

(fragnent

(fragnent

(Fragnent

(fragment

(fragment

00:00:00_02:00:00:00:00

)

1)

2)

3)

4)

5)

6

ROENT RURIR R — A5y Frinf, g 558 T2 0B~ APL B I e s, R0 itisdn 5 N 1 IF4G, H
B RAL G 1 RN FUSCY SR BRI & 1 b ) P 5 R0 APS B I, A R TRARME S,
Zigbee Specification Revision 22 1.0 (05-3474-22) .
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5.7.

5.8.

i & 82

R 55 A IR WSO X 2% v HLAt V46 P SRR A A5AE B IO AE . IR S5 R I 2 BN SRR A% 1D A ZDP 53K .
55 e B SR AT DA R B 4 Iﬁtﬂﬁf“tij‘*@/‘\ﬂﬁf“%ﬁ’]H%iﬂiﬁ%&@ﬁﬂﬁ’]ﬁﬁ%ﬁt*ﬂé Bo MR
BE LRSI, Hrh R SCR TR KRR N . A RIS AP TEAE S, i§ZS T Zigbee 3.0
PR I H I

& W 2% B RS I A%

IR FE— M35t N B B E A A A LA AE R 2T N, FE HAZ AT SR I NI R 2 R
FEANENTE P 45 %54 fkﬂ”f BN, HEH APS iy 2K 0 25 5 5 NG AT L‘Kéf{ﬁﬁ?% FHOMNPI B S,
% 2N APS BEIE A2 .

K A% OxObeeLL W H R #89 IMABSHAF 0x3c08, R H A2 AFEEH 0 KI% APS Update
Device wr® (HEA#91) , DUBENIA W SUMABGE I ML . TRAE 5-15 524 7 A R & HHRE
E’Jﬁéﬁﬂmm s ABAEHR O YR IR B EE I HRAE, B A3 P 28 5 H B B PR % £ TR 36 B SR e A T B

B 5-14. BB L4

No. Source Destination Time Protocol Length Info
82 Broadcast 415.660689 IEEE 802.15.4 8 Beacon Request
83 ©xe000 415.662913 ZigBee 26 Beacon, Src: ©x000e, EPID: ©0:00:00_00:00:0d:ee:b7
84 0x3c08 415.670713 ZigBee 26 Beacon, Src: ©x3c@8, EPID: ©0:00:00_00:00:0d:ee:b7
85 ©00:00:00:00:00:00:8b:ee ox3ce8 416.221401 IEEE 802.15.4 19 Association Request, FFD
86 416.222473 IEEE 802.15.4 3 Ack
87 00:00:00:00:00:00:0b:ee @x3ces 416.719889 IEEE 802.15.4 16 Data Request
88 416.720865 IEEE 802.15.4 3 Ack
|89 ©0:00:00:00:00:0d:ee:b3 ©0:00:00:00:00:00:0b:ee 416.722841 IEEE 802.15.4 25 Association Response, PAN: 0x40a8 Addr: 6x54d7|
20 416.724105 IEEE 802.15.4 3 Ack
[21 ex3ces 0xeeee 416.726233 ZigBee 66 Update Device |
92 416.728801 IEEE 802.15.4 3 Ack
o [93 exeeoe 0x3c08 416.732801 ZigBee 100 Transport Key |
94 416.736465 IEEE 802.15.4 3 Ack
|95 0x3ce8 0x54d7 416.737593 ZigBee 71 Transport Key |
96 416.740329 IEEE 802.15.4 3 Ack
. [27 exsadz Broadcast 416.745681 ZigBee ZDP 55 Device Announcement, Nwk Addr: ©x54d7, Ext Addr: ©0:00:00 00:00
[98 ex54d7 Broadcast 416.781937 ZigBee ZDP 55 Device Announcement, Nwk Addr: @x54d7, Ext Addr: 00:00:00_00:06e|

B OESIREH493 HRIE APS BEiEa & M. ZRFIE A vaﬁEl'JﬁxﬁﬁijEP@/\EZiliﬂE*TE'B(%'P
HARE495 T T M HE T m R ERFINA R K5 3458 APS Transport Key fndiil, HAra 4
AP A5 A R 48 28] . SR i el 2% A FH TG B R 28 2R, RV APS A&farids (0 b A & uﬁﬂfh
55, HEABRNEZE. ZmK&EN Transport Key i mil, & B IFBIE M, AR5 1R ML KR H
WEIEE (Em497 M#98) .

K 5-1. APS BB o5 i & PR 7 B
%@i‘.%@.-EME...H“--------
0x00-0x07 fe7r 1 DeviceAddress 2 4ifi 7 F % & BB BIR A

* 0x00 = bt s o5 Lhz2 4 77 ANEH N M

© Ox01 = ke & AR 2 N M

* 0x02 = &% E M

+ 0x03 = prfl i LAAE 2 47 RE TN

+ Ox04 = ma Atk v & DL 4207 s B AW

+ 0x05 = At & k% 4 UM

+  0x06 = {18

+ 0x07 = et & Ll AE 2 2 7 sUE T AW
¥E: K APS B & A RS FRIEIE S, 152 W ZigBee Specification Revision 22 1.0 (05-3474-22) .
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& 5-15. T4

v Command Frame: Update Device
Command Identifier: Update Device (©x06)
Device Address: ©0:00:00_00:00:00:8b:ce (00:00:00:00:00:00:0b:ee)
Device Address: ©x54d7
Device Status: Standard security, unsecured join (8x@1)
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6.1.

6.1.1.

5347 Zigbee 3.0 TH X HFRIEIERE
Zigbee WL X T —AARMEB KA XL A RAIPE T RAMTIEE . 1ZTNRE SR TR AR K Bl Sr 1)y
BEsctk. FRAEEMERIZRSE, ANEL Zigbee B4 HE U (ZDP) %)‘(E’Jnn AW AT B/ o I BIE R
#7 Zigbee #%1E (ZCL) , 1ENHINRERIGIEE .
AR UHHE AR Wireshark/Zigbit BURZS AT, ExI M= ZF Zigbee B KA & 2 [0 i 1%
1. LAUN R =Fh Zigbee &5
* Zigbee ¥hifi#}/Zighee &4 N ——ReMS I AL A B & 105 & . @H AT A%, FlindA
ML
Zigbee ¥ H1#%/Zighee KT H——7T AT FF/2C AT (K HRBA B 4% . A o 20 €0 iy 2 TR AT e i 52 BE AN €2
Zigbee i % #/Zighee AL 14
DL 2P TR Zigbee 25484
o 34— — Zighee A 2% 4 T A EAE A 0 2%
o SN L5 ——Zigbee [ H AR LA AT DAL 2 3 A1 U 45
B R S E T DN 5t

+ Zigbee thif#E——HE A ML HE (Zigbee HAEHEINAD Zigbee %S Zigbee B 4%
(Zigbee ¥ EEALT) Z MR MEIE . AXFEMER, 1ES I Zigbee hifl#s.

Zigbee & H s —— AT HL N AR REA M Zigbee Vhif 24 (IBIAT Zigbee L% (AR EL
Zighee i thanAE AW Zigbee /M LE (USRI A ML) O o ik RY, SRR
i Zigbee Whifi &8/ &8 N AHE M IMA Zigbee rh UL . HRXELIEE, 1EZ N Zigbee s,

Zigbee & #%——NNN Zigbee Wpif#s (LHEEID o IINJG, &uiidks (AL MEBRET AR
i) Eiéﬂ%iﬂEET)Jiﬁ%&fﬂﬁﬁﬁﬂfﬁi:%ﬁ‘*?&i%@?%%ﬁﬁ COmig R T FRAS . SRRRRIE R 1 ZCL R
. BXREMELE, ESI Zigbee Lt % o

+ Touchlink ik ——7EANHE LH, WAL R AT Zigbee T EITH (Bbdy) SEO S
(K& 2\, AXREAELR, EZ W Touchlink i,

Bid

Atk %178 (BDB)

BDB (E:All&1T ) = FHBITHE Zigbee PRO Ptk bR & B aa 4 . AR R R, DA

TR E S ER R . B IRVELIME 2, 152 M. PRO Base Device Behavior Specification (3.0.1) .

AR

TR RVIIELBE & LI R4 I A TAERIERE . Zigbee BDB MLTEANE 1 LA R YRR LA I AAT I -

1. Touchlink——"% g A] SCRFFE T4 2 AR ABL ] . W R SR touchlink 33K, Y RUSCRE AR
Ji HARJTEM ) touchlink.

- REIT——IAMEEI S, B (IR G — AN 2%
- HART——H R T I E W 2%
2. W& 5 ST T SRR A% 5] 5
= RINANPIZE IS i —— 4RI MAN—DIFBR & (47
- CIIAPIZE BT ——JF I 2% DL SR VRIS SO IIAT
3. MR ——15 mi DA W 2 22 A A R IR 25 (R ) o IR T 4T BB R 1 A B
- Zigbee thifl#s——2H g A h 22 4 45
- Zigbee g H s ——H@E AN &M%
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6.1.2.

4, BIMGE——LUT R EHAGPE T P ALz
- ol Tr i R —— i AR AR S VLR, B Y RIS B bR mU SN R E R
= FRRT5 i i —— AR BER R T i L R B AN SR RE 1 R

P £ 22 A AR Y

Zigbee M2 SZRFEEP e iR (R aM) Snm e el (meesMes) . B Zigbee
PR AR AN A B BB RE IS I N TR — B N 2%, B0 B BTN W28 (1) 2 4 4« B RIS
152 I, Zigbee Specification Revision 22 1.0 (05-3474-22) .

EhRZEN %%
L % B S EEHOIIRER Zigbee ThiA#LEEY Zigbee W%, FAEHOEXT AN
WX 2% B e AT S B AE, I S IE B A RETE N 4 Eis4T . QI EEF N G, Zigbee PhiH %
FAF 2RI A R 2%
BN BB O EH
BT E WA SC R RS 254, TR HAh R e B 1S L N In NS P e 2 4%
LRI, AN EHRT RS AN
4 R E AT P OB RS A —— ] FZBE RS I AN P N WS . ZEHIPMEN 0x5a 069 0x67
0x42 0x65 0x65 0x41 Ox6c Oxbc 0x69 0x6l Ox6e 0x63 0x65 0x30 0x39.
2B e B 1 —— AR 8 4 B UR A e OB A0, 1T O A PRI 5 PR e — (3 £ o B
w4
AN Z LML
AT R N R Zigbee % 2541 Zigbee M4, ANEKFLHOINEE. W MmN IS
WX 28 B9 AT B BRAIE, I B BRAE B ST RETENZE LIBAT . BidR e N Zigbee M #8215 4 R
AT S SN B P N A N N . A, Zigbee B4 Hay A REd @ 4E e &M%, HAT
L AT N2 2% . Bid5 8 N Zigbee Zui i #4518 3 £ 8 5 s T 23U N B 146 v a7 A =0
AL
APL B4
* Transport Key R&EG———>( Ll =B E R A & . B2 etz Hms, oG
AN E AN E IR CGEEF0) B4R HAR % & .
Request Key MRE——CHri#% UL 407 NS AT 0ot S v 281 ity I3 FH B 1 2 R Bl A5 AT P Do B B 25
.
* Verify Key R&E— &L 4 )7 NEAEH & S56E4F 0 & B ist & 5 S ) L i s 1k —
o
Confirm Key R&G——3CREHME A0 BLZ2 407 B S0 0T A 368 I 5 BT 5K

A RVEAE S, 152 W PRO Base Device Behavior Specification (3.0.1) .
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6.1.3.

BT LEER AR SR
PEl 6-1. {2 (Lo 2 1 S L 72 7 1

Joining ZigBee
Router or ZigBee ZigBee Router Trust Center
End Device
< MAC Association > .
(Unencrypted) APS Update Device
Legend
NWK Encrypted Only
< APS Transport Key: NWK APS Tunnel Command
APS Encrypted Only (APS Encrytped with Link Key A) (Transport Key)
NWK+APS Encrypted ZDO: Device Announce
(Broadcast)
M ZDO: Node Descriptor Request

ZDO: Node Descriptor Response|

APS Request Key
(APS Encrytped with Link Key A)

APS Transport Key: Link Key B
(APS Encrytped with Link Key A)

Use Link Key A
untill Successful Verification
of Link Key B

APS Verify Key

APS Confirm Key: Link Key B u?\?illr\lgttjcl::*,i:::ﬂ I(/izlr(if:f::)r/ig
APS E| i ith Link Key A
(APS Encrytped with Link Key A) of Link Key B
A 4 v v

Time

ARVEANE S, 12 W PRO Base Device Behavior Specification (3.0.1) .

Zigbee WA RCE M (zDP)

BRI

Bt R I 25 REWS A PAN _E A4 1) S 4y . 64 £ IEEE HUhEAT 16 2 /2% bk 35 3 RF et K

o

o WARMEE—EMZ LY Zigbee & BEULIE RN H A Zigbee B 1% OB BT A M % . 1L,
A B TR A4 64 47 IEEE HihibAUE 1) 16 A2 NWK Hidik, I [m 2 1% %18 2 1% Zigbee W41 EE
J1o ZJFEER HFRHULE T 45 BT macRxOnWhenIdle = True %%, AXFAMELR, S
Zigbee Specification Revision 22 1.0 (05-3474-22) .

k55 K HL

WAL RS R I R R R At 5 IO RE /T, BRI SCRERIUIRSS () MHbR & . RS RIE, &

2 o R SCREAH [ AR P R 4% o ORI L EE . A SE ROZ AR, WX A WA BN R A, B

VLECHR S5 ThEe O FREiidE) o RS RBUNLHIE SOFF AR R AT RMER B2 I RE 7T IR95 A IAE

Zigbee W& X R A XRVEANEE, 1ES L Zigbee Specification Revision 22 1.0 (05-3474-22)

M55 RILZ Zigbee ML H B A RA SCHE AR S (75 MR &I FE. RS RIS, W&IGEIEL

R I A% PR 8 % (1 0 R M B

o AR ——RE K Zigbee HT ARE /NG R . AHh BRI KA AR S5 R BULE R SR U AR 15 4 1
W RIIR AT B LR DL BRI XA i B R v A A By L R A RIS R A A

o [ERIR ST —— VR A A SR UYT R A S AR VRIS R . B B SR A .
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6.1.4.

Zigbee FEEEIITE (ZCL)
EHEHRE
i 5 75 (1) 1 S F8 A0 F R 1) ZCL i P 4 7 iy 2 AR e e T 1 P R [ 381 S 7 12 e P T P g

JEPERR B I Zigbee W28 I 58 U %S K I TF oG . MRS RINJG, B& R ENbe 5 HSCREAR A% (1)
B I R E o 70 2 R 55 4 12 PR U 4 AT 1) SR AH [ AR 1 25 i A8 RSV E AR 75 o
HRVEME R, 152 ZigBee Alliance Cluster Library Specification Revision 8 (075123) .
JA B R A
JA AR A DL 2R
H B4Rt ——H P AT R g BRI BE AT I AN FH AR 5 i B A AR i TA)BG . Zigbee Wi B FHAR P E AR
e KA o T 88 ) B A — O B A o
BT m AR AT R
Fhik i —— MR P AT 8 ZCL 2 B EE R R ks .
HRVEANMEE, 20 AT08550: ZigBee Attribute Reporting Application Note (42334) .
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B 6-2. J 1A% T —— S A MR B A 4

Client Server

Service Discovery and Cluster Binding

Configure Reporting - Timeout Period

Configure Reporting Response

Reporting Attributes Command i

Periodic Attribute < 14 Max Report
Reports i| iv Interval
<

Configure Reporting - Report Intervals

Configure Reporting Response

4 """"""""""" Reporting Attributes Command :
Periodic Attribute ! I New Max
Reportsg 4 ' Report Interval
i< :

Configure Reporting - Reportable Change

Configure Reporting Response

IMin Report
: < Reporting Attributes Command Interval
Periodic Attribute i i
Reportsg 4 -
E : Max Report
i 4 i|] Interval
v v

6.2.  Zigbee 123
7t Zigbee s A4 1, H Zigbee Prifas 2l i 2% . oAt il 2% AN 2 & nT AE M g 2 e N .

PURETTEANER T Zigbee thif#s & #4281 (5 Zigbee BFH &) HISCEL. K. ERALGE. BIHEHRE
DA K 22 A B AR A it 2
6.2.1. PR

6.2.1.1. Zighee PMAZY/ A A O NEPANBHARMMLE T T
FEER T WAL 0x0000 11 Zigbee B A/ 4 £ 1 B4 AL 4 DA J% S0V BUA B A DN 24 1 19
%5 FH

TE AN HE R RIEREE, Vhifss Ki% Beacon Request FHEE (WEIEE+1) , BEE#HIT MAC 32
Bk 2. AXRFEMER, ES I MAC KHK.
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PSS HEML G, FKi%E Link Status (UEIEG#2) . AXREMEL, BESHMNE (NWK) FEBOR
i,

FEVF AR ZDP 155K B AEE R MAC KRIBON H AR sife N VF AT o AZ35REE AT 1 B & U A 48— A
%F m, WATES T R AT R *E?}Eﬁxﬂlﬁﬂaﬁ’] Permit Duration FE, fmfFEQAEE’W/"%ZIlﬂKnW
I MAC KIRA M ER AZEIE AN . 125 Bl € MERICEITE RN 206, SCVRIE I SR W (4 SE I [A] o

B t43 78 7 Permit Join Request, WA U #EHRE L X ZIE K. AREHER,
> MAC K1 .

& 6-3. ZigBee 11 25 114 X 2% 2H 2 F1 X 26 5| 5

Packet #1
Packet #2
|
No. Source + Destination Time Protocol Leng Info

[1 Broadcast 9. IEEE 802.15.4 10 Beacon Request]
[ 2 exeeee Broadcast 11.767595 ZigBee 47 Link Status |
[ 3 exeeee Broadcast 12.239705 ZigBee ZDP 48 Permit Join Request]

4 exeeee Broadcast 12.880855 ZigBee ZDP 48 Permit Join Request

5 exeeee Broadcast 26.891968 ZigBee 47 Link Status

Packet #3

VR N R 45 B () B A0 (P N FF SR [B]4) Duration: 180. B HISe/2u 1 & L Z4ifE 180 F0 Py ilid MAC 3¢
PSR
FFEAE 180 B 5 TP 2 I o vr At e & N, P b A AE HoAth 8 4% ) sh iR 22 B ) B 234 N DL i

* setPermitJoin 180——7E#: FKH 180 F» P FF il X 4%
* invokeCommissioning 8 0—— NEFRAIGE e FE I 4%

& 6-4. BI85 10 SR VF AN B

Frame 3: 48 bytes on wire (384 bits), 46 bytes captured (368 bits) on interface \\.\pipe\Atmel_Wireshark, id @
IEEE 802.15.4 Data, Dst: Broadcast, Src: ©x0000
ZigBee Network Layer Data, Dst: Broadcast, Src: @x0eee
ZigBee Application Support Layer Data, Dst Endpt: @, Src Endpt: @
v ZigBee Device Profile, Permit Join Request
Sequence Number: @

Duration: 188

Significance: 1

MAC RIBe——1 AT Ar] % F 3%/ 2 i W 28 22l Beacon Request MAMLS, Hhif#s < K% Beacon

i CLEFEE47) o ARG, w&EIT MAC Association Request AR, 2Ll Association
Response (MAHHRE412) #HATWN . FTEER T MAC XEc——Whiids. GXHF4EE, EZ 0 MAC

Ko
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B 6-5. MAC KIE——Hh i 2%

No. Source Destination Time Protocol Leng Info
3 9x00e8 Broadcast 12.239765 ZigBee ZDP 48 Permit Join Request
4 ©x0000 Broadcast 12.880855 ZigBee ZDP 48 Permit Join Request
5 ©x8000 Broadcast 26.891968 ZigBee 47 Link Status
6 Broadcast 27.499082 IEEE 802.15.4 10 Beacon Request
7 ©xeeeeo 27.501054 ZigBee 28 Beacon, Src: ©x0000, EPID: ©0:00:00_00:00:0d:ee:bl
8 ©90:00:00:00:00:0d:ee:b3 ©x0000 27.639432 IEEE 862.15.4 21 Association Request, FFD
9 27.641427 IEEE 802.15.4 5 Ack
10 ©0:00:00:060:00:0d:ee:b3 ©x0000 28.137568 IEEE 802.15.4 18 Data Request
1 28.138565 IEEE 802.15.4 5 Ack
12 90:00:00:00:00:0d:ee:bl ©0:00:00:00:00:0d:ee:b3 28.141603 IEEE 802.15.4 27 Association Response, PAN: @x2be2 Addr: €xe401
13 28.142556 IEEE 802.15.4 5 Ack
N,
6.2.2. fR35 K
[ ENTTR N MY > s 1y S [ N [ N
T R AT —— % A/ 2 S B A5 AR BRI GEE 2 BT WA AL I R Tl SR R IR AT o A R AR AT TR

AER,

HZ . Zigbee B HLE XA (ZDP)
o BEf#18——EoR T KRB S A1 Node Descriptor Request
o BEE#20— o8 TREBMAES T S K Node Descriptor Response

& 6-6. 1 IR T

No. Source Destination Time Protocol Leng Info
|18 0x0e401 0x0000 28.220035 ZigBee ZDP 48 Node Descriptor Request, Nwk Addr: ©x000e
19 28.220598 IEEE 802.15.4 5 Ack
|29 9x0000 oxe401 28.223487 ZigBee ZDP 62 Node Descriptor Response, Rev: 22, Nwk Addr: ©x@000, Status: Success
21 28.225483 IEEE 802.15.4 5 Ack
22 exe4el 0x0000 28.226481 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @

— N Ny N
TERERT RAAZE %N Node Descriptor Response, A H[{E ZigBee Device Profile

B B UREERRETEL T

-
EE\:

* Capability Information

* Max Buffer Size

* Server Flags

* Descriptor Capability Field
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B 6-7. 4 s FliR 1 Wi [

Frame 20: 62 bytes on wire (496 bits), 6@ bytes captured (480 bits) on interface \\.\pipe\Atmel_Wireshark, id @
IEEE 802.15.4 Data, Dst: ©x@401, Src: ©xe000
ZigBee Network Layer Data, Dst: ©x84@1, Src: 6xeeee

ZigBee Application Support Layer Data, Dst Endpt: @, Src Endpt: @

v ZigBee Device Profile, Node Descriptor Response, Rev: 22, Nwk Addr: ©xeeee, Status: Success
Sequence Number: 1
Status: Success (@)
Nwk Addr of Interest: @xeeee
v Node Descriptor

.. .000 = Type: @ (Coordinator)
... ©... = Complex Descriptor: False
. L1 = User Descriptor: True
P - = 868MHz BPSK Band: False
..0. - = 902MHz BPSK Band: False
.. P = 2.4GHz OQPSK Band: True

0... . R EU Sub-GHz FSK Band: False

Capability Information: éxef
Manufacturer Code: @x1e14

Max Buffer Size: 71

Max Incoming Transfer Size: 43
Server Flags: ©x2c4@

Max Outgoing Transfer Size: 43
Descriptor Capability Field: @xee

TR BRI IR T —— MW A 2882 3 Identify Query Response 5, HHEZRIRBI B FR 75 5555 W) B b5 7 o
MRS RIERRRIRTFE R . BdEt 453 F#55 43l &Kk B B i 8 P28 &1 Simple

o

Descriptor Request Ml Simple Descriptor Response. A XHEAEE, EZ N Zigbee
Specification Revision 22 1.0 (05-3474-22) .

& 6-8. i FRL I IR FF——PIp I 45 Rl 2% h 2

Source Destination Time Protocol Length Info
47 ©x3ces Broadcast 270.293782 ZigBee HA 46 ZCL Identify: Identify Query, Seq: @
48 ©x0000 ox3co8 270.299198 ZigBee HA 48 ZCL Identify: Identify Query Response, Seq: @
49 270.401198 TEEE 802.15.4 3 Ack
50 @x3ces8 0x0000 270.403622 ZigBee 43 APS: Ack, Dst Endpt: 20, Src Endpt: 35
51 270.405470 TEEE 802.15.4 3 Ack
52 @x3ces Broadcast 270.436398 ZigBee HA 46 ZCL Identify: Identify Query, Seq: @
|53 0X3c08 0x0000 270.442286 ZigBee 7DP 47 Simple Descriptor Request, Nwk Addr: @xeee®, Endpoint: 28|
54 270.444253 IEEE 802.15.4 3 Ack
|55 ©X0000 0x3c08 270.446654 ZigBee 7DP 102 Simple Descriptor Response, Nwk Addr: @xeeee, Status: Su((essl
56 270.450381 TEEE 802.15.4 3 Ack
57 @x3ces 0x0000 270.453318 ZigBee 43 APS: Ack, Dst Endpt: @, Src Endpt: @
58 270.455157 TEEE 802.15.4 3 Ack

THEERTRKEWIEZN Simple Descriptor Response,
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B 6-9. fi] HL il i 1 Mg [

v ZigBee Device Profile, Simple Descriptor Response, Nwk Addr: exeeee, Status: Success
Sequence Number: 3
Status: Success (@)
Nwk Addr of Interest: oxooe00
Simple Descriptor Length: 54
v [Simple Descriptor
Endpoint: 20
Profile: Home Automation (@xe1e4)
Application Device: Unknown (@x0007)
Application Version: @xeeel
Input Cluster Count: 6
Input Cluster List
Output Cluster Count: 17
Output Cluster List

6.2.3. EHIRMLEE
B B A H AR 77 v R R R i s BT G0 R
o HisJrim fi——Zigbee thiA#/H A0
o Rl 5 ——Zigbee B H /T BT A
Ve B 577 5 S A T R A ok B S P4 Tdentify Query R, Whi#sA AR TIH S (GRHE) K
1% Identify Query Responses

THEEREBIEE#57 F#58 7&K A B H 23 A 1% %) Identify Query iERA Identify

Query Responses,
F b5 i s ARG PR SR (B AR IR E B, SRS AR BER B A 7 3 ) e SR B R AN E T oK
& 6-10. bR Al

57 @exedel Broadcast 214.172086 ZigBee HA 48 ZCL Identify: Identify Query, Seq: @

|58 0x0000 0x0401 214.176690 ZigBee HA 50 ZCL Identify: Identify Query Response, Seq: ©
59 214.177686 IEEE 802.15.4 5 Ack

60 0xe401 0x0000 214.179998 ZigBee 45 APS: Ack, Dst Endpt: 208, Src Endpt: 35

61 214.179998 IEEE 802.15.4 5 Ack

TFEEAR T H bR 5 ) Identify Timeout: 135 seconds.

& 6-11. briRFERS

v ZigBee Cluster Library Frame
Frame Control Field: Cluster-specific (©x19)
Sequence Number: @
Command: Identify Query Response (@x00)
v Payload
Identify Timeout: 135 seconds|
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AR SR PRSI N, H AR 2 R A AR 5 s ) A R AR E

6.2.4. i

VRN P m KB RENE R IR R B IS5 B 05 BB BRI SR . RO IR 55 4 IO L I i sk 4
PR 55 I T LA R 2 7 i MR 55 48 A R AR T, — M40 € 1 i vl (RN 78 24 2% 7 i AR 5545«

B LB SR AU PR C B 2 — R IR B
P i ——— I e PG B SR A R 55 A R
JIR 55 5 —— 1) S V6 TE B SO AR ST 25 7 i L ) S

NS T Microchip Zigbee #i kR H2H &4 111 RS AT FH B2 7 i/ R 5 2 AR O VEAME B . B TR
f5 5., 152 W ZigBee Alliance Cluster Library Specification Revision 8 (075123) . 4 ke B &AL 38
HIE AT IR VRGNS 2, 52 0L Matter Device Library Specification (1.0) .

Vi AEEORARRNALE Microchip Zigbee PSRk 52 37 5.
% 6-1. CRFME—4l A4

0x0000 0x0000
0x0003 'LR}JIJ 0x0003 Iﬂﬁﬂ
0x0004 21 0x0004 H
0x000A B[] 0x0005 Yyt
0x0501 IAS ACE 0x0006 PIVES
0x0008 o 0x0009 s

. 0x0300 P s | 0x0201 R

B _ — 0x0202 A A il
_ — 0x0406 o AR
_ — 0x0400 L
_ — 0x0402 TR
_ — 0x0204 s Ul
_ — 0x0405 KR
_ — 0x0500 IAS X3,

e b, S/ A SR ORCE O BAR DT i as s BRI, B s B AR R R k. 2B A B B e
v/ E A AR (Y

6.2.5. 4
Hihkoy 0x0000 ) Zigbee Wrif s/ &3 1% 7 A EEH O, Hilk Y 0x0401 KI5 782 Zigbee #5 Hi
#(LTED o AXREPXZ2IHEMEMGEE, HS M2 2B,

RIEE 6-1, MAC KRB ARINE . R AE7E e -

1. fEAEH0KZE Transport Key (Huhbh 0x0000 BIEMARS) , AR &N PR %4 (B H 28
——0x0401) (WAHEE414) o AL YIN Aps Wil FHEERR 2 ET A BEATINE .

2. AME& (BEHEs) Purizgds (WEdEE416 FE17)
3. PrASE S BRI AE I AR A AT e A AR (B 418 Fl422) .

4. BPE423 DoREK R AGE RO RIETEREY, PUEREER Key B. B Key A (RIPRRIZ1ERE
@ﬂWJAPS$ﬁ

5. {EEF0IENT Transport Key f&f (BdEE#25) G RZH, FFHEEE Key A 31T APS N .
6. Bt #27 B/R T Verify Key, MATRAGAEH ORI 548l [R] — 25 EHIE B — 51
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7. BIRE#29 B/ T Confirm Key, VBT OHAIASG BT A6 IEBE RS 2 4H1E R .
6-12. £ 3 X 25 R RS AT O B A

No. Source Destination Time Protocol Leng Info
6 Broadcast 27.499082 TEEE 802.15.4 10 Beacon Request
7 0x0000 27.501054 ZigBee 28 Beacon, Src: 0x0000, EPID: 00:00:00_00:00:0d:ee:bl
8 00:00:00:00:00:0d:ee:b3 0x0000 27.639432 TEEE 802.15.4 21 Association Request, FFD
9 27.641427 TEEE 802.15.4 5 Ack
10 00:00:00:00:00:0d:ee:b3 0x0000 28.137568 TEEE 802.15.4 18 Data Request
11 28.138565 TEEE 802.15.4 5 Ack
12 00:00:00:00:00:0d:ee:bl 00:00:00:00:00:0d:.. 28.141603 IEEE 802.15.4 27 Association Response, PAN: @x2be2 Addr: 0x0401
13 28.142556 IEEE 802.15.4 5 Ack
o 1[14 oxeooo 0x0401 28.146545 ZigBee 73 Transport Key |
15 28.148174 TEEE 802.15.4 5 Ack
. 16 0x0401 Broadcast 28.154162 ZigBee zDP 57 Device Announcement, Nwk Addr: 0x0401, Ext Addr: 00:00:00 00:00:0d:ee:b3
2 17_0x0401 Broadcast 28.191112 ZigBee 7DP 57 Device Announcement, Nwk Addr: ©x0401, Ext Addr: 00:00:00 00:00:0d:ee:b3
18 0x0401 0X0000 28.220035 ZigBee zDP 48 Node Descriptor Request, Nwk Addr: 0x0000
19 28.220598 TEEE 802.15.4 5 Ack
3| 20 oxeooo 0x0401 28.223487 ZigBee ZDP 62 Node Descriptor Response, Rev: 22, Nwk Addr: @x0000, Status: Success
21 28.225483 TEEE 802.15.4 5 Ack
22 oxe401 0x0000 28.226481 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
4 [23_exedo1 0X0000 28.230471 ZigBee 66 Request Key |
24 28.232511 TEEE 802.15.4 5 Ack
5[ 25 oxeeee 0x0401 28.237494 ZigBee 90 Transport Key |
26 28.239448 TEEE 802.15.4 5 Ack
6 [[27_exeso1 0x0000 28.242440 ZigBee 65 Verify Key |
28 28.244433 TEEE 802.15.4 5 Ack
7 [29_exoo000 0x0401 28.247426 ZigBee 67_Confirm Key, SUCCESS]
30 28.249421 TEEE 802.15.4 5 Ack

TFHEE/RT Transport Key, HPESLEAR T HTINE aps ZHHEHE Key A (5a 69 67 42 65 65 41 6¢
6c 69 61 6€ 63653039 . FRIMEH T, MBEHATHENS. FTERERERTMEHEHKey: cc cc

CC CC CC CC CcC cCcC cCc cc cc cc cc cc cc cco
& 6-13. APS [ ik 1% 4 25 5

v ZigBee Application Support Layer Command
Frame Control Field: Command (@x21)
Counter: 203
v ZigBee Security Header
Security Control Field: ©x3@, Key Id: Key-Transport Key, Extended Nonce
Frame Counter: 1
Extended Source: ©0:00:00 00:00:0d:ee:bl (90:00:00:00:00:0d:ee:bl)
Message Integrity Code: 22 47 99 22
|[Key: 5a 69 67 42 65 65 41 6C 6C 69 61 6e 63 65 30 39]|
[Key Label: ]
v |Command Frame: Transport Key
Command Identifier: Transport Key (8x@5)
Key Type: Standard MNetwork Key (@x@1)
Key: cc cC €C CC CC CC CC €C CC CC €C CC CC €C CC CC
Sequence Number: @
Extended Destination: ©0:00:00 00:00:0d:ee:b3 (00:00:00:00:00:0d:ee:b3)
Extended Source: 00:00:00 00:00:0d:ee:bl (D0:00:00:00:00:0d:ee:bl)

THEE/RT Request Key, HHEmEn T HTINE APS EMFEE Key A (5269 67 42 65 65 41 6¢ 6¢C
69 61 6e 63 653039) .
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& 6-14. 153K %4

v ZigBee Application Support Layer Command

Frame Control Field: Command (©@x21)
Counter: 142

v 7ZigBee Security Header

Security Control Field: @x2@, Key Id: Link Key, Extended Monce
Frame Counter: 1

Extended Source: 90:00:90 00:00:0d:ee:b3 (00:00:00:00:00:0d:ee:b3)
Message Integrity Code: 2a c@ e7 b4

[[Key: 5a 69 67 42 65 65 41 6C 6C 69 61 6¢ 63 65 30 39]|
[Key Label: ]

v Command Frame: Request Key

Command Identifier: Request Key (0x@8)
Key Type: Trust Center Link Key (@x@4)

¥ Data (8 bytes)

Data: 99 PO PO 00 0O 6O ©O 00
[Length: 8]

THEE/R T Transport Key, HHmEswiiss 7 HTINE APS JZMHEHE Key A (5a 69 67 42 65 65 41 6¢

6c 69 61 6e 63 653039) . NREIEIR [ IEFEMGAEH CoAR5m 22 i 25 155 #% Key B (fb 4045 17 7a 0a
bc68e335ce4b9312630a) .

& 6-15. 1L 4

v ZigBee Application Support Layer Command

Frame Control Field: Command (@x21)
Counter: 206

v ZigBee Security Header

Security Control Field: ox38, Key Id: Key-Load Key, Extended Nonce
Frame Counter: 2

Extended Source: ©9:00:00 00:90:0d:ee:bl (0D:090:00:00:00:0d:ee:bl)
Message Integrity Code: 88 f7 fc @8

|[Key: 5a 60 67 42 65 65 41 6C 6¢C 69 61 6e 63 65 30 39”

[Key Label: ]

Command Frame: Transport Key

Command Identifier: Transport Key (@x@5)

Key Type: Trust Center Link Key (©x04)

| Key: fb 40 45 17 7a @a bc 68 e3 35 ce 4b 93 12 63 @a

Extended Destination: ©©:00:00 00:00:0d:ee:b3 (00:00:00:00:00:0d:ee:b3)
Extended Source: ©9:00:00 00:00:0d:ee:bl (00:00:00:00:00:0d:ee:bl)

6.3. Zigbee B H5%
Zigbee a8 1] LA E /- A N 2% . R e A i oA a4, e LUIN N i Zigbee il 48 2H 2 (145

%

AR HEAIR T Zigbee B A &K (5 Zigbee Phl4E) MOCHE. I, AHRAGE. @IS
DAL 2 s A Had
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6.3.1.
6.3.1.1.

6.3.1.2.

6.3.2.

PR
Zigbee FEHAR/T RIT R 5] 2

EREF, it BRME s SIEFENEE 2% %) # Beacon Request Hif. MRS ZILEIGEHR
WS, B2 AT MAC SR 2%

MAC KE—— #5230 MAC SCBEINIAN S (i[RI E RN R FIMN LS ) o B E48 412 BT
MAC KBS RE . A% MAC SREITELIE B, 5SS 0L MAC KBk,

K 6-16. 4% 5| S ——K H 2

No. Source Destination Time Protocol Leng Info

[ 6 Broadcast 27.499082 TEEE 862.15.4 18 Beacon Request
7 0x0000 27.501054 ZigBee 28 Beacon, Src: 0x0000, EPID: 00:00:00 00:00:0d:ee:bl
8 00:00:00:00:00:0d:ee:b3 ©x0000 27.639432 IEEE 802.15.4 21 Association Request, FFD
9 27.641427 IEEE 862.15.4 5 Ack

10 00:00:00:00:00:0d:ee:b3 0x0000 28.137568 IEEE 802.15.4 18 Data Request

11 28.138565 TEEE 802.15.4 5 Ack

12 00:00:00:00:00:0d:ee:bl 00:00:00:00:00:0d:.. 28.141603 IEEE 802.15.4 27 Association Response, PAN: @x2be2 Addr: exe4e1

13 28.142556 IEEE 862.15.4 5 Ack

Zigbee I%H#8/9 AT R A N

Zigbee # s ] LR AT U2 . DN A AR AN G, | &0 & s e Rir AMiE KR, BUE
S At T 7E 18 2R R 4 v £ N [P 3 P B /228 0 R 4% o A 220 R 45 /B 28 RO EARIE R G, QMG 28 LS AR
WAL, AT MAC I, MAC SIS . 2Rt/ th BRI AR . 11 5% 1, it
SR AR AL G 8% 5 AR A /R B 2 MR IR AR R . HREAE R, 152 WML &4,

peye)
WA E——NWK Hitik g 0x0401 ) Zigbee #g a8 #k T HdlE 416 M417, HAEIR Device
Announcement. HXHAHELR, FS N Zigbee &M E X (ZDP) .

& 6-17. %@

No. Source Destination Time Protocol Leng Info
16 0x0401 Broadcast 28.154162 ZigBee ZDP 57 Device Announcement, Nwk Addr: 0xe401, Ext Addr: 00:00:00_00:00:0d:ee:b3
17 ©x0401 Broadcast 28.191112 ZigBee ZDP 57 Device Announcement, Nwk Addr: exe4el, Ext Addr: 00:00:00_00:00:0d:ee:b3

& 6-18. X £5iE s

Frame 16: 57 bytes on wire (456 bits), 55 bytes captured (44@ bits) on interface \\.\pipe\Atmel Wireshark, id @
TEEE 802.15.4 Data, Dst: Broadcast, Src: oxe4e1
ZigBee Network Layer Data, Dst: Broadcast, Src: exe4el
v ZigBee Application Support Layer Data, Dst Endpt: @, Src Endpt: e
Frame Control Field: Data (©x@8)
Destination Endpoint: e
Device Announcement (Cluster ID: 6x0013)
pProfile: zZigBee Device Profile (@x000@)
Source Endpoint: @
Counter: 140
v ZigBee Device Profile, Device Announcement, Nwk Addr: ©xe4e1, Ext Addr: ©0:00:00_00:00:0d:ee:b3
Sequence Number: @
Nwk Addr of Interest: oxe4e1l
Extended Address: ©0:00:00_00:00:0d:ee:b3 (00:00:00:00:00:0d:ee:b3)
v Capability Information: ex8e
....... @ = Alternate Coordinator: False

..1, = Full-fFunction Device: True
.1.. = AC Power: True
. 1... = Rx On When Idle: True
Q.. .... = Security Capability: False
Towe wunn = Allocate Short Address: True
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6.3.3. MREERI
5 —— B o /24

Ui e £ (E B R AN 1

A BT A R VR SR R R T, DL R 48 o 1 A 45 15

#Ife 115 B me HRVEAE R, 1523 W Zigbee Specification Revision 22 1.0 (05-3474-22) .
THEERKEBEERMP AT S ETEE418 420 4 5)/& Node Descriptor Request fl Node

Descriptor Responseo

& 6-19. T SR

No. Source Destination Time Protocol Leng Info
| 18 @xe4el 0x0000 28.220035 ZigBee ZDP 48 Node Descriptor Request, Nwk Addr: ©x00€e |
19 28.220598 IEEE 802.15.4 5 Ack
I 20 ©xe000 oxe4el 28.223487 ZigBee ZDP 62 Node Descriptor Response, Rev: 22, Nwk Addr}: ©x0000, Status: Success
21 28.225483 IEEE 802.15.4 5 Ack
22 0xe4e1 0x0000 28.226481 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @

THEERTREAAZEAN Node Descriptor Response. HFPHTE ZigBee Device Profile

TERLUT AR

o WMASTI AR Capability Information

* Max Buffer Size

* Server Flags

* Descriptor Capability Field

B 6-20. 17 s IR £ IR B

Frame 20: 62 bytes on wire (496 bits), 6@ bytes captured (488 bits) on interface \\.\pipe\Atmel_Wireshark, id @
IEEE 802.15.4 Data, Dst: ©xe4@1, Src: ©@x0000
ZigBee Network Layer Data, Dst: @x@481, Src: @xeeee
ZigBee Application Support Layer Data, Dst Endpt: @, Src Endpt: @

v ZigBee Device Profile, Node Descriptor Response, Rev: 22, Nwk Addr: @xeeee, Status: Success

Sequence Number: 1
Status: Success (@)

Nwk Addr of Interest: exeeee

v Node Descriptor

Type: @ (Coordinator)
Complex Descriptor: False
User Descriptor: True
868MHz BPSK Band: False
902MHz BPSK Band: False
2.4GHz OQPSK Band: True

EU Sub-GHz FSK Band: False

Manufacturer Code:
Max Buffer Size: 71

Capablllty Informatlon
oxleld

Max Incoming Transfer Size: 43
Server Flags: ©x2c4@

Max Outgoing Transfer Size: 43
Descriptor Capability Field: exee

exef

ﬁ%?ﬁt F—— MDA 28R Identify Query Response &, BRI B AR /7 i A FF 15 B bR 7 i

mCHMRES) AR B HER T 1

Ko B #53 F#55 432k H % d 25 /b ﬁ%ﬁ&%ﬂ’] Simple

Descriptor Request fl Simple Descriptor Response. HXHEAELE, EZS I Zigbee
Specification Revision 22 1.0 (05-3474-22) .
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6.3.4.

B 6-21. ] HLAE IR FF—— IR 25 A0S B 2%

No. Source Destination Time Protocol Length Info
47 ©x3c08 Broadcast 270.393782 ZigBee HA 46 zCL Identify: Identify Query, Seq: @
48 ©X0000 0X3c08 270.399198 ZigBee HA 48 zCL Identify: Identify Query Response, Seq: @
49 270.401198 IEEE 802.15.4 3 Ack
50 Ox3ce8 0X0000 270.403622 ZigBee 43 APS: Ack, Dst Endpt: 20, Src Endpt: 35
51 270.405470 IEEE 802.15.4 3 Ack
52 ©x3c08 Broadcast 270.436398 ZigBee HA 46 zCL Identify: Identify Query, Seq: @
|53 OX3C08 0X0000 270.442286 ZigBee ZDP 47 simple Descriptor Request, Nwk Addr: exeeee, Endpoint: 28|
54 270.444253 IEEE 802.15.4 3 Ack
[55 exeeoe 0X3C08 270.446654 ZigBee ZDP 102 simple Descriptor Response, Nwk Addr: exeeee, Status: Success|
56 270.450381 IEEE 802.15.4 3 Ack
57 ©x3ces8 0X0000 270.453318 ZigBee 43 APS: Ack, Dst Endpt: @, Src Endpt: o
58 270.455157 IEEE 802.15.4 3 Ack

TEERTRE ST Simple Descriptor Response, Hor g 7 SRR B N R A A%

P 6-22. ] HLF A A5 i N

v ZigBee Device Profile, Simple Descriptor Response, Nwk Addr: exeeee, Status: Success
Sequence Number: 3
Status: Success (@)
Nwk Addr of Interest: oxoooe
Simple Descriptor Length: 54
v [Simple Descriptor
Endpoint: 20
Profile: Home Automation (@xe©104)
Application Device: Unknown (@x0007)
Application Version: exeeel
Input Cluster Count: 6
Input Cluster List
Output Cluster Count: 17
Output Cluster List

BRI E

FH P RT T B bR ity s/ RS T i pe 33EAT 40 R B

+ Zigbee B H#8/Y X B——1E R 7 b 2

« Zigbee Whifl#s/ -G8 0 ——AE N B bR 7 v

TEEREAR 47 F448 38K B B A A28 124 Tdentify Query Request fll
Identify Query Responses

B EENRET, BT # Identify Query WA HEr A . MBI SZEKE] Identify
Query Response Ja, KiEEH A HIFK&AHRE Simple Descriptor Request. X5, Kt 5 a4
FH G5 Hbr 70 s 2 W AR ITEC % X TR B ICEI, EHg e R eld — MEMNI%H.
RAFTEAGE R, ok 7 v sUR C B H AR 7 i s AL RS R &R

fEUE] Identify Query Response Ja, B&HI&IRAIHEART oA HIEK Simple Descriptor. ##&

453 F#55 4 Ak H B A A28 % % 1) Simple Descriptor Request fl Simple
Descriptor Responses
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& 6-23. AR NG ——K i o

No. Source Destination Time Protocol Length Info
47 0x3ces Broadcast 270.393782 ZigBee HA 46 ZCL Identify: Identify Query, Seq: @
43 ©X0000 0x3c08 270.399198 ZigBee HA 48 7CL Identify: Identify Query Response, Seq: @
49 270.401198 IEEE 802.15.4 3 Ack
50 0x3ce8 0x0000 270.403622 ZigBee 43 APS: Ack, Dst Endpt: 28, Src Endpt: 35
51 270.405470 IEEE 802.15.4 3 Ack
52 Ox3c08 Broadcast 270.436398 ZigBee HA 46 7ZCL Identify: Identify Query, Seq: ©
|53 ©x3c08 0X0000 270.442286 ZigBee ZDP 47 Simple Descriptor Request, Nwk Addr: ©x0000, Endpoint: 2e|
54 270.444253 IEEE 802.15.4 3 Ack
|55 ©X0000 0x3c08 270.446654 ZigBee ZDP 102 Simple Descriptor Response, Nwk Addr: ©xeeee, Status: Su((essl
56 270.450381 IEEE 802.15.4 3 Ack
57 Ox3ce8 0x0080 270.453318 ZigBee 43 APS: Ack, Dst Endpt: @, Src Endpt: @
58 270.455157 IEEE 802.15.4 3 Ack

TFEE/ZRT Simple Descriptor Response, JF:HIPELH%IH T 3 HF HI%NFI 4 H 7%
P 6-24. fi] HLfE IR A N

v ZigBee Device Profile, Simple Descriptor Response, Nwk Addr: exeeee, Status: Success

Sequence Number: 3

Status: Success (@)

Nwk Addr of Interest: oxeeee

Simple Descriptor Length: 54

v Simple Descriptor

Endpoint: 20
Profile: Home Automation (@x@le4)
Application Device: Unknown (©x0007)
Application Version: exeeel
Input Cluster Count: 6
Input Cluster List
Output Cluster Count: 17
Output Cluster List

6.3.5. L

IR T Zigbee MM YT A AT B KA AT A P i/ IR S5 SR VEANE B . AOSELIE R, 15
Z: ) ZigBee Alliance Cluster Library Specification Revision 8 (075123) . 4 J4FE 1 7% IS 5 il 5 ] ik
HEIVELN{E B, %2 W Matter Device Library Specification (1.0) .

R 6-2. LFME— RO

BE KM a%%m g)ﬁﬁﬁ AR BT

T RRAAT 0x0000
0x0003 iR %IJ I/D\%U — =
0x0004 el el — —
0x0005 B — —
0x0006 Fr/50) — 0x0000(M Fr/50)
0x0008 e ) = 0x0000() 2 5 ()
0x0300 e 37 ) — — —

ﬁ:

1. SR, Bl RIT B i S/ H SR DGR TT/28 (0x0006) %K) On/Off (0x0000) a1k A K 4% il
(0x0008) &I ZHTZH (0x0000) J& k.
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https://csa-iot.org/wp-content/uploads/2022/01/07-5123-08-Zigbee-Cluster-Library-1.pdf
https://csa-iot.org/wp-content/uploads/2022/11/22-27351-001_Matter-1.0-Device-Library-Specification.pdf

PR AT R — R AT LT OT 8GR I et . RO ATR OGO, S0 sl a s (BGuIshlas) wl
RGN . 2B SRRl AR SRR BUOIEIA . XY AR A IR R B . AN, HIP
AT ISR E 1 AR AR AT T RV e

& B ——B % Report Attributes MR —PEE AN EIERMER S S HABE . S DEE X
WAL s 1 AR T LA AR T 1A

A 6-25. 5 @ i ——RS AR

No. Source Destination Time Protocol Leng Info
| 78 ©xe4el oxeoee 294.270097 ZigBee HA 52 ZCL: Report Attributes, Seq: 1
79 294.271856 IEEE 8@2.15.4 5 Ack
80 ©Oxoeee Broadcast 296.359236 ZigBee 50 Link Status
81 ©oxe40l Broadcast 296.5906545 ZigBee 50 Link Status
82 0x0000 Broadcast 311.478669 ZigBee 5@ Link Status
83 exe4el Broadcast 311.633395 ZigBee 50 Link Status
84 ©x0000 Broadcast 326.602218 ZigBee 50 Link Status
85 oxe4el Broadcast 326.673345 ZigBee 50 Link Status
86 ©x0401 oxeoee 334.276770 ZigBee HA 52 ZCL: Report Attributes, Seq: 2
87 334.277767 IEEE 8@2.15.4 5 Ack
88 oxe4e1l Broadcast 341.796805 ZigBee 50 Link Status
89 ©oxoeee Broadcast 356.805413 ZigBee 56 Link Status
9@ 6xe4e1l Broadcast 356.876190 ZigBee 50 Link Status
91 ©oxoeee Broadcast 371.928857 ZigBee 50 Link Status
92 oxe4el Broadcast 371.957362 ZigBee 50 Link Status
93 oxe4el oxeeee 374.278997 ZigBee HA 52 ZCL: Report Attributes, Seq: 3
24 374.282998 IEEE 802.15.4 5 Ack
95 ©oxeeee Broadcast 387.090623 ZigBee 50 Link Status
96 ox0401 Broadcast 387.120543 ZigBee 50 Link Status
97 ©xoeee Broadcast 402.253476 ZigBee 56 Link Status
98 oxe4el Broadcast 402.282435 ZigBee 50 Link Status

TEIERT on/0ff #£f) on/0f £ B,

A 6-26. F/KiE——FF /% @M

v ZigBee Application Support Layer Data, Dst Endpt: 2@, Src Endpt: 35
v Frame Control Field: Data (@xee)

..00 = Frame Type: Data (@x@)
... @8.. = Delivery Mode: Unicast (8x®)
..0. .... = Security: False
.8.. .... = Acknowledgement Request: False
@... .... = Extended Header: False

Destination Endpoint: 26
[ Cluster: On/Off (@xeees) |
Profile: Home Automation (@xe1e4)
Source Endpoint: 35
Counter: 148
v ZigBee Cluster Library Frame, Command: Report Attributes, Seq: 2
Frame Control Field: Profile-wide (@x18)
Sequence Number: 2
Command: Report Attributes (@xe@a)
v Attribute Field
[Attribute: OnOff (@x2008)]
Data Type: Boolean (@x10)
Oon/off Control: Off (@xee)

FEERT Cluster: Level Control fj Current Level @If.
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B 6-27. Z il i —— X AT 20 JB

v ZigBee Application Support Layer Data, Dst Endpt: 20, Src Endpt: 35
v Frame Control Field: Data (exee)
...... @0 = Frame Type: Data (@xe)

... 88.. = Delivery Mode: Unicast (&x®)
..0. = Security: False
.8.. = Acknowledgement Request: False

@... .... = Extended Header: False
Destination Endpoint: 28
[Cluster: Level Control (@xeees) |
Profile: Home Automation (exele4)
Source Endpoint: 35
Counter: 147
v ZigBee Cluster Library Frame, Command: Report Attributes, Seq: 1
Frame Control Field: Profile-wide (@x18)
Sequence Number: 1
Command: Report Attributes (@xea)
v Attribute Field
[ Attribute: Current Level (©x2008)
Data Type: 8-Bit Unsigned Integer (@x20)
Current Level: 127

R sh, Bl aS R A A BRI E T
o BRHERE——IRETF/SRRKIT R R
o PRRER R —— oA AT SO R

6.3.6. ‘&4
HREF AN P EEH OSSR Z 2 HSH, B3 %4,
6.4. Zigbee Z&MWH iRk &
Zigbee & ui &M LA R M4 2 —:
o s —AH gD
C BB LR
BUNJR, % H e B IR 5 TG BB MO IR RS . BIURIEND) 9 ZCL R
.
PLF & VEANIER T Zigbee &K #4287 (5 Zigbee Phif#%) MIZCHE. Wk, EIRALPE. JRMEMR A A
B A AL R
6.4.1. R

6.4.1.1. Zigbee %&¥ik 7%/ 2L KA 4% 5] F
MAC JeH——2um 1 & 221l i MAC SCIBGE RIS CIn @) & I AR FNINES ) o i 2/ % ds T
1% Beacon Request, MZEAPMMRE/ A28 K% Beacon Response. MAC BRI FEAE & v ik 25 /%
7 S U2/ A 2 BT . A RVELIE R, 1S I MAC KHK.

50
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6.4.2.

6.4.3.

&l 6-28. 2% 5| G:—— & i 3 %

No. Source Destination Time Protocol Lengt Info
6 Broadcast 36.992308 IEEE 802.15.4 1@ Beacon Request
7 09x0000 36.993083 ZigBee 28 Beacon, Src: ©x0000, EPID: 00:00:00_00:00:0d:ee:bl
8 00:00:00:00:00:0d:ee:b4 ©xe000 37.131442 IEEE 802.15.4 21 Association Request, RFD
9 37.132444 IEEE 802.15.4 5 Ack
10 00:00:00:00:00:0d:ee:b4 6x0000 37.631124 IEEE 802.15.4 18 Data Request
11 37.631124 IEEE 802.15.4 5 Ack
12 00:00:00:00:00:0d:ee:bl ©0:00:00:00:00:0d:ee:b4 37.635136 IEEE 802.15.4 27 Association Response, PAN: @x@733 Addr: @x@l7d
13 37.635136 IEEE 802.15.4 5 Ack

BRI

wEE—HIR 420 BoR T Zigbee Zumik 45 # NWK Hitik A 0x017d [#) Device
Announcement. A XH4IEE, ESI Zigbee & HLE X (ZDP) .

Bl 6-29. Vi # Il 5 —— A e

No. Source Destination Time Protocol Length Info
20 exe17d Broadcast 37.684574 ZigBee ZDP 57 Device Announcement, Nwk Addr: @x017d, Ext Addr: 00:00:00_00:00:0d:ee:bd

P 6-30. 1 £ HdhE

Frame 20: 57 bytes on wire (456 bits), 55 bytes captured (440 bits) on interface \\.\pipe\Atmel_Wireshark, id @
IEEE 8@2.15.4 Data, Dst: @x@eee, Src: exel7d
ZigBee Network Layer Data, Dst: Broadcast, Src: exe17d
ZigBee Application Support Layer Data, Dst Endpt: @, Src Endpt: @
v ZigBee Device Profile, Device Announcement, Nwk Addr: ©x@17d, Ext Addr: ©0:00:00_00:00:0d:ee:bd
Sequence Number: @
Nwk Addr of Interest: oxe17d
Extended Address: ©0:00:0e_00:00:08d:ee:b4 (00:00:00:00:00:0d:ee:b4)
v Capability Information: @x8e
..® = Alternate Coordinator: False
..8. = Full-Function Device: False
.. .0.. = AC Power: False
..:r @... = Rx On When Idle: False
.@.. .... = Security Capability: False
1... .... = Allocate Short Address: True

2 Uiy 1R 2 T

TEMANBREF AL 5, ik o& ) H AT mRkiE— % & A {1 End Device Timeout
Request 4o ST s 7RI AR 17 83 38 H RAH N7 (1) 26 i ¥ % 4% H BRI . S VAR RSN Success
H parent Information FEi%E N MAC Data Poll Keepalive /4[] End Device Timeout
Response fiid

K4 18IL K% End Device Timeout Request A2 ¥ FLHERT ZR &G MG AT S IXFFACT AT

REASAE 119 i ARAESE T I 18] P9 5 507 RS I NGB 1 RUR PR T 26 H . ARG, ES I
Zigbee Specification Revision 22 1.0 (05-3474-22) .
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https://csa-iot.org/wp-content/uploads/2022/01/docs-05-3474-22-0csg-zigbee-specification-1.pdf

B 6-31. it ¥ RIS 471

Child Parent Trust Center

MAC Association or
NWK Rejoin Exchange

> APS Update Device

>

APS Transport Ke i
(NWK Eey) y < APS Tunnel Command Join Allowed

ZDO Device Announce

End Device Timeout Request Command
(Timeout is X) >

End Device Timeout Response Command [Setup Child Timeout

Receive Supported| 4 (Success)
Keepalive Method

v v

THEERRT End Device Timeout WEMTEREY . Hdit#24 M#32 28R 1K B &m0

MK End Device Timeout Request Al End Device Timeout Responses

B 6-32. 2 iy £ B RAR AR H &

No. Source Destination Time Protocol Leng Info

6 Broadcast 36.992308 IEEE 802.15.4 18 Beacon Request
7 exeoo0 36.993083 ZigBee 28 Beacon, Src: @x2000@, EPID: 00:90:90_00:09:0d:ee:bl
8 00:00:00:00:00:0d:ee:bd 9x0008 37.131442 IEEE 802.15.4 21 Association Request, RFD
9 37.132444 IEEE 802.15.4 5 Ack
18 00:08:00:00:00:0d:ee:bd 9x0008 37.631124 IEEE 822.15.4 18 Data Reguest
11 37.831124 IEEE 802.15.4 5 Ack
12 80:08:00:00:00:0d:ee:bl ©92:90:00:00:00:0d: ce:bd 37.635136 IEEE 822.15.4 27 Association Response, PAN: 8x8733 Addr: @x@17d
13 37.635136 IEEE 822.15.4 5 Ack
14 8x8l7d 9x0008 37.636115 IEEE 822.15.4 12 Data Reguest
15 37.637112 IEEE 822.15.4 5 Ack
16 ex0000 oxe17a 37.640103 Zigtee 73 Transport Key
17 37.641101 IEEE 822.15.4 5 Ack
15 exol7d ox0000 37.642098 TEEE 02.15.4 12 Dsta Request
19 37.643896 IEEE 822.15.4 5 Ack
20 exo17d Broadcast 37.684574 Zigtee 0P 57 Device Announcement, Nk Addr: @x017d, Ext Addr: 0:00:09_09:09:0d:es:bd
21 37.885572 IEEE 822.15.4 5 Ack
22 oxe17d ox0200 37.689654 TEEE 502.15.4 12 Dsta Request
23 37.698853 IEEE 882.15.4 5 Ack

[ 24 exe17a 0x0000 37.723371 ZigBee 56_end Device Timeout Reguest |
25 37.725366 IEEE 882.15.4 5 Ack
26 oxo17d ox0200 37.726364 Zigsee 0P 48 MNode Descriptor Request, Nuk Addr: 0x020@
27 ex8lvd Broadcast 37.738383 ZigBee ZDP 57 Device Announcement, Mwk Addr: 8x817d, Ext Addr: 090:08:80_00:080:0d:ee:bd
28 ex8lvd 9x0200 37.738369 ZigBee ZDP 48 MNode Descriptor Reguest, Nwk Addr: @x0000
29 37.737367 IEEE 882.15.4 5 Ack
38 exelvd 9x0200 38.223383 IEEE 802.15.4 12 Data Reguest
31 38.224385 IEEE 802.15.4 5 Ack

[ 32 exeeen oxe17d 38.226428 Zigaee 56_End Device Timeout Response, Success |
33 38.228657 IEEE 802.15.4 5 Ack

THE/RT Parent Information FEi%E N MAC Data Poll Keepalive H MAC Data Poll
Keepalive FE B AN True FJ End Device Timeout Responses
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B 6-33. 2 it L A% A S i) J8

Frame 32: 56 bytes on wire (448 bits), 54 bytes captured (432 bits) on interface \\.\pipe\Atmel_Wireshark, id @
IEEE 8082.15.4 Data, Dst: 8x817d, Src: 8x6000
v ZipgBee Network Layer Command, Dst: ©x@17d, Src: @xeeee
Frame Control Field: ©x1a@9, Frame Type: Command, Discover Route: Suppress, Security, Destination, Extended Source Command
Destination: @x@17d
<[Address: 6x017d]>
Source: Bx0000
<[Address: 8x0e08]>
Radius: 1
Sequence Number: 159
Destination: ©0:00:00_00:90:0d:ee:bd (00:00:00:00:00:0d:ee:bd)
<[Extended Address: ©0:00:00_00:00:0d:ee:b4d (00:00:00:00:00:0d:ee:b4)]>
Extended Source: 90:00:00 00:00:0d:ee:bl (00:00:00:00:00:8d:ee:bl)
<[Extended Address: 90:00:00 00:00:0d:ee:bl (00:00:00:00:00:0d:ea:b1)]>
ZigBee Security Header
~ Command Frame: End Device Timeout Response, Success
Command Identifier: End Device Timeout Response (@x®c)
Status: Success (8)
v |Parent Information: 8x@1, MAC Data Poll Keepalive |
.[1 = MAC Data Poll Keepalive: True]

..8. = End Device Timeout Request Keepalive: False

.@.. = Power Negotiation Supported: False

6.4.4. MRS RIL
% HH A/ 24 i W A AE B R AN 2 HT AT AE I FE 7 SR Node Descriptor, LUKILMIZEH
Coordinator W4 Capability Information FMIEAMELNEE . AXRFEMELR, ES I Zigbee 1%
#ACE A (ZDP)

Bzt #28 M#36 o R ERT kR E B EIRFPEHER %% Node Descriptor Request Fl Node
Descriptor Response. FIEfL#40 fiR T &AM K HE Coordinator i Node Descriptor
Response ) APS: ACK.

\ ply
& 6-34. T pi FlR AT —— A0 i 7%

No. Source Destination Time Protocol Length Info
|28 oxe17d ©x0000 37.736369 ZigBee ZDP 48 Node Descriptor Request, Nwk Addr: ©x@eee
29 37.737367 IEEE 802.15.4 5 Ack
30 exe17d @xeeee 38.223383 IEEE 802.15.4 12 Data Request
31 38.224385 IEEE 802.15.4 5 Ack
32 @xeeee exe17d 38.226428 ZigBee 56 End Device Timeout Response, Success
33 38.228657 IEEE 802.15.4 5 Ack
34 exe17d 0xe000 38.228657 IEEE 802.15.4 12 Data Request
35 38.229655 IEEE 802.15.4 5 Ack
|36 ©x0000 exe17d 38.233083 ZigBee ZDP 62 Node Descriptor Response, Rev: 22, Nwk Addr: @x8000, Status: Success
37 38.234151 IEEE 802.15.4 5 Ack
38 oxe17d ©x0000 38.234151 IEEE 802.15.4 12 Data Request
39 38.234151 JTEEE 802.15.4 5 Ack
|49 oxe17d 0x0000 38.274348 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
41 38.276347 IEEE 802.15.4 5 Ack

THEERTRHE Coordinator ##% M) Node Descriptor Response. fE ZigBee Device Profile
FEEY, HPAERILLT NE:

o WMAZSTI AR Capability Information

* Max Buffer Size

* Server Flags

* Descriptor Capability Field

53
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B 6-35. 7 s i iR 15 Wi N —— 2 15 A%

¥ ZigBee Device Profile, Node Descriptor Response, Rev: 22, Nwk Addr: exeeee, Status: Success
Sequence Number: 1
Status: Success (@)
Nwk Addr of Interest: exeeeo
v  Node Descriptor
............ .000 = Type: @ (Coordinator)
............ ®... = Complex Descriptor: False
........... 1 .... = User Descriptor: True
P = 868MHz BPSK Band: False
++eB. suvv wves wa.. = 992MHzZ BPSK Band: False
lew wuve wvee vw.. = 2.4GHZ OQPSK Band: True
L = EU Sub-GHz FSK Band: False
Capability Information: exof |
....... 1 = Alternate Coordinator: True
..1. = Full-Function Device: True
.1.. = AC Power: True
. 1... = Rx On When Idle: True
.0.. .... = Security Capability: False
[ . = Allocate Short Address: False
Manufacturer Code: 9x1014
Max Buffer Size: 71
Max Incoming Transfer Size: 43
Server Flags: ox2c40
Max Outgoing Transfer Size: 43
Descriptor Capability Field: exee

<

6.4.5. FEELMLE
FH PRIk B AR 7 S s/ KRS T S s HEAT B R G
* Zigbee i/ 2 AL AR ——1E N KRR JT S
* Zigbee Wi &/ A8 N ——AEN B bR J7 v s
TEEREIREA416 F#419 730l kA &g & AP HZR & T Identify Query Request H
Identify Query Responses
K AAE R, W/ Identify Query WHIH bR 7oA. M HFR i s IR ] Tdentify
Query Response Ja, KT R B PR R Simple Descriptor Requests WRIE, R TT e

R 55 BT 5 L B RAE AT UL RCR ;0 T3 BN ILRCOT, RGN E R alE —MAM K& H . W
RAAEHIENE R, Aok T7 o wOR B H b7 o 5 AR R &R

W F] Identify Query Response (B, WRAH B AHA) J&§, HAr U AIER simple
Descriptors

Himt#425 F#430 432K H &R & MR8 &%) Simple Descriptor Request Ml Simple
Descriptor Responseo
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A 6-36. RGP & —— & L 5

No. Source Destination Time Protocol Length Info
|416 ox017d Broadcast 132.870587 ZigBee HA 48 ZCL Identify: Identify Query, Seq: @
417 ox017d 0x0000 133.285917 IEEE 802.15.4 12 Data Reguest
418 133.286616 IEEE 862.15.4 5 Ack
|419 0x0000 0x017d 133.288613 ZigBee HA 50 ZCL Identify: Identify Query Response, Seq: @
420 133.29086687 IEEE 8082.15.4 5 Ack
421 0x017d 8x0080 133.293599 ZigBee 45 APS: Ack, Dst Endpt: 20, Src Endpt: 24
422 133.294598 IEEE 802.15.4 5 Ack
423 ox017d 0x0000 133.294598 IEEE 802.15.4 12 Data Reguest
424 133.295596 IEEE 862.15.4 5 Ack
425 0x017d 0x0000 133.335187 ZigBee ZDP 4% Simple Descriptor Request, Nwk Addr: ©x8@00, Endpoint: 2@
426 133.336165 IEEE 8082.15.4 5 Ack
427 Bx017d Broadcast 133.509540 ZigBee HA 48 ZCL Identify: Identify Query, Seq: 8
428 ox017d %0000 133.834958 IEEE 802.15.4 12 Data Reguest
429 133.836744 IEEE 802.15.4 5 Ack
430 0x0000 0x017d 133.841488 ZigBee 104 Data, Dst: @x@17d, Src: ©x0@00
431 133.842490 IEEE 802.15.4 5 Ack
432 ex817d 0x00680 133.843492 IEEE 8082.15.4 12 Data Request
433 133.844486 IEEE 802.15.4 5 Ack
434 exe17d 0x0000 133.885790 ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
435 133.886789 IEEE 802.15.4 5 Ack

6.4.6. IR
TR T Microchip Zigbee Bk 2 4% B8 ¥ & SR T HI & 7 i/ IR 55 2RI TR ARG B . A TR
5K, &2 W ZigBee Alliance Cluster Library Specification Revision 8 (075123) . 4 XH5E S 4&JAL 35
HIE AT IR IO VEAN(E 2, 152 W Matter Device Library Specification (1.0)

i§6 3. BE%EI’JJ?%——%%,u%ﬁ/{%,w SR A kTR

s R
HA

0x0000
0x0003 IE%IJ W - -
0x0004 H A - -
0x0406 jEyee @mum — 0x0000() A
AR 0x0400 A — 0x0000M MEEO
0x0402 T P - - -
0x0405 FIKEN & - — —
0x0B05 ZW - - —
i

1. TEBLIAE, SRR/ AR A B AR TR IR I B i SRR (0x0406) #RA & (0x0000) Ja A i R il
(0x0400) R EAH (0x0000) JEit.

© BCEMRE—H configure Reporting iy M —EE A& PERC B4Rk & L)
TNEER T 436, HPfER&u k& mPhiAds K I Configure Reporting Request.

&l 6-37. fC B il 75 —— A e &

No. Source Destination Time Protocol Leng Info
| 436 0xe17d 0x0000 133.891775 ZigBee HA 53 ZCL: Configure Reporting, Seq: 2 |
437 133.892784 IEEE 862.15.4 5 Ack
438 ox017d Bx080006 134.385302 IEEE 862.15.4 12 Data Request
439 134.385302 IEEE 862.15.4 5 Ack
440 0x0000 ox017d 134.388299 ZigBee HA 52 ZCL: Configure Reporting Response, Seq: 2
441 134.390292 IEEE 862.15.4 5 Ack
442 exe17d 0xe000 134.390292 IEEE 862.15.4 12 Data Request
443 134.390292 IEEE 862.15.4 5 Ack
444 oxe17d 8x0000 134.425562 ZigBee 45 APS: Ack, Dst Endpt: 20, Src Endpt: 24
445 134.427559 IEEE 802.15.4 5 Ack

Direction FEARE AR B MEALIG 2 B UR PR T -
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THWERT zCL # Reporting Configuration Record K Direction FE, ZTFEREEN
Received, RNPMAZRNGEULIEREMAE. XWRFKILTT (Limiksd) nlECE LRGN, i
B (WhAES) ROEMARE TR M E Y. iR A7 MRt g kA, Rk S mElor KikikE .
1E ik s (WK 6-37) 1, AP UIUEH configure Reporting &l E Kumik &, LAmhASS
W15 Occupancy Sensing Al I1lumination Measurement B OGBSI BIE)
o7 P AR ST — PPl S AT I 2%, AT & FE A o AN X 1) o5 RS

FoAR JERER ST — PP SR AR 52 45, TS R ek e

K 6-37 7" T Cluster: Illuminance Measurement [} Configure Reporting, J&AH&umik
K iAER I Attribute: Measured Values

K 6-38. it & ik & —— TR &

Frame 436: 53 bytes on wire (424 bits), 51 bytes captured (408 bits) on interface \\.\pipe\Atmel Wireshark, id @
IEEE 802.15.4 Data, Dst: 0x@008, Src: @xe17d
ZigBee Network Layer Data, Dst: ©x8000, Src: 9x@17d
% ZigBee Application Support Layer Data, Dst Endpt: 28, Src Endpt: 24
Frame Control Field: Data (©x@@)
Destination Endpoint: 20
Cluster: Illuminance Measurement (exeaae)|
Profile: Home Automation (6x0104)
Source Endpoint: 24
Counter: 9@
v ZigBee Cluster Library Frame, Command: Configure Reporting, Seq: 2
Frame Control Field: Profile-wide (©x18)

Sequence Number: 2

Command: Configure Reporting (©x06)
% |Reporting Configuration Record
Direction: Received (0x01)
Attribute: Measured Value (0x0000)
Timeout: 9@

THEIE/RT Cluster: Occupancy Sensing ] Configure Reporting, Jtr&ufisess mibhiEa
#i5 Attribute: Occupancy fH.

A 6-39. it & i 25— &5 A A

Frame 757: 53 bytes on wire (424 bits), 51 bytes captured (468 bits) on interface \\.\pipe\Atmel Wireshark, id @
IEEE 802.15.4 Data, Dst: oxeeee, Src: exe17d
ZigBee Network Layer Data, Dst: oxe0e0, Src: exe17d
v ZigBee Application Support Layer Data, Dst Endpt: 20, Src Endpt: 19
Frame Control Field: Data (@xee)
Destination Endpoint: 2@
[ Cluster: oOccupancy Sensing (0x0406) |
pProfile: Home Automation (@xe1e4)
Source Endpoint: 19
Counter: 93
v ZigBee Cluster Library Frame, Command: Configure Reporting, Seq: 5
Frame Control Field: Profile-wide (©0x18)
Sequence Number: 5
[Command: Configure Reporting (exe6)

¥ Reporting Configuration Record
Direction: Received (@x@1)
Attribute: Occupancy (@x©e0e)
Timeout: 8@

o i EME—— &M Report Attributes R AN EE AN B MEREIR S S H MM . FAE
S8 SCAR T IR Je A2 DA R AR 75 8] B o
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&l 6-40. i 75 @ VE—— 2 Im e &%

No. Source Destination Time Protocol Leng Info
1068 @xe17d oxe000 294.929010 ZigBee HA 52 ZCL: Report Attributes, Seq: 7
1069 294.930010 IEEE 802.15.4 5 Ack

TED R T k& miAsSIRYE Illuminance Measurement 8 Measured Value A1
Occupancy Sensing 310} Occupancy JEVE G R .

A 6-41. s B E——HR B &

Frame 4195: 53 bytes on wire (424 bits), 51 bytes captured (48 bits) on interface \\.\pipe\Atmel Wireshark, id e
TEEE 802.15.4 Data, Dst: exeeee, Src: exel7d
ZigBee Network Layer Data, Dst: ©xe00@, Src: oxe17d
v ZigBee Application Support Layer Data, Dst Endpt: 20, Src Endpt: 24
Frame Control Field: Data (@xee)
Destination Endpoint: 2@
[ cluster: Illuminance Measurement (@xe4ee)|
Profile: Home Automation (exe1e4)
Source Endpoint: 24
Counter: 120
v ZigBee Cluster Library Frame, Command: Report Attributes, Seq: 32
Frame Control Field: Profile-wide (@x18)
Sequence Number: 32
[command: Report Attributes (exea)
¥ Attribute Field
Attribute: Measured Value (©x0000)
Data Type: 16-Bit Unsigned Integer (@x21)
Measured value: 255 (=0.060474 [1x])

B 6-42. 115 J@ h—— 5 FI R

Frame 4118: 52 bytes on wire (416 bits), 50 bytes captured (400 bits) on interface \\.\pipe\Atmel Wireshark, id @
IEEE 802.15.4 Data, Dst: ©x0e00, Src: oxel7d
ZigBee Network Layer Data, Dst: 0x0000, Src: oxe17d
v ZigBee Application Support Layer Data, Dst Endpt: 20, Src Endpt: 19
Frame Control Field: Data (0x@®)
Destination Endpoint: 20
Cluster: Occupancy Sensing (9x0466ﬂ
Profile: Home Automation (©x0104)
Source Endpoint: 19
Counter: 119
v ZigBee Cluster Library Frame, Command: Report Attributes, Seq: 31
Frame Control Field: Profile-wide (@x18)
Sequence Number: 31
Command: Report Attributes (oxea)
¥ Attribute Field
Attribute: Occupancy (exeea@ﬂ
Data Type: 8-Bit Bitmap (@x18)
¥ Occupancy: 9xee
....... © = Occupied: False

6.4.7. 24
AR A KN FEAT O 5 & 5% 2 B I 2 A A E R, WS s,

6.5.  Touchlink 13
Zigbee WAL T —FhFR A Touchlink MIRFFRIEIR 7%, xR — %*5‘1?@% R L, TR
PR . Touchlink IR MGE T 2FF Touchlink KA 4. Touchlink PR S5EM 2 FriR
RV R 0x00-0x3f, FH{# % PAN (inter-PAN) fEHiIR S AT 4. 23 R0 TAE JFHE 2.
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Touchlink KE&JTHE Hirs (R MHEGTE I/ MLmm %28 . Touchlink WA H T
HHEF LS BORE T RUMA A %% . Touchlink FEMCARIE TR BB, ZCL ¥ Touchlink fEAK
fefit. RATT L AUERZ UG SCRE Touchlink #%, EAR R AUWE MRS &S W R EFR

Touchlink K, Fl@EIT Zigbee 2tk & &M bdbCommissioningMode fffig. K Touchlink ik
VeGSR, 152 0L ZigBee Alliance Cluster Library Specification Revision 8 (075123) .

#lt, ColorSceneController (—M&&umist &M 1R HiEL Touchlink HED AL, M
T B SINME . B EMRE Touchlink R, ADEEIEZREHZSFEI R TR &%, EEZAN

20-30 JEkK.
& 6-43. Touchlink &zt

No. Source
Color Scene Controller - —»[4 ee:00:00:00:00:0d:ee:b5
ZigBee End Device (Initiator) 5 00:00:00:00:00:0d:ee:b3
6

7 00:00:00:00:00:0d:ee:b5
8 00:00:00:00:00:0d:ee:b5
9 ©00:00:00:00:00:0d:ee:b5
10 ©00:00:00:00:00:0d:ee:b5
11 00:00:00:00:00:0d:ee:b5
12

13 00:00:00:00:00:0d:ee:b5

Extended Lights- —[16 e0:00:00:00:00:0d:ee:b3
ZigBee Router (Target) E

@ MICROCHIP

Destination
Broadcast
©0:00:00:00:00:0d:ee:bs

Broadcast
Broadcast
Broadcast
Broadcast
©0:00:00:00:00:0d:ee:b3

00:00:00:00:00:0d:ee:b3

Broadcast
00:00:00:00:00:0d:ee:b5

Time

20.051326
20.102189
20.104184
20.301004
20.550030
20.799899
21.050908
22.051030
22.052980
24.154246
24.156202
24.156202
24.352929
24.353925

Protocol
ZigBee

ZigBee

IEEE 802.15.4
ZigBee

ZigBee

ZigBee

ZigBee

ZigBee

IEEE 802.15.4
ZigBee

IEEE 802.15.4
IEEE 802.15.4
ZigBee

IEEE 802.15.4

Length Info
35 ZCL Touchlink:
71 ZCL Touchlink:
5 Ack
35 ZCL Touchlink:
35 ZCL Touchlink:
35 ZCL Touchlink:
35 ZCL Touchlink:
41 ZCL Touchlink:
5 Ack
91 ZCL Touchlink:
5 Ack
10 Beacon Request

Scan Request, Seq: @
Scan Response, Seq: @

Scan Request,
Scan Request,
Scan Request,
Scan Request,

Seq:
Seq:
Seq:
Seq:

®o o

Identify Request, Seq: @

Network Start Request, Seq: @

52 ZCL Touchlink: Network Start Response, Seq: @

5 Ack
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7. NMHGERB

7.1.  MARBEMN (PAN) FEEILE
Fl— {23 AT LAAEFE 24 Zigbee [%. FIEVAHI T 76 004 PAN [ORS0L R, AT LS B85 A AR
(PAN) .

FEER T HEAE10 fiig20, HdREAETHMHESE 1 (I E PANID 4 Oxdeebl) AIPHESZE 2 (EPID A
Oxdeeb7) NN HETER—(EE K H I Beacon Request (BIEAL#18) M KIENFEFrWiIELANE

S,
IS

& 7-1. PAN {3 37F

No. Source Destination Time Protocol Leng Info
18 Broadcast 81.052115 IEEE 802.15.4 10 Beacon Request
19 exeeee 81.853228 ZigBee 28 Beacon, Src: ©x0000, EPID: 00:00:00_00:00:0d:ee:bl
20 ©x0000 81.854230 ZigBee 28 Beacon, Src: ©x0000, EPID: 90:00:00_00:00:0d:ee:b7

7.2 i 2 v I ST L B B

TEZ AT, AU TR A 2 B EOE SRS, D AUNE AR O SRR % ]

TE SR T AN 2 2 (] A S L R . BRI 0x0b6f WSRO RS (WEIER
#24) , DMELSEEHEEE 0x3779 IBE.

B 7-2. P11 i e s 2 [ i o AT

No. Source Destination Time Protocol Leng Info
[ 24 exevef 0x0000 19.853669 ZigBee 66 Request Key

25 19.055663 IEEE 802.15.4 5 Ack
26 ©x0000 oxebef 19.961647 ZigBee 9@ Transport Key
27 19.063673 IEEE 802.15.4 5 Ack
28 BxBb6f 0x0000 19.067631 ZigBee 65 Verify Key
29 19.969626 IEEE 802.15.4 5 Ack
30 0x0000 @xebsf 19.071621 ZigBee 67 Confirm Key, SUCCESS
31 19.0972618 IEEE 802.15.4 5 Ack
32 exebe6f Broadcast 19.0976607 ZigBee ZDP 48 Permit Join Request
33 @xebef Broadcast 19.115503 ZigBee ZDP 48 Permit Join Request
34 Broadcast 19.789421 TEEE 802.15.4 10 Beacon Request
35 @xeb6f 19.792413 ZigBee 28 Beacon, Src: Ox@b6f, EPID: ©0:00:00_00:00:0d:ee:b7
36 0x0000 19.798862 ZigBee 28 Beacon, Src: Ox@000, EPID: 00:00:00_00:00:0d:ee:b7
37 00:00:00:00:00:0d:ee:b6 oxobef 19.930298 IEEE 802.15.4 21 Association Request, FFD
38 19.930874 IEEE 802.15.4 5 Ack
39 00:00:00:00:00:8d:ee:b6 B8x0b6f 20.427924 TEEE 802.15.4 18 Data Request
40 20.428921 IEEE 802.15.4 5 Ack
41 ©0:00:00:00:00:0d:ee:b5 00:00:00:00:00:0d:ee.. 20.431913 IEEE 802.15.4 27 Association Response, PAN: @x3c3b Addr: @x3779
42 20.432910 IEEE 802.15.4 5 Ack
43 exebef 2x0000 20.435948 ZigBee 68 Update Device
a4 20.436940 IEEE 802.15.4 5 Ack
45 0x0000 ox0b6f 20.441886 ZigBee 102 Data, Dst: 0x@b6f, Src: 0x8000
46 20.443880 IEEE 802.15.4 5 Ack

. 47 8x0bef ex3779 20.447870 ZigBee 73 Transport Key|
48 20.448868 TEEE 802.15.4 5 Ack
49 ex3779 Broadcast 20.454894 ZigBee ZDP 57 Device Announcement, Nwk Addr: 8x3779, Ext Addr: ©0:00:80_00:00:0d:ee:b6
50 Ox3779 Broadcast 20.490799 ZigBee ZDP 57 Device Announcement, Nwk Addr: 8x3779, Ext Addr: 00:00:00_00:00:0d:ee:b6
51 ex3779 Broadcast 20.494745 ZigBee ZDP 57 Device Announcement, Nwk Addr: @x3779, Ext Addr: ©0:00:00_00:00:0d:ee:b6

fEAEF O EH] Transport Key - ReEB PSR BIPIN R i as o 2 BERR S PN T Tt 25 22 18] )5 8210
Hllasc s, Bntsa7 AR TIRIER 2B .
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B 7-3. P4 I Eh s ] A B B 8 B A ST

£ vvvwv

Frame 47: 73 bytes on wire (584 bits), 71 bytes captured (568 bits) on interface \\.\pipe\Atmel Wireshark, id e
IEEE 802.15.4 Data, Dst: @x3779, Src: exebef

ZigBee Network Layer Data, Dst: @x3779, Src: exebef
ZigBee Application Support Layer Command

» Frame Control Field: Command (@x21)
Counter: 244
v ZigBee Security Header

>

Security Control Field: @x3@, Key Id: Key-Transport Key, Extended Monce
Frame Counter: 3

Extended Source: 90:00:00_00:00:@d:ee:b7 (00:00:00:00:00:0d:ee:b7)
Message Integrity Code: ea 51 f4 83

|[Key: Sa 69 67 42 65 65 41 6C 6C 69 61 6e 63 65 30 39]|

[Key Label: ]

v [ command Frame: Transport Key |

Command Identifier: Transport Key (@x@5)

Key Type: Standard Network Key (@xe1)

Key: cc €€ €C €C €C €C €C €C €C €C CC €C CC CC CC CC

Sequence Humber: @

Extended Destination: 00:00:00 ©0:00:0d:eec:bb (P0:00:00:00:00:0d:ee:b6)
Extended Source: ©0:00:00 00:00:0d:ee:b7 (P0:00:00:00:00:0d:ee:b7)

@ MICROCHIP
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8.1.

8.2

Zigbee ZXAHEE

LR 24t ape s (GP) A&t b 4 220

o SEOEEEICHE (GPP) W A&AEACHE & &

o SHafeEltn (GPS) BB R A

o GEAEEMAA (GPO) H&AmAA RS

ARG EREERS (GPD) e, nUAEE SO &ET IR CLF2RAhi s .
o AR

o« AR

$ﬁﬁﬁ

SF R, BB S E TN, GPD RiE—4% & RxAfterTx-0 [ Commissioning 74
(B E474) DA RETEAMGEE, BOFRERME. 220, ZaBPREMZ %95 (W
TED .

. %Wu%@ﬂﬁm%ﬁfﬂﬁmu Mz Ay, R BB HRIGE P oZ R B R H, T
& GP Foxf a4 (MBI E476 M#78) , I HRH L) #IE B %1% GPD Ml (W& dEw#77 A
#79) (JWLTIEI) HRVEYNE S, 152 W Zigbee PRO Green Power feature specification Basic
functionality set (Version 1.1.1) .

& 8-1. Zx e B IR il —— A i

No. Source Destination Time Protocol Length  Info

73 Ox5ffd Broadcast 55.120520 IEEE 802.15.4 48 Data, Dst: Broadcast, Src: @x5ffd
|74 Broadcast 64.787024 T1EEE 802.15.4 40 Data, Dst: Broadcast |

75 oxbeef Broadcast 64.792848 IEEE 802.15.4 55 Data, Dst: Broadcast, Src: ©xbeef
76 Oxbeef Broadcast 64.796144 TIEEE 802.15.4 76 Data, Dst: Broadcast, Src: @xbeef
77 ox5ffd Broadcast 64.832152 IEEE 802.15.4 55 Data, Dst: Broadcast, Src: @x5ffd
78 Ox5ffd Broadcast 64.837176 IEEE 802.15.4 76 Data, Dst: Broadcast, Src: @x5ffd
79 Oxbeef Broadcast 65.431176 IEEE 802.15.4 55 Data, Dst: Broadcast, Src: ©@xbeef
80 Oxbeef Broadcast 69.629432 IEEE 802.15.4 48 Data, Dst: Broadcast, Src: ©Oxbeef
81 ox5ffd Oxbeef 69.800312 IEEE 802.15.4 48 Data, Dst: ©xbeef, Src: Ox5ffd
82 69.802312 IEEE 802.15.4 3 Ack

83 Oxbeef ox5ffd 69.804584 IEEE 802.15.4 81 Data, Dst: Ox5ffd, Src: Oxbeef
84 69.807640 IEEE 802.15.4 3 Ack

85 Ox5ffd Oxbeef 69.809208 IEEE 802.15.4 43 Data, Dst: Oxbeef, Src: ox5ffd
86 69.811048 IEEE 802.15.4 3 Ack

87 Ox5ffd Broadcast 70.281856 IEEE 802.15.4 48 Data, Dst: Broadcast, Src: Ox5ffd

R A PR

o XTTFAER, BN EE T commissioning #3, GPD Ki%—% & RxAfterTx-1 I
Commissioning 4 (WMEHEG#145) IRFTA R&AEAER, AFERARE., 290, Za%
AR e %

o WA EE S Il commissioning Reply BHATWRN (AR E4146 F#147) o WRAERA
REAR A GG R T H 2 4% M PAN ID, Commissioning Reply A DAL &iX 6N %5,

* ¥ GPD #YUF A Commissioning Reply &, KAIEEHia B PAN ID ] success fird (L
BIEE4150) o« MINAEZ KA GPD MBI #150 (Success) Ja, I AELBE RN %

H, JERIZWS] # GP BCx sl g . A RVEAIEE, 12 W Zigbee PRO Green Power feature
specification Basic functionality set (Version 1.1.1) .
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& 8-2. L[] i ik

No. Source Destination Time Protocol Length Info
133 exbeef Broadcast 106.345496 ZigBee 48 Link Status
134 Broadcast 108.996288 ZigBee Green Power 10 Channel Request
135 Oxbeef Broadcast 108.998000 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 2
136 exbeef Broadcast 109.078672 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 2
137 Broadcast 109.995848 ZigBee Green Power 16 Channel Request
138 Broadcast 110.016624 ZigBee Green Power 10 Channel Configuration
139 exbeef Broadcast 110.020040 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 3
148 exbeef Broadcast 110.060984 ZigBee GP 57 ICL Green Power: GP Response, Seq: 3
141 ©x12345678 Broadcast 110.542648 ZigBee Green Power 41 Commissioning
142 exbeef Broadcast 110.546208 ZigBee GP 81 ZCL Green Power: GP Response, Seq: 4
143 exbeef Broadcast 110.629832 ZigBee GP 81 ZCL Green Power: GP Response, Seq: 4
144 Oxbeef Broadcast 110.654704 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 3
145 0x12345678 Broadcast 111.536240 Zigbee Green Power 41 Commissioning
146 ©x12345678 Broadcast 111.557808 ZigBee Green Power 39 Commissioning Reply
147 ©x12345678 Broadcast 111.559592 ZigBee Green Power 39 Commissioning Reply
148 exbeef Broadcast 111.563320 ZigBee GP 81 ZCL Green Power: GP Response, Seq: 5
149 _exbeef Broadcast 111.599312 ZigBee GP 81 ZCL Green Power: GP Response, Seq: 5
158 ©x12345678 Broadcast 111.657168 ZigBee Green Power 22 Success |
151 ex5678 Broadcast 111.663944 ZigBee ZDP 55 Device Announcement, Nwk Addr: @x5678, Ext Addr: ff:ff:ff:ff:ff:ffiffiff
152 exbeef Broadcast 111.667568 ZigBee GP 76 ICL Green Power: GP Pairing, Seq: 6
153 ex5678 Broadcast 111.739280 ZigBee ZDP 55 Device Announcement, Nuk Addr: @x5678, Ext Addr: ff:ff:ff:ff:ff:Ff:ff:ff
154 exbeef Broadcast 111.743656 ZigBee GP 76 ZCL Green Power: GP Pairing, Seq: 6
155 ex12345678 Broadcast 111.756856 ZigBee Green Power 22 Success
156 ©x5678 Broadcast 112.306512 ZigBee ZDP 55 Device Announcement, Nuk Addr: @x5678, Ext Addr: ff:ff:ff:ff:ff:Ff:ff:ff
157 ex289c oxbeef 116.776896 ZigBee GP 48 ZCL: Read Attributes, Seq: 20
158 116.778896 IEEE 802.15.4 3 Ack
159 exbeef 0x289¢c 116.781168 ZigBee GP 81 ZCL: Read Attributes Response, Seq: 20
160 116.784216 IEEE 802.15.4 3 Ack
161 ex289c oxbeef 116.787334 ZigBee 43 APS: Ack, Dst Endpt: 242, Src Endpt: 242
162 116.789224 IEEE 802.15.4 3 Ack

8.3. EXFRK (BERE)
o WIS AN HIERIOR S H TAEEE, GPD @ ATEER E S FERBZEE. NI TEFIE,
GPD [ BB RIESTEE R (WEHEE#134 M#137) , HCR & IE {5 & A & iy 4 DL AR 1E
N GPD. NEERTHIEE#134. #137 FA#138.

« ¥, GPD JARE TIEEE, JHEGEMRM RN 2 MEE P RREEE K.

* GPD £ Channel Request fp& Witz 7B (Frame Control Field, FCF) whfa/ 2 B Res
. R FCF #BHY Auto Commissioning WEN 0, WMEHE RxAfterTx, KZNZEIE,

o MFE—HHKI¥E Auto Commissioning = 0 HIEEIERG, GPD #WEELRE .

s HTAREHEO+134 FIEEREIEAHH) Auto Commissioning = 1 H RxAfterTx 251k, Hik

GPD NMEZUWEIERE . X T{E1EE REIE #1377, Auto Commissioning = 0 H RxAfterTx #
ffigk, GPD #UfEiENE (WAHHM#138) .

*  GPD fERN B Z i 4 544 H ARS8 5 SO IOk % 1 TAE(SIE .

o MRS T/EEES GPD B RXEEAFR, Zfiok&afE (5s) HHAFE, PMESE GPD K
RX Fil L EEi E X . M T/AERES RXGEMFR, Eqﬁm%ﬁﬁﬁﬁﬁﬁi SiE. WEEER

HJF, GPD Ll AREEFMEIETE R, wRAGREHHT IR, AXRTEAER, ES W Zigbee PRO Green
Power feature specification Basic functionality set (Version 1.1.1) .

& 8-3. AKX ([FIERE)

No. Source Destination Time Protocol Length Info

133 Bxbeef Broadcast 106.345496 ZigBee 48 Link Status

| 134 Broadcast 108.996288 ZigBee Green Power 10 Channel Request |
135 @xbeef Broadcast 188.598000 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 2
136 Oxbeef Broadcast 109.078672 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 2

|_137 Broadcast 189.995840 Zigﬁee Green Power 18 Channel Request

|_138 Broadcast 110.016624 ZigBee Green Power 16 Channel Configuration
129 @xbeef Broadcast 119.020040 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 3
140 Bxbeef Broadcast 110.0860984 ZigBee GP 57 ZCL Green Power: GP Response, Seq: 3
141 ©x12345678 Broadcast 110.542648 ZigBee Green Power 41 Commissioning
142 @xbeef Broadcast 110.546208 ZigBee GP 81 ZCL Green Power: GP Response, Seq: 4

84. FIEKIE
BRI PR e %, GPD I RELR Bl e A B i 4 . AEIXMMFOL T, ARER %83 GPD
WA RIE GP Sl . FEIER T GPD B AU AT I HdE Kk .
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https://csa-iot.org/wp-content/uploads/2022/01/docs-14-0563-18-batt-Green-Power-Basic-specification-v1.1.1.pdf

& 8-4. GPD il ik A EE AT £ bE K ik

No. Source
1 Oxbeef
2 @x55d1
3 ex55d1
4 @x55d1
5 @x55d1
6 0x70da
7 ©x12345678
8 ©x5678
9 ©x5678
18 8x5678
11 @x55d1
12 9x5678
13 @x5678

IR M2 rh AN AE BT, GPD R8s EL R A2 B Se# . FIEIE R 1 GPD fEBATARERE AL T (5

PR %
P 8-5. GPD JLARER A k%

No. Source
1 ©x12345678

@ MICROCHIP

Destination
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Broadcast

Time

©.000000
2.423008
2.499449
2.502912
3.142184

11.
12.
12.
12.
12.
12.
13.
13.

Destination

Broadcast

412616
436600
442520
480344
241600
920024
081848
182536

Protocol
ZigBee
ZigBee GP
ZigBee GP
ZigBee GP
ZigBee GP
ZigBee
ZigBee Green Power
ZigBee GP
ZigBee GP
ZigBee GP
ZigBee
ZigBee GP
ZigBee GP

Time
0.000000

Length
51
76
76
76
76
51
22
62
62
62
51
62
62

Info

Link Status

ZCL Green Power:
ZCL Green Power:
ZCL Green Power:
ZCL Green Power:
Link Status
Data, GPD Src ID:
ZCL Green Power:
ZCL Green Power:
ZCL Green Power:
Link Status

ZCL Green Power:

ZCL Green Power:

Protocol

GP Pairing, Seq:
GP Pairing, Seq:
GP Pairing, Seq:

(SRS

GP Pairing, Seq:

0x12345678

GP Notification, Seq: 1
GP Notification, Seq: 1
GP Notification, Seq: 2

GP Notification, Seq: 1
GP Notification, Seq: 2

Length Info

ZigBee Green Power 14 Toggle
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9.  UERAMN

£ 9-1. SCRY A 5 S

202211 H SR &N
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