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1.1.  PIC32CM LS60 Curiosity Pro i T.E &

PIC32CM LS60 Curiosity Pro i:fii TR A& & T4 %4 B RIIFER PIC32CM LS60 Arm®
Cortex®-M23 L HLEHATVFAE A E AL 51 % MCU ¥ TrustFLEX ATECC608B %4> R4t All Arm
TrustZone®Hi RN —H 2. A, & BRI Al EEH 48 (Peripheral Touch
Controller, PTC) DA RERIIIRE, Hlunizii. ADC. DAC RIS L 3s .

ZPEE T EAECAH Arduino® Uno HE4E25 . microBUS™ i RE I B HERE, - FH4T9 BT A. HiK ENE
AR A, THRMEBSNE LR TR ifl. ok, I FHRA RN ERME (XAM) , FHH[iE
T H bR AT AR B AT S TR .
PIC32CM LS60 MCU ) s n T -
e 48 MHz Arm Cortex-M23 H#%

512 KB [N/##1 64 KB SRAM

‘A 5| SRS NS
PIC32CM LS60 Curiosity Pro ¥4 T AL "] )\ Microchip EL4H M 3R L.

1.2.  MPLAB® X £ JF R HAT MPLAB XC32 4 1% 3%

MPLAB X &8 JT % ¥15 (Integrated Development Environment, IDE) J&—knl 4 & H i Bl e & 4%
PR, A& ZMmhaem R LR, THTRI. IE. K. HIRMEIEK 24 Microchip 85 ALK
ARt

MPLAB X IDE AT A\ Microchip WuiZREL . A4 7 MPLAB X IDE A 6.25 85 mifiAs .

MPLAB XC32 %1% % F] . Microchip Pk, A ORG24 T MPLAB XC32 JiiAs 4.60 B85 @A .

1.3. MPLAB Harmony v3
MPLAB Harmony v3 /& —k 5e R BT R HESE, RERE S0 00 HL ] BB I PRI B, lie B3R
TET-%E 32 £ PIC®HN SAM SR HIFE P B0TF K, T TE 7 AbBE AR AF VEAIE B . S A% Wb SORN P B 1l 55 P ik

‘4% MPLAB /UYL B 2% (MPLAB Code Configurator, MCC) , X£&—f 5 TR TR, H4
KA P 5tii (Graphical User Interface, GUD , Wfaifbas b B RS, MEMMHEF K.
MCC AR5 MPLAB X IDE 4B, & AT B Java Al AT S0, Al s F T b R 35

A SCARY R S FH AR 8 AR MPLAB Harmony v3 %1 . X $L ¥ AT M GitHub T2
« cspv3.22.2 BiE ERA (MPLAB Harmony v3 5 F S2R6)

bsp v3.20.1 s & filkA (MPLAB Harmony v3 #R ¢ S #54)

bootloader v3.7.0 B3 SR A

cryptoauthlib v20250217 =5 sl A (MPLAB Harmony v3 % & 4 5 iF e D

54
i MCC Py & B4 T 8 iR B 22
1.4. Python

R R {3 A Python v3.10 B H R PCAE% 2 EHLIR .
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FIiE.
AT A7 £ A T R B R0 U, 1R 5L e Ay e T R 1028
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B 2-1. [H 1Fs 7

CLIENT HOST
Compare ‘
Digest Digest - s - pum— - Digest - —
#1 #2 e — —
Received Calculated
Digest Digest Firmware Firmware

Firmware + Digest

JAE A R B R/ s AR B BRI 7 R AT BE A A A i A AT e, (HE
RPN BE 7 A AR [ 795 2L A AN Rl R SCARAG AL IR X, AT #E S B N2 FH o A Rl 14—k
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BRI A R BOR ORI AR 10— AN RIFRAE T, AR ER AT ASAT IR A 5, 98 8 I el 3 T e SE SO F
FURTTF S, AR B 28R 7 TovE A 2 2 24

{EZ, (IS AR B8 HUTY IR TT DU ROBAEIZ AT I 95 00E [ 1 5 B R T 7 1 AT 245 B PR e

22. FFEE4HL
DNIERL AR E A S RIS 2 e, B UON IR AT NG, XM T BT A AL . Rk R,
S IE AL Ay bR B R R 2, B S (A SIS BORS HHEAT g, A B — N e CRUTH
WA G P g4 o

AP BARXS BRI E AL — X B PR T 22 e . EHVERIRAET B PIIRAIRE) ML AT INE,
11325 i DU A5 X 2 147 2 B 6 FL AT g

B 2-2. Hr A A S IRIE

Received
Firmware

D\
-

Digest

N
= =

4= Signature §
Fail D/M_\s Received . Signature §
Signature 2 2
Firmware + Signature
@ﬁ Private Key

Public Key

ANEH IR B B 5 PR O T R ENLRENS QRS A, AT RT L RO P AT ST i .
F s AR A ET LAASE P )32 7 P 2 B A 25 44 (R S

2.3, INEAEE
K B FA B I I B B AR AR . Bd o 25 RN 2 B AT AN, AR (SO EAAEE A )
o WA IR R, Bk RO TE R SCRIELEY, AT AR AT RS B A

SEE, RS R A BN E B . AR ARG, IR AR AR [ 1. B,
I g R R 40, JF il B 2882 5 B =

B 2-3. [ o A fi o

N\ 5 Encrypted
Received Firmware
Encrypted
._-n. Firmware N N N
- - - -
Pass [I_7} - g

&= Decrypt Tag H
o - : 2 Firmware
Received @ﬁ
Tag d
+
Firmware + Tag Private Key
Private Key

DUEARRINE A B IF A REMR T A A . filtn, DDA RERE L ORVEREREIRR) o & T g i
AR h A R A EOF T IR R, BRI AR
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SO IIEAR I (AR MAC ARIC) RMINEIRSCK — /N, T IR uE R oC i e BVE M SEE . e iR
WOCRBEE L, sk B AR .

I iEbRic 5N g8 5 ARG &, JCHRAEE AR FE B R G .l T A B 4y BAIE AT AR ]
—JREHEDE, EAMNAEAE ALK, TR, A (W AES-GCM (Galois/iHi#3 5
R ) ARG T XKW SR, R B AR E — AN — IO ERAE T [F I SR LA 25 PE AT SE B

2.4. PIC32CM LS60 MCU _F 11224 BT+ Se B

[ 1 T ) 22 A PRI 2 AN 223K, e A pRAR. B B AR B . A PIC32CM LS60
MCU i & )22 oot (ATECC608B) |, AI LA R &R pliiX 8 22 4 Ty e -

BT PIC32CM LS60 MCU 5 F=HL PC 2 [8J3EAT 1 22 & [E 1 T+ 2 .
& 2-4. PIC32CM LS60 MCU _I 122 4> [l 4 T+ 4%
D\
= —

Target Application
Binary

Received
AN Encrypted Ef\crypted
Firmware Encrypted Firmware
i Firmware
= =
N N —
E=) Decrypt Tag i N
t - f
2l

Recei
Decrypted eceived

-
oo | . G -
, -

. Firmware
Private Key
PRy Received Private Key
8 i Signature :
Public Key Public Key
Digest Verify @ﬁ

ignature igest

Pass [L;

Fail 003

¥

XML IEIECLN P IR 3 2 e [ AT L R

o fEFIARAYIR H AR PR EAT I

o R AP B SRR AT I

o N TAER S HARE AT B 0 UE, N A Ay BR BOR A R 4
o SRR FHALYDR P B AT R AL N AR R T A

o ETRYPREDAH, CEX AT SR SR

e IR AR B v 1R ORISR A 70 FBCE /N 0 B

Xt i, LML D BT A T

o EFIARAGIR IR JE R AT e KR AR S 1 S AR L AT RIE
o CRHRE WU G RE R H AR

o NREIRE AT SR
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3. wit
PIC32CM LS60 MCU 12 4x [ {7+ 2 5 PR A e 9 LK 22 4270 ATECCE08B JRfh P AR P AR 22
A Bt NN s A 2 4o i DhBE X NI RE P AR HEAT I . R A B BiE, AN
T R B 5] £ T 2 e R 1 e BE A 22 4

LA AF TN PR P BT A LA R P A 3
o B PCAEENL BT R FumE T2 MCU TENUE HIT0E SCRIEAE P CRARDY UART [ 41 T+ 2
BO SN EHUN AR, CUERRE % o [ FA% i 2 MCU EAL
% 7 i [ A AT 55 B LR TAESS
- EfE
- AL
- GikE
TREJER il PCAE TN AT R i [ T SRR e it

B 3-1. it PC #E AL b dEAT 0 7 i [ 1 T S AR PP B

p

Communication
Interface

Programming
Interface

NVM PLIB

PIC32CM LS60
(Host Board)

1 g
pemmm e —

UART PLIB

MRV PR T R L 5 A A S A G B X
BN CHE LS4 BRI 178 S B0 A R AR5 G PR BIRY L W 07
B4, TR RN BP0 SLSERE . BB G IRAEIR  HURI AL fr 4 LU B3 i
i
LSRRI R TS

- AR

- AR

- BRI

-
B AR BUE UK I CFE 5 2 PR 5230 LB (2. B0,
PSR (PR, S EROIIRE A SRR . e SRR, % PR
S IR
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B PIRBIR AR F TAE%
-
- ol
- R
- 4

TR TR A E TR N AR it
B 3-2. i i AR B 7 S BEAT 2 4 P TR 0 A R PP B i

p

Authentication
Interface

/' Communication

Interface

Interface

A

Interface

HOST 12CPLIB UART PLIB
! NVM PLIB § ! 12C PLIB CLIENT UART PLIB
i i i Crypto
Programming Authentication Communication

Verification

Interface

3.1.  UART BT

UART [&] {1 T2 2 FH A P A P i SCAE A5 B AE PC 5 0L MCU 2 18152 Bt »

IR RS BRI B T, R,

& 3-3. UART [l T+ fim 4

GUARD
(4 Bytes)

Command

(1 Byte)

Data O
(4 Bytes)

| ]
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Ry
- RPFEIE A B{E 0x5048434D.

- ZAE AT B IR R B 4

- EHL MCU [ fF a6 2 AE Bedis e O T a6 I K 2 DR

IE NN
- T B R R B T
- P A TS

- s

- RREAIEN G Y. FAESIOTRA 1 T
- IR AR
* Unlock (OxAO0)
* Data (0xA1)
* Verify (0xA2)
* Reset (0xA3)
+ Device Configuration (0xA5)
* Firmware Version (0xA6)
Bl
- L AR iy AL P S PR AR
- Bl RN BAR R R B
- FEHL MCU U 8 KN (A ADT5) 9B,
- AR LALLM EEE (LSB EHD) kKL,

W AR TS

Kikar A I, EHL MCU K DL 55 B AR AR AT R S

100 ms il CRAWIRD) J&RKIE G4

A7 20 AR T 1
OK (0x50)

Error (Ox51)
Invalid (0x52)
CRC OK (0x53)
CRC Failed (0x54)

3.1.1. A

A R 2% 25 5 B A

FUREAEPRUACR Al — 2% iy 2 A i S AR J B AR

AFHigE T UART [T 28 b3 e {8 FRO335 SRR A A P P20 5 1 o

Unlock 4
Unlock @& 7 #1an B s, A S8 A B i S
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& 3-4. UART [l #:F+2% Unlock fin 4

Request

Response

GUARD Unlock

Start
Address

Image
Size } [ 0K

0x08

N
=]

Yo

=3
=

4 Bytes

=

Unlock #r& U AIAE S — Data a4 &K HZ B R H
- Zan A H TSN R R R s s b A g Rt
- ZE BB A T IR R e 2 AL T INAAYE A -

- AR TSR R G R 1 Bt B R P sk 2

FRRWCI R 7 HON 8 M GREgRHIE + BB

AR L
- INAER N R P g ko

- MG T, BAGZ KT EEE T H 2R T A A A

- AUEBERR AICRNA TR XS T, %I IR TR

- HEATTI AR, ZELHBEN 0.
AR KNI AR B e 7 5 &, BARBUR T3 1F .

Data 7%

Data iy P HI U0 R s, e rb B S A R R i R

P 3-5. UART [l {4 F+2 Data i 4

7540 T8 Unlock 64 I IXIR I .

Request

Response

GUARD Data Size Date
Command

|

Block Start
Address

= |

=)=

[ 0x5048434D ][ 0x104 I OxA1 ][ 4 Bytes ][ 256 Bytes ]

Data fir & I TA&Hmme AR £odhs .

o RBIEAMNIESGRGHNE (4 7T A (256 T .
Bt de Hhhk 2007 T Unlock iy & i i X 38 P
IR R X L ASMIAT SHAE, W SBGER, RSB 5.

Device Configuration #y4

i R B ) Device Configuration #4541 40 T KB .

@ MICROCHIP

11



& 3-6. UART [E] 1 F+2% Device Configuration iy 4

Request Response

Device Block Device
GUARD Data Size Configuration Configuration Data OK Error Invalld
Command Start Address
[ 0x5048434D ][ 0x104 J[ 0OxAS5 }[ 4 Bytes ][ 256 Bytes ] . . .

o %A AR R i [ I R RS L2 MR D RE I A i g

Device Configuration iy 4 T &S a4 FRCEA, LW E) , HRA/NET 2 F R B X G 4k bl
(474 AR E TR/ (256 F45) [, HAARR R T 281,

o GHIRRCE AR AR U IE N s F I E X I AR

o SFECEAGE NS G TR LW E . A IS LA .

o AURZFTERIE G E IR UAMUT B4, WK SEER, RO 5
Verify 74

HAH SZE N (4 Verify fir@ 5530 EIFR .

& 3-7. UART [ 14 T+2% Verify v 4

Request Response

GUARD

o)
=

[ Data Size J[ ey ] CRC ] [ CRC OK CRC Fail ] [ Error Invalid ]
Command

IS

©

=

)

12
—

* Verify s 4 H T B U E 5 FH g A2 1Y) B AGCHSHE 1) 5 2 12k
Mg CRC & #riE IEEE® CRC32, HZ Wiz OXEDB88320.

o FRSE, SR A IAAE SR A TN CRC, Rz & AT 2 ISR IE
W% CRC 5 2 7E 2 B A8 I X 45 _L gk 47

Reset #4
i A S B Y] Reset €4 4140 AT 7R
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& 3-8. UART [l {72k Reset #i4>

Request Response

e [ | |~ )
B e

Reset T4 Fl T A B 2582 U1 e 21 82 AR 7 IO AT -
AN TR RSN AR 71T LA AL DA R (R R

© ZIDREAE ENUCIE ERAE R R AL S AR OO0 T BB, ghAh, BUAEAE EHLRES i B AL T I, Z%ar
DA SE A -

3.1.2. fE%UiBE
AT T UART [l A+ b oA s A A 25 () VRt 1 B

o BB DT WU B 1 R BB N ENL PC M . 7EX AR NI B AR IR B Ay
A RCIAT S i, ARSI IZHE B2 5B & U AR L5 R .

o AT A BAE S —— AL B NGB F AR ST A AR RN o X AR SR EAL PC AR MR, SRR
B SR, WZESS 2R RIS AR5 -

© RS —— ST BB (K B B N EAT AR . ARSI AR S R Ve A4S (Non-
Volatile Memory, NVM) SR ATMEBL. BREREE NIRAE . FESE R INAF IRV SE U IR, 124F 55 0F
AT B AR AE S5 DR Cr — MR

TEZE T BT R PAT R
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B 3-9. ML L7 o [ T AT TR I

Receive Data
Host PC Communication Task

A

Send Error Response

Packet
Received?

Command Processing
Task

Valid
Command?

Send Error Response

Ready to
Program?

Programming Task

Program Ready for next
Send Error Response Complete? upgrade

3.2 wEEMHFFHUHIN
2 4 B TR AR P U2 SR B PE 2 5 5 L IR S

S+ UART 12 TR R Bt b ar & s 717, s B

& 3-10. 4 [ T+ i &
| Command Data O Data N
| (1 Byte) (4 Bytes) seee (4 Bytes)

GUARD |
(4 Bytes) ‘ (4
- R EATE N E{E 0x5048434D,

© R
- ZEATH LRSS
- [ RS FE E A 0A AR B A B SO RA S AT AR AP B, AR N M 4k 8 )5 B4
EAE/TNGN
- ??Eﬁ?‘é?%%&ﬁ‘]%ﬁﬁ?%ﬁo
- ZAE A AT
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3.2.1.

®

ligSe
- RN EAL A a2

- XHE AR
Unlock (0xA0)

* Firmware Data (OxA1)
+ Verify (0xA2)
* Reset (0xA3)
* Flash Status (0xA4)
» Device Configuration (0xA5)
ol
- AR S EE AL PRI SERR A
- HEE RN T B R R BRI B K
- HEREFEREEE RN LT (4 AFAD RBAL
- Fra ¥R LN ERGE (LSB FEHT) kUKL,

i RZARS

Kkt Ja, BERR DR B A AR AT RN . R fE

100 ms #Hf GREEWN) J5KEFEmS.
R BARRS W R

OK (0x50)

Error (0x51)

Invalid (0x52)

Signature OK (0x53)
Signature Failed (0x54)
Flash Write OK (0x55)
Flash Write Failed (0x56)

12U B

AL W T 22 A [ A T PSR A 7 SRR 15 AR P 4 15 B

Un
Un

lock fr4
lock #r& FHan B R, A S A N Y

A 3-11. Z A [FE T Unlock #i 4>

FERRNC AT

— 25 i & IR AR SR

Request

Response

Start
Address

Image

GUARD Data Size

Unlock
Command

[
[

I
B = |~ ] -

O -

Unlock x4 W AifE s — Data in 4 K 2B R H
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ﬁfﬁ/\ﬁﬁ?ﬁﬁf FHFE (R bk A 5 R

W T B0 E ROR (k= 5 AL T INAETE L A

FRHEAR 7 HON 8 T GREGRHEE + BN
AL AR L
- INAERI N R i ik o

- ZHBERGR T AR, MRS EEE T H 2R Y A S A

- WMHEBE R R IC /NI TR 55, % SR T 24
- AR ERER, ZELRE N 0.
o WK/ ZR LR BT T O, BRI T AR
Data &
Data fir & A T B B, He b 5 AH R i 8

B 3-12. 4[4 T+ 2 Data fi %>

<
bS
- A T IR IE B A 1 BdfE L B Y At ik 2 15 AR T A Unlock v 2 R XA -

Request

Response

) =)= )

Block Start Encrypted Encrypted
Address Data Tag

]( 4 Bytes } 256 Bytes } 16 Bytes J

Data fir & H T &5 g 2k .
SEPE MRS G EE (4 7)) |
o B2 A T8 B Unlock i 2 gt i X A .

.
P HIEAEAR AT, R G0k A N AT AR

Device Configuration %74
i A 20 S () Device Configuration 4541 40 F B s .

& 3-13. 24 [H T} 2% Device Configuration fir 4

In&EdE (256 %) FMbsic (16 F1) .

BEMR B DRI 7 AT B4, WK 2R, ROEMBEER S EFR . R AN SR

Request

Response

Encrypted
Tag

16 Bytes

Device Block Device ]
GUARD Data Size Configuration Configuration Dry:! =
Command Start Address ata

|
e R

)
)

5 Flash Flash

A S AAE N B 2888 7 1 £ A8 e s 22 g A T BRI A e
Device Configuration 4 H T K E SRR EMN (H2kE) .

o A fFIC BRI N O S G B X R an k.
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o SEEBEE NS EM TSR B L RE . A SRR R LA IR .

o IR RAE ST NC B X DUAMIT S 1#0E, WK SR R, ARk £ 57
Verify 74

A LR B Verify 28140~ B R .

& 3-14. ‘A [E T2 Verify T4

Request Response

Signature

o e [ e ) (=) (o] (o)
Emreeaeal | |

* Verify fir& H T A& AN g i AR 1) 72 B4
o LI TR AR P R A8 R B A AR 4

o B AR AR 5E R M IRAE TSR TR AR AL o R R A BB R R R N AR e AR 2
%

Reset 74
5 FH N Y [ Reset #2540 F BT R

& 3-15. %4 [E T+ 2% Reset 74>

Request Response

Com oo [z [ = ) (=) (=) [=)
e~ | (.

Reset fir& Fl T A B 258 Fr U1 21 5 R 7 B AT -
i AN TR R 1 LA A2 PP R R SR

o ZINREAE ENTCIE B EAE R R AL AL T R E . phAh, RIEAE EHLREW il AL T I, %y
AT E S E -

3.2.2. {EFUHMH
A T 2 A AT R 2 8 (4 55 IO VEAR 1

3.2.2.1. Imﬁ%

A ST 55— AR F ST R A i &, LIS % il H AR RGUE . AR SR L A AF T
R BORTER R o [ AF AR A% e b AR S U 55 2

o WREUE S ——12AE 55 7 0K B R R0 S 2 T8 BB, DA (] 1 e e A a2 % ) i 1) 48
o o3 % Ja KR B o e A 2 AR N A 55 HEAT SR S
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o BHRINEARS——ZAEF AU N B 2 2 ot (ATECC608B) 73 F1Jm i [ {1 Bt b A7 s, Wi iR
e Ja BB E FIAR IC AL R AR B — R IR At i B 55 .

o BB AR ST EER L, AR TR IO (R 7 SR A N o %A S5 Hh B 5 4
FE P T SR AT

TR T BN L E TR SAT R A
B 3-16. AL LA 22 [ A TH AT TR B

Issue Reset
Command

Issue Data
Command

Issue Verify

Issue Unlock
Command

Configuration
Command

Command

Command
Initiate
Task

Command
Initiate
Task

Command Command
Initiate Initiate
Task Task

Command
Initiate
Task

Image
Reading
Task

Image Image Ready for next
Encryption Encryption upgrade
Task Task

Communication Communication Communication Communication Communication
Task Task Task Task Task

Client

Transmit\Receive Data Transmit\Receive Data

3.2.2.2. g)ﬂlﬂ'ﬂf%
M AF AR S5 —— D S e 15 4% LR T 2 AN BN - %A 558 1 B0 % A B
IR kA5 SR TR & BUNS ORI RIS B, R B e A 4 i & S FIATE 553047 5 B8R 1 .

i AP 55 —— S ST AT AIERAT HE B AR ST R A I i & o IZAE S5 IR 7 B ) LR BTN . iy )
LORRERT, AZAE S 2R IS R 55 A B

o BVERREATL S —— NS NI A o (ATECC608B) X ARSI [l AR e o AH S bmic HEAT fif
o ARSI LU R AR IR DR A I SR, 2 R PR B Ak S R RE A S5 AT HR A

G FEAE 55— DT AR B A Kt S BT W BB I AT . ik, AR5 R NVM ANBE SR AT A0 ZE ()i
By BEERAENSRAE,  DURA DR BRI A7 i 48 2EAT S A -

TR TR b b A TR AT R I
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B 3-17. % )7 o) 2 4 TR ARAT R

Receive Data
Host Communication Task

A

Valid
Guard?

Send Error Response

Packet
Received?

Command Processing
Task

Valid
Command?

Send Error Response

Image Decryption Task

Image
Decrypted?

Send Error Response

Ready to
Program?

Programming Task

Program Ready for next
Complete? upgrade

Send Error Response

3.3. TSR

PIC32CM LS60 MCU &L kI8 9 NMEAEIX, I NE TR A XA K/ Na]fd A4 2 i NVM i E
£ (1 BNSC. BOOTPROT. AS. ANSC. DS 1 RS) #ATHCE .
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/& 3-18. PIC32CM LSx MCU {1 3845 )

0x0000_0000

Secure Flash
(Boot Region)

BOOTPROT® x 0x100 — BNSC x 0x20

Non-Secure Callable Flash
(Boot Region)

BOOTPROT! x 0x100

Secure Flash
(Application Region)

(BOOTPROT! + AS ) x 0x100 — BNSC x 0x20

Non-Secure Callable Flash
(Application Region)

(BOOTPROT!Y + AS ) x 0x100

Non-Secure Flash
(Application Region)

0x0008_0000
Flash (512 KB)

BOOTPROT = BS.

AR X 2 AERE A o RGO T A1) M v — o 17«

© %A (S HITAREE RSN, H R 2T BLYT I .

0x2000_0000

Secure SRAM

0x2000_0000 x (RS x 0x80)
Non-Secure SRAM

0x2001_0000
SRAM (64 KB)

0x0040_0000
Secure Data Flash

0x0040_0000 x (DS x 0x20)

Non-Secure Data Flash

0x0040_4000
Data Flash (16 KB)

¥E
1.
2. AXREEFAH/RITE NVM BLEMISZE S HE X, 165 ARIERE.

o AFLEFRA (NSO« — Rk L& AE T, SRR L RSBy 2 2R .
o dba (NS« HFAAEas AL, At EIsAT B pTa A RT AT )

AN DX 2 4 R VA R SCIZ X I A7 il IR AU 1) 22 4R
2 TN RE 7 ) bR e Aty 20 7 3 [ 0 N BN UM S 20 B s deth o O 13RS fE 2 ek, &

BRI 7 i 8 1 0 145 P 22 4 IR DX A5k

TEER T PIC32CM LS60 MCU (1) 4 [ 1 T+ 4 W P RE 1 R A i &A1 = o
FHUE A FEAS A AT SRAM FIAE 2 4 X dge | 1% 7 i [ 1 AR EALRE P ey, DR Gt A A 22 4 fir

H.
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B 3-19. EHL L HIAFfE 28 R

0x0008_0000

0x2001_0000
Secure SRAM
0x2000_0000

SRAM (64 KB)

Secure Flash

Tl y 0x0040 4000
(Application Region) -
Secure Data Flash
0x0040_0000

Data Flash (16 KB)

0x0000_0000
Flash (512 KB)

T S B A NP ER 2y H AR X (B Al B 2R PP AU AR IR PP X380 CH A7l
FWE o AR A7 E7E SRAM ] 020001000 HihikAb, A A7fif 2 [H0RE F T A7 1 452
Fro BT AEGE X EIEC B v 2 A X3, LAB AR Eu -

B’ 3-20. & )7 i (1A Gk AT =)

0x0000_0000 0x2000_0000 3
Trigger Pattern
Secure Flash 0x2000_0010
(Bootloader Region) Secure SRAM
36 KB 0x2001_0000

0x0000_9000 SRAM (64 KB)

0x0040_0000
Secure Fush Secure Data Flash
(Application Region)
476 KB 0x0040_4000

Data Flash (16 KB)

0x0008_0000

Flash (512 KB)

4. PUTHE
T IR AR 2 A [ TR A FE PP, A8 =ML 0 SRR R R P AN o ) B 28N FR R . DUR 320k
18 MPLAB Harmony v3 F ML HFEF A1 B 25 B R T RS LPAT AR -

FHNRAEF REFIITHE
NEEIR T KGR BRI R I LR R R ST R -

@ MICROCHIP

21



A 3-21. EHLEHHFE

PORT Initialize

System Initialize

SWO SWi1
Pressed? ] Pressed?

Client Firmware Upgrade Secure Firmware Upgrade
on Host on Client

Erase/Program/Verify Erase/Program/\erify

Upgrade Upgrade
Complete? Complete?

RS PR PP A1 LR AT I «

4

. ENLMCU B NS RHZ I T, BUESh R 8% 7 s [ A -G a7 o b 10 22 4 [ 14T+ 2%

% SWO #28li, EHL MCU BN BT . Rl , Eilid UART ML PC #:1k
w7 i [ 1

% SWT 241, TN MCU N 24 [ PF T, Rz, el UART R % 7 i i 1A
EX-9) B

RIS AR E E )R, £ MCU IR B AT 4R RES .

HEMNAEFRARIITRE
TSI T E R B PR I E 2SR R A LATIRAE .
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B 3-22. g H AR N FE 7 1K) B 28R i RE

PORT Initialize

Check Trigger Detected

Trigger? Reset command to
jump to application

No Trigger
Check for a No Valid Application

valid
application

Valid
Application

System Initialize

Firmware Upgrade Mode

v Erase/Program/Verify

Run new

firmware

1 2 5 AR DL AT 0
1OHBEARI, EREFRIITRIE . WA AR TR, W E AR VL
FURIEAT P LR
2. HRIEILLTFRURAN, TR T
- CEFR TN R A B B, 8 SR 15
- TR SRAM T 16 TS IURHE ERRUFIRELK (0x5048434D) . LAAE S ST GLINARHIIIEN
KR
3. EURURE R RGN T AT ARSI
4. BB IR, BRI O SRR
B RGBT
L 2R RSN E SRR TS, AR S BRI, CPU BEEMIFR T

N B R T H bR R AT R

23
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A 3-23. HFr R P HAT R

Reset to
jump to bootloader

Tri Detected .
.- B on: N Update the trigger pattern
in SRAM

System Initialization

No Trigger

bR R R e (AT B 40 T
1. HEPFEAIN,  EESFE A2 4 A (0 SE P R P X3 3 H b AR T
2. HARMHREF PG R SR AT IR & _EITEVR S E .

3. Mk# LEDO B0 DI —VCIRZS, B &AL T SWO JFRBENE T i,  Bhirisid 2 SRAM H i &
BEACR AR RG R AL, NIMTIEAT B 2B R
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4. HwWEHBITNMHER
4.1.  FEHURME PR DR E AL E

%1 “Key Provisioning with 32-bit MCU Secure Devices using the TPDS Technical

Brief” (DS90003374) higfitfiii ], hENME itk Jw AL (5 S8 AN 1/0 fRy . XA 4]
XFTEM PR L Is AT 2 BT R B R E

H: RIS F S BIT & RIN T MPLAB X IDE #4% (File > Preferences > MPLAB X IDE path (S(fF
> %0 > MPLAB X IDE #£4%) )

4.2. BITEPIWERENHERF
LU P IRLEH A —AN PIC32CM LS60 Curiosity Pro 34t T 2L 14w % 7 ity F 28 B AZ T«
1. NEE P E MR Rl .
2. fEEH MPLAB X IDE fT71% /i L 28 MRS P U H A (B2 <O F#ER 12>/
pic32cm_Is60_secure_firmware_upgrade/firmware/bootloader/bootloadergroup) -
3. BREHWA, % EIT bootloadergroup, #AJ5 il bootloader_secure.

B 4-1. i 7 i 2SR I H

| Proj... x| Servic... | Files | Classes |
!—'s---ﬁabooﬂoadergroup
i[5 bootloader

----- |:‘] project.group

4. Z% bootloader_secure Wi H WE N EWH, EAMATZIH, )51+ Set as Main Project (%
HRNFETH) .

B 4-2. 2 7 o 2 FE e T H AR D8 30 H

[ Proi... x| servic... | Files Casses | O [ StartPage
[ER=] Vit | ED|
&+ ] De ns Build
{3 Header Fies Clean and Build
G+ Impartant Files
-l Linker Fies fean
-5 Plugins Batch Build...
B-[iF] Source Files Set Configuration A
- Libraries
@ Loadables New 2
E)-{f)gbootioadergroup Add 2
@) bootioader
- (5 bootioader_sed Set as Main Project
- project.aroup Find...

Locate Headers

Run
Debug
Step into

Make and Pragram Device

Projects ’

Close
Open Required Projects >
F Cede Assist; >
Navigator | bootloa LSt
| &% |78 bootioader_secure Analysis >
. | +7g Project Type:
| i e eI ot e Sty

£ g Device

= i PIC32CM Git >
|| Chedam gy >
- @A CRC32: 0
@ | @ pade s

P ovsIs (5,

25
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https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls60_secure_firmware_upgrade.zip

5. PIC32CM LS60 Curiosity Pro jfii LAGSCHHMAR A% (EDBG) JEATIIL. 4 “Type-A 2
Sk micro-B” USB £R45iE 3 PIC32CM LS60 Curiosity Pro ¥4t T2 L/ micro-B ik USB ¥
DU X} PIC32CM LS60 Curiosity Pro 34 T B AL k47 (L B AR

4-3. PIC32CM LS60 Curiosity Pro Ffifi {1 &

W oMW pEy
(W] I\

6. TERFuGIIHEME Od, EFE4 T EMgmPERS, SR57E MPLAB X IDE Tl H J& M % 0 U7 1X LT
%

a. e/ Categories (ZEJ)) #4> T, #E$E Conf: [pic32cm_Is60_cpro].
b. 7E4ifl Configuration (BCLE) J& ML H1i%+ Connected Hardware Tool CEREIIREAE T H) Al
Compiler Toolchain (4wi%#% THEE) , W FHiR.

& 4-4. % /3 55 H J& £ ——PIC32CM LS60 Curiosity Pro A% T B AY

1] Project Properties - bootloader_secure X
Categories: Configuration
@ General Family: Device:
k7. @ Fe Incusion Exckusian Al Families v [PIC32cM5164.560100 v
B
@ EDBG Connected Hardware Tool: Supported Debug Header:
% iooang |Prc3acm Ls60 Curiosity Pro-SN: MCHP3383020000... | (JShow Al | None
@ Libraries
@ Building
[ @ XC32 (Global Options) Packs:
@ xc32-as =] CMsSIS
@ xc32-gce -l 5.4.0
i a2 P;ICHCM{S DFP
@ xc324d = —
@ xc32-ar ' ;
@ Analysis

Compiler Toolchain:
[=-XC32 [Download Latest]
[ XC32 (v4.60) [C: \Program F|Ies‘l‘4|crod\|p\xca2\v4 Go\bm]

Manage Configurations...

Manage Network Tools...

Help

s | [y
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LR ESREFREAS, # S TR .

7. i Apply (BAD , #RJEHSH OK (HiE) .

8. ifid #iii Clean and Build GiEERIF41%E) EIAREN T 5% ik #* Clean and Build Main Project
GERRIFmEETE ) gmiEmHE, REIENH 25 g i .

& 4-5. i B IF g PRI H

B - By B D -3 2 Q6BR-D- @i

Kt Window : Clean and Bmld for Debugglng Main Project
Clean and Build Main Project I'I:

|.l

Source His:l £
—I—l'ﬁ Clean and Build with PF{G Comparlmn Maln Projer:t -

9. i T IR ZIHE R 2> (1 B b LA G RE N AR o
&l 4-6. g fEasF

EH-B>EER-QR-
43, EFENBAERF

F& I8 DU P IRAE H R —A> PIC32CM LS60 Curiosity Pro vl T B AL F4afE EHLN T .
1. TEENNHERSF Rt .

2. flifil MPLAB X IDE 4TJF =ML AR T AL (iAe: <O P2 12>/
pic32cm_Is60_secure_firmware_upgrade/firmware/host_app_nvm/host_app_nvmgroup)

3. BEHWA, ERdFEIT bootloader_secure, X5 Xl host_app_nvm_secure.
&l 4-7. In# EHLITH

Proj... x| Servic.. | Files | Classes |
El---@ﬁbu-uthader_secure
[ 15| Device actions
-- Header Files
-- Important Files
-- Linker Files
E Plugins
-- Source Files
ﬁ' Libraries
ﬁ‘ Loadables
B---Eﬁﬁbnuﬂoadergmup
- bootloader
[ bootloader_secure
D project.group
.
@ host_app_rivm
- [l host_app_nvm_secure
E] project.group

4. JE AR H JTiE R Set as Main Project, ¥ host_app_nvm_secure Ji H X E N £ H .

27
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https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls60_secure_firmware_upgrade.zip

M 4-8. 1 EHLIH B E N ETH

Proj... x| Servic... | Fles | Classes | [l || StartPage x|
--Qaboutloader_secnre \ts = EDBG
--@ﬁbooﬂoadergmup
EB=Wrost_app_rvm_secure Losding sc
i g Device actions Build F
[ Hesder Fies Clean and Build
-- Important Files
B= 1 4 Clean
-- Linker Files
@ Plugins Batch Build...
-- Source Files Set Configuration ¥
S ubraries
BB Loadables Mew 7
= ﬁ host_app_nvmagroup Add >
host_app_nvm |
(& host_app_ —
-8 host_app_nvm_set Set as Main Project
D project.group Find...
Locate Headers
Run
Debug
Step into
Make and Program Device
Projects >|
Close
_ | o
Navigator hooticader Open Required Projects |
T | |
&% 8 Euuﬂoaderise:ure Code Assistance 2|
@E\{ Project Type: Apg
=R Device |
. Analysis >
= G PIC32CM516] o
Checksum: BY Show Code Coverage Summary
I_E -EA CRC32: 0xDO Git 3|
(7]
o Packs .
L | 3
-l SIS (5.8.0] RIseTg
- PIC32CMAS | :
. i EDBG (1.6.761. Properties

5. PIC32CM LS60 Curiosity Pro ¥l T RS KEE AR A XA K#8 (EDBG) #HATHIK. K “Type-A &
L% micro-B” USB £ 45i%E 423 PIC32CM LS60 Curiosity Pro P4 T. 2.5 _E ¥ micro-B it USB i
H, PMEXS PIC32CM LS60 Curiosity Pro 14 T. B A3k 47 At F A IR

& 4-9. PIC32CM LS60 Curiosity Pro B fiift:- % &

W ARERREERRN B

[
(SO
oSIN
Xl ERE
m SN m
my oMW pgw
[WMd] (V]

6. HEE|EHLIH B FEE A T B Mgmikds, 8575 MPLAB X IDE 1l H J& 14 % 1 AT BL R A
a. fEEMIE Categories ¥4 T, £+ Conf: [pic32cm_Is60_cpro].

b. 741 Configuration J& % 7+ % Connected Hardware Tool fil Compiler Toolchain, R
Ji7R o

28
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& 4-10. F-HLI H J& PE——PI1C32CM LS60 Curiosity Pro 1Pt T. 24

g Project Properties - host_app_nvm_secure

Categories: ~ Configuration
- @ General Family: Device:
- @ File Indusion/Exdusion

| All Families v |PIC32CM5164L560100 v
[SER=IN Conf: [pic32cm_Is60_cpro] :

» @ EDBG Connected Hardware Tool: Supported Debug Header:
i @ i T
! Loading IPIC32CM LS60 Curiosity Pro-SN: MCHP3383020000... I () Show Al None
# @ Libraries !
+- @ Building
E}- @ XC32 (Global Options) Packs:
- @ xc32-as -0 CMSIS
O xc32-gcc ﬁﬁ
e @ xC32-g++ il
- __ PIC32CM-LS_DFP
b @ xc324d -2 =
@ xc32-ar .
@ hnatysel Compiler Toolchain:

8 XC32 (v4.60) [C:\Program Files\Microchip\xc32\v4.60\bin]
£.-XC32 (v4.45) [C:\Program Files\Microchip\xc32\v4.45\bin]
ARM

Manage Configurations...

Manage Network Tools...

Cancel Unlock Help

VE: BN ENUN R 7R B A [H ) PIC32CM LS60 Curiosity Pro ¥4 T.H 41,
Hf Apply, #A)5Hii5 OK.

8. jEid i Clean and Build ElFrEi M T 41413k Hi£+% Clean and Build Main Project 4w i1 H, %A
JE U UETH & 75 4 3 o

4-11. JERR I gD H

B - by (8 Db -

Kit Window Clean and Build for Debugging Main Project
Clean and Build Main Project I

=
v
&
s
i
e

Source  His

L= T

o | Clean and Build with PRO Cornparison Main Project

9. i B A A HEER o 1 B bR AR AR N AR o
F 4-12. JmFE 24
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5.  MEPATEH S LR
1. AR TR B ER VSR i A1) UART 28 (TX F1 RX) FilgEih (GND) .

R 5-1. FHLE K 7 vy 2 [A) B R 42

A PA12

E)N (EXT 3, PIN 14, TX)
7% P PA13
(HZERR) (EXT 3, PIN13,

5-1. LS % i A R 1 e

2. AENURIZE P SRt T TS SR AT R0 6 MR (i, EHLPC B/ Tera Term) , SRt e
TN iRE.

L
i

1

L
| ek
-

!

-
o

B 5-2. MR )™ o 1) 5 47 o 1 P L

Port:
Speed:
Data:
Parity:
Stop bits:

Flow control:

nnection

COM46
115200 .

8 bit

New setting

Cancel
none

1bit 9 Help

none

Transmit delay

0

msecichar 0 mseciline

Device Friendly Name: EDBG Virtual COM Port (COM46)

Device Instance ID: USB\VID_03EB&PID_2111&MI_011A&2D6ABSI
Device Manufacturer: Microchip Technology, Inc.

Provider Name: Microchip Technology, Inc.

Driver Date: 1-29-2025

Driver Version: 7.7.1.0

ND
PA13 GND

(EXT 3, PIN 13, RX) (EXT 3, PIN2, GND)
PA12 GND

(EXT 3, PIN 14, TXO (EXT 3, PIN2, GND)

CLIENT

Tera Term: Serial port setup and connection

A

A7 Ui

Port: COM47 ~ |

New setting
Speed:
Data: 8 bit Cancel
Parity: none
Stop bits: 1 bit v Help
Flow control: none

Transmit delay
0 msecichar 0 mseciline

Device Friendly Name: EDBG Virtual COM Port (COM47)

Device Instance ID: USB\VID_03EB&PID_2111&MI_011A&B650FB’
Device Manufacturer: Microchip Technology, Inc.

Provider Name: Microchip Technology, Inc.

Driver Date: 1-29-2025

Driver Version: 7.7.1.0

3. % FFA~ PIC32CM LS60 Curiosity Pro ¥4 T B4 R AL, LLE M U F im gt o
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B 5-3. RALEHURANZ P 5 iR

= MicRocHIP

-
-
-

]

FERREREETI

.........

CLIENT

4. WLEEEHUNZ o d AT ) & EREEH G .
& 5-4. LHLIZHIGHE

. COMA46 - Tera Term VT
File Edit Setup Contrel Window Help

HUEHHHHEE Host Application HEHHHHHE
> Press SWB to transfer the firmware (Host —>» Client?
> Press SW1 to upgrade the client firmware <(PC -> Host>

Mote: Disconnect the console for upgrade the client firmware

B 5-5. 7z ;i ] G 2

#inidd UART Bootloader HUHHHHE

Eunuuuu Send the firmvare from Host MCU HutHdH#

5. WTEH EN MCU IS ATIERI &, DUETENL PC RENE S i I (&4 % 7 I [l 1F o
6. % T LN LA SWA %4, A PC M i i 1F o
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Bl 5-6. K5 B i 1] A a2 LA L

CLIENT

EHUPAE R E ) LED R,  DARZR L MCU ko5 fr 40 s i i 4
B 5-7. 7 7 [ AH R SO R RS

7. FIF AP IIEAT Python A (btl host.py) , HT¥ BN AR ik d SOl & A7 7%
2 ENL MCU #%.

python <harmony3 path>/bootloader/tools/btl host.py -v -i <COM PORT> -d PIC32CM -a 0x9000
-f <downloaded path>/pic32cm 1s60 secure firmware upgrade/hex/test app/

test app secure.X.production.bin -c <downloaded path>/plc32cm_ls60_secure_firmware_upgrade/
scripts/application user configurations out.txt

vE: F P W EAEIE4T Python JIA 2 /i 2% pyserial 3.

& 5-8. iz1T Python fii4s

3] C:\WINDOWS\system32\cmd. X 4 | v

Microsoft Windows [Version 10.0.26100.3194]
(c) Microsoft Corporation. All rights reserved.

C:\Users\-python D:\Harmony_3\bootloader\tools\btl_host.py -v —i COMU6 —d PIC32CM -a 0x9000 —f D:\pic32cm_ls60_sec
ure_firmware_upgrade\hex\test_app\test_app_secure.X.production.bin -c D:\pic32cm_ls60_secure_firmware_upgrade\scripts\ap
plication_user_configurations_out.txt
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B 5-9. ¢ A 1A% i

Ea C:\WINDOWS\system32\cmd. X g i g

Microsoft Windows [Version 10.0.26100.3194]
(c) Microsoft Corporation. All rights reserved.

C:\Users\IIEE>python D:\Harmony_3\bootloader\tools\btl_host.py -v —i COMU6 —-d PIC32CM -a 0x9000 —f D:\pic32cm_ls60_sec
ure_firmware_upgrade\hex\test_app\test_app_secure.X.production.bin -c D:\pic32cm_ls60_secure_firmware_upgrade\scripts\ap
plication_user_configurations_out.txt
Reading Bootloader Version
Bootloader version : v3.7
Unlocking
programming: ||| [[ITTEEEREEEEERREEEERREEEEERREEEERELEEERELEEETTT] 100.0% Complete
Verification
. success
Sending Device Configuration Bits
Rebooting

Reboot Done

8. LMEDIR 2 iR EH AT I SR TR0 5 .
9. F% N ENIPALHE IR SWO $241 LATH 0% 7 b [ o [ T 2% 3t PR s A 28 0 ] 5 7

B 5-10. £ /sy b A S [ A T Z0d 12

~—MICROCHIP
£ L {C uriosiey reo}

CLIENT

e BN RCER LEDO K52, BAFER TN MCU CAE% - im bR 3% 2 BT+ .
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B 5-11. % )7 b ) 2 g TGOS R R R

MICROCHIP

& 5-12. T HLIE T+t

. COMA46 - Tera Term VT
File Edit Setup Control Window Help

il Host Application HEHHHHH

> Press SUWB to transfer the firmware (Host —>» Client?

> Press SW1 to upgrade the client firmware <(PC -> Host>
Mote: Disconnect the console for upgrade the client firmuare
Flash Region Unlock ....Success

Programming: @7 100, ... _Completed

Device Configuration Bits Transfer ....Success

Uerification ....Success

Rehoot ....Success

Secure Firmware Upgrade is completed

10. HFFEH eI, EHPARCER LEDO KRRk
B 5-13. ML T+ 58 Ak

N

MICROCHIF
PIC32CM Lx
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M. 2 P i PFAlk L, LEDO IR N AR A £ im 2] &5 b Son A il B
Bl 5-14. %5 ) g [ 1 T 42 € B

YT

Eile Edit 5etup Centrol Window Help

gttt Secure Bootloader T
gttt Send the firmware from Host MCU #dfiid

gt Mew Application loaded from Flash #id#ddi
diiiiiitt Press and Hold the SWA to re—trigger Bootloader HEHHHHRHR

5.1. %F%LE’J H 252 P AL
e PRV L0 SWO H568L, - BLIII L IR R 1

B 5-15. filik H 2587

hT
File Edit Setup Control Window Help

Hiiiiit Secure Bootloader HHHHHIHEH
fiiiit Send the firmuware from Host MCU H#ititittiH

Mew Application loaded from Flash G

Presz and Hold the SWA to re—triguer Bootloader HitiiiiH
Bootloader Triggered NI

Secure Bootloader HHEHHHHRHR

Send the firmware from Host MCU #it#i#f#i

2. HEF BN A EAGHL, SRR LT SWO BLECHT g RN HFE R .
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6.  FEEHLNHRERHEH B E S

6.1. TEFHISEM
E{f |l MPLAB Harmony v3 5 H bR[E 1, 154% R LR 5 R EEAE .
1. FEHEAREF CREd) .

2. fiifl MPLAB X IDE Tt H s IRE P I H 4L kA < FECHF 12>/
pic32cm_Is60_secure_firmware_upgrade/firmware/test_app/test_appgroup) -

3. TEZIH, DRI test_appgroup, fAJEiEHF test_app_secure i H .
B 6-1. In# H bR SRR I H

| Prok. x| Servi.. | Files | Classes | [ ||
EE!---@ test_appgroup
>E'| test_app

@

E] project.group

4. EH4 test_app_secure iHWE NEIH, WEhHEHREIH, SA)/5EFE Set as Main Project.

B 6-2. K% H AR N HIRE 7 B 2827 U H B E 8 E T H

Proj... x| Servi.. | Files | Classes | [ || KitWindow
H 1
J'ﬁ Header Files Build
- @ mPorntF  Clean and Build
. @-[EF linker Files
3 Clean
. @@ source Fies
B[ Lbraries Batch Build...
. @-[EF Loadables Set Configuration >
1‘@ test_apparoup
[ test_app New »
m test_app_sec Add >
[ project.groug
Set as Main Project
Find...

Locate Headers

Run
Debug
Step into

Make and Program Device

Projects *
Close

Open Required Projects >
Code Assistance *
Analysis >
Show Code Coverage Summary
Versioning *
History >
Properties

- —r

5. JAZh MCC, #RJ5 M7 % %1% £ SERCOM3. 7E4i{ll Configuration Options (Jit & L5 & T

th, %+ Baud Rate in Hz (4% (Hz) ) %+ 9600.

@ MICROCHIP
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https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls60_secure_firmware_upgrade.zip

& 6-3. H 73 TR F——SERCOM J 47 2% 5 e B

Kit Window x| StartPage x |[[) Output x| ProjectGraph x|

[ 2](=)(@ | configuration Options x

x!m RERBE * |‘@' lPIugins: v Profles: |Main  + | View: |Root v =l

E+SERCOM3

NVMCTRL

MEMORY

PM

Peripheral Library

Device Family Pack (DFP)
CMSIS Pack

PIC32CM LS60 Curiosity Pro BSP

= Select SERCOM Operation Mode | USART with internal Clock

Operating Mode
-~ Receive Enable
~Transmit Enable
- Frame Format

Peripheral Library
PM

Baud Rate in Hz

Bodingmode |

USART frame
9,600 5

Parity Mode
Character Size
Stop Bit Mode

Secure STDIO
UART

| SERCOM3 |
Peripheral Library
UART <]

Receive Pinout

Transmit Pinout

NoParity v |

gBits v|

One Stop Bit

SERCOM PAD[1] is used for data reception v
PAD[0] = TxD; PAD[1] = XCK v

Enable Run in Standby []

6. MLE4MYLG, H.idi Resource Management [MCC] CEEEHIIMCCD , #RJ5H.d; Generate (/£

D IR .
& 6-4. ‘LAY
o | serves [ e G
MCC v5.5.1
Project Resources Import... | Export
¥ Libraries

¥ Harmony
¥ EBoard Support Packages (BSPs)

2= PIC32CM LS60 Curiosity Pro BSP
# Packs

¥ Peripherals
kb EVSYS
» NVMCTRL

R PRIH 2 AT E B A K test_app BH AT

JE USRI H 75 R i 7
B 6-5. i KRt g BT H

i@t #ih Clean and Build ErE M T 17513 % #% Clean and Build Main Project 2w H, &

ED

K - By -

=
i
o
&
&
i
B

[
AT T 1

Kit Window Clean and Build for Debugging Main Project
cowree | His Clean and Build Main Project
= | Clean and Build with PRO Comparison Main Project
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6.2. KFTHI B AR mE R EH N HER F
4 test_app_secure e, EEPATWE BTG G LA IR LR FTE SR

. TEF' i [l PE TGOS RE . 2 B3I hex/test_app SCIF s 2 TR 9 HARNIFER Cbin 3T
7 .

o WA, AR SNRCA S R RE AR E R, O B E AR P i S AR O P ATECE. (READ 2
i AE FEHL MCU P EAT SR

T DT AP SRS H bR [ ARl B AL
1. FEX/E4miESE (40 Notepad X Visual Studio Code) H4TJF

application user configurations in.txto

2. 1R¥E test_app_secure Il H 7 HI4ME A8 A 1% L g 4R O ELA
& 6-6. fit B 1&14

File Edit Selection View Go Run Termminal Help

application_user_configurations_intxt X

grade > scripts » £ application_

@xFFFFFFFF
@x60000000

*:
- FHL MCU K2 7 s (U C B AL B 7E 22 2 8di /7 X (0x0040_0000)
- H2AEE, ES WS T b a2 NVM BB 79

3. fIHAPRTFHIZAT Python A (btl dev cfg gen.py) , LLGIE
application user configurations out.txt HCEXff. btl host.py BIAKAEHZSCAHAE
Xof H bR B 7 i N AR HEAT G R4 I B T I A
python <harmony3 path>/bootloader/tools/btl dev cfg gen.py -v -f <downloaded path>/
pic32cm 1s60 secure firmware upgrade/scrlpts/appllcatlon user configurations in.txt -o

<downloaded path>/ p1c32cm 1s60 secure firmware upgrade/scrlpts/
application user conflguratlons out.txt
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& 6-7. ZE BT AT HE B U

) C:\WINDOWS\system32\cmd. X ar ¥

C:\Users\INEEE>python D:\Harmony_3\bootloader\tools\btl_dev_cfg_gen.py -v —f D:\pic32cm_ls60_secure_firmware_upgrade\s

cripts\application_user_configurations_in .txt -o
gurations_out.txt

D:\pic32cm_ls60_secure_firmware_upgrade\scripts\application_user_confi

Device Configuration file creation complete
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7. ik
ARSCRSFHE T A i@t UART 2 1022 A AR, afer R N 22 4ok, DL anfelidi MPLAB
Harmony v3 HEZL T FC & N FHFE T o A SR I R 75 BE S B 22 4 [ T+ Th e (1 Sy B $ AL T 52 F )
¥E: PIC32CM LS60 H1i5] 5 ROM it SHA-256. HMAC #1 ATECC608B #7445 5. ffift% 455
Je s PN INAE R RTRCE Ay (OGS X0 H i ) b B 2558 7 WUE AT IOE . 05 S i Ik 2 2R
W, WEALERAE I EER S S I R AR . K i E SRR T AR AR — 2| SOk iR R e g
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8.  ARiIFEX

TRIVH T AR P AE R NVM BB S840 5 2 e e

4

BOOTPROT (5 FRY™) BOCOR
BOOTOPT (5] i&H) BOCOR
BNSC (5 Tz amHAD BOCOR
AS (S HFEF 2245 UROW
ANSC (SRR AR 4T il D UROW
RS (SRAM %24x) UROW
DS (HdENAr24:) UROW

@ MICROCHIP

& B FIXIEH) (S) + (NSO F XK/

€ ST BOOTPROT ¥ X ki %2 4 5] A 2
58 51 FIXIEH) (NSC) F X R/

SE SRR IX ) (S) + (NSC) FIX IR/
S SRR X (NSO T XAk R/

JE X SRAM X3 (S) XA

SE B INAEIX ) (S) XK/
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0. BEUH

A M Microchip M35 (www.microchip.com) F#k LR SCRY:
- PIC32CM LEOO/LS00/LS60 Family Data Sheet (DS600071615)
PIC32CM LEOO/LS00/LS60 Curiosity Pro User Guide (DS70005443)
Getting Started with the PIC32CM LEO0/LS60/LS60 Curiosity Pro Board (DS000045171)
- PIC32CM LS00/LS60 Security Reference Guide (DS00003992)
- Key Provisioning with 32-bit MCU Secure Devices using TPDS (DS90003374)
PIC32CM LS60 Curiosity Pro vFfli T BA1
fii il MPLAB® Harmony v3 #4HHESL/E PIC32CM LS60 Curiosity Pro ¥4t T B4 L szil % 45| 5

A% MPLAB Harmony v3 I8 25 5., 1§11 Microchip M3f:  developerhelp.microchip.com/
xwiki/bin/view/software-tools/harmony/

HREMMARFHEZEE, 1§20 https://github.com/Microchip-MPLAB-Harmony/
reference_apps

K 32 L HLBT R R T RINE ZE R, ES I (32 (757 WU K BORIIR T RS 5167
(DS70005534A_CN)
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https://www.microchip.com/
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/DataSheets/PIC32CM-LE00-LS00-LS60-Family-Data-Sheet-DS60001615.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/UserGuides/70005443E.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ApplicationNotes/ApplicationNotes/AN4511-Getting-Started-with-the-PIC32CM-LE00-LS00-LS60-Curiosity-Pro-Board-DS00004511.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ApplicationNotes/ApplicationNotes/00003992B.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/SupportingCollateral/Key-Provisioning-with-32-bit-MCU-Secure-Devices-using-TPDS-DS90003374.pdf
https://www.microchip.com/en-us/development-tool/EV76R77A
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/secure-boot-app-pic32cm-ls60/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/
https://github.com/Microchip-MPLAB-Harmony/reference_apps
https://github.com/Microchip-MPLAB-Harmony/reference_apps
https://www.microchip.com.cn/newcommunity/Uploads/202404/6620805f4a70b.pdf

10.  ARAHISE

10.1. KA A (202546 A)
SR A SRS (RIS
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Microchip [ &
P AR

“Microchip” MAFRMBARAEE. “M” Blbs &L HAMZFR. Brbs Al 5S4 Microchip Technology
Incorporated i H I A R F/ELT 2 7 £ 5 AN /88 A FE 58 sl X 33 i AR s b ¢ “Microchip 7
7 ) o F XK Microchip FFsI{EE, Wi https://www.microchip.com/en-us/about/legal-
information/microchip-trademarks.

ISBN: 979-8-3371-2765-1

R

PEAEA SR B o ST O T8 T ERf# . 1520 ZASCR AL S DSt 4, RO R it T %
Microchip 7= i P e AV B 5 01045 45 2. Microchip Technology Inc. 2 H 4y A m R AR . &4
5 QT R 5 AP X B S0 R REAFLE AT A 22 i AR 52 4F . #1127 Microchip Technology
INC. IR ST I R SRS o

A H ) B AR R 4E BAUEH T Microchip 724, B3 MK LLECKE Microchip 72 8 R 18 1
FH e DLHAR AT AR 7 20fd X 2645 B AR A E S ok o AR b ) 240 B R A5 B A 3R AR,
FRAT R KA TN BATEATHRN MG EAREE. mFHRBIMISCRE, EBR L) Microchip #54
JpEAL, B IR www.microchip.com/en-us/support/design-help/client-support-services.

Microchip “#%ZJ5itt” $2ftiX {5 5. Microchip X £e(5 BAMEAET IR BUE R Pisi sk, e s
i S0 P B BAE AR, AFREANBR FEE X AU« & B AR B I 1R M A s 4 AR, Bl X HL
FTEGL. BRI LR

TEARATIEOUT, 0T DRI e {5 2 B LA JE T = AR A T (A1 1 Rk ) ZE SRR BRI B A
IR BT MZRAU G FFEY, Microchip SEASAIAEM 534E, RIfE Microchip Lg% &nml fg &k A0 5%
B P AT . TEVEA VRIS VS RN, T DRI 645 5 B e S = 2 (1 BT 2R
Microchip ZEAEATIE LN BT A& FH 42 B ST AN HY A o 3R 455X 2645 B 1) Microchip BRI I4H (n
) . WSk Microchip #84FH T A 4EREFI/BUE e AN, — VIR B L7 B fe K07 A AR Bk 5
RAEAT—OI0E . BE RABZ R, 24 fIEREE Microchip S T&RIEE IR, BRAERSMEI], 1E
Microchip &R AR, ANGWE 1 B LA A 77 2 LEAR AT VF AT E.

Microchip 23ISR Th &
WEVER LN A 9% Microchip 7= i A AR 4 Th e F 2 4
Microchip 7= 5 #41ik %] Microchip $dis F- it A BTk i R RE
Microchip #if5: fEIEE A HAG TAEMEMIEN T, Microchip R0/ IR 24,
Microchip 73 B IR LR H AR B PAAEAT A EIBIA Microchip 77 s ARRS CR DI REAT J9, X Fh
TNRES IR (B TAERBGEZE)  (Digital Millennium Copyright Act)

Microchip BAEAT At A& R 2 ToIE PRIE ARG 22 4t . AR ORGP I AN RS FATTORAIE ™ i
CHEAEIE” . AR IR DI RE AL THFER R . Microchip AR AT B0 ™ i B AR R 37 T BE -
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https://www.microchip.com/en-us/product/PIC32CM5164LS60048
https://www.microchip.com/en-us/product/PIC32CM5164LS60064
https://www.microchip.com/en-us/product/PIC32CM5164LS60100
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