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FTP— R & 4t (File Transfer Protocol)
HTTP——iB AL 51 (Hypertext Transfer Protocol)
«  TCP/IP——f&Hitz 4l /Internet 1 (Transmission Control Protocol/Internet Protocol)
+ DHCP——3h#&EHLECE Wi (Dynamic Host Configuration Protocol)
DFP—#F £ %1 (Device Family Pack)
MHC——MPLAB Harmony Bt & # (MPLAB Harmony Configurator)
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FTP i

FTP ik

FTP 312/ it/ IR 55 R AR U SRR R T, 6 20 i I 55 4 22 ) P B ok ) s o D B i 2 o
B 11. FTP &R

FTP Client Pl : Protocol Interpreter
i DTP : Data Transfer Process
User —>| User Interface FTP Server

4
Control Connection
User PI < > Server Pl

v
Data C ti
File System 4>| User DTP < oa ~onhedtn »  Server DTP |<7 File System

& P

AR P o (FTP 22 P 3D & — M E BN SNLRIZE R FTP MRS #8 Z [a@SER AR/ FTP &3
LU RS TCP 7E P & T SHLZ [0 XA A2 S i A SO . FTP 2 7 ik T2 P i/ JIR 55 8 48 AR, b BRSO
S, R FTP o5 as b e lids . ENIHSENLEL IR E FTP RTS8, 1P tuhk. FI 7 A A0ERD (FERELEty
DUT, B ERE N S ERBNZMS RN, FTP & imlIIF a6 T, 5SS B RiEs, M REZI8PR &AL
HRE, ENHEHUAT DU B AL S FTP RS 45 Lo FTP 2 il 3 SCRF U el 2 SCfF R A . sk, K2
HFTP 2 i v DL LRI 2 A4S FTP g5 4%, MM it EAL RE RIS T8 LURA SR AR BRI AR i S . AL
THERL AT LU FTP 2% 7 3 N FTP RS54 T80t

R %75

FTP R4 %8 303 R AL 30 . FEk FTP MRS 48 L 098 MO ERI SO JE s AT REAZAE U7 M PR 1), E Akl FTP R4S 43 %
HARE. FTP RS 8% Ao Ear CUERE# F I Web J WG 88 3REL, (HIX L6 28 il AEAS S Fr bl &8, 9l FTPS
(FTP %42 o Frf Uil Sk Ll “ftpas/” k.

pE: 3

N T ARRCAE, FTP FIATAM LIS TCP k. iHlER M &

EHIER: FTP M EHIERR S EHIER, B bR, 5. T S8 e 2 B R 4 DU T 3RO 6%
SCAFR 2o EHIER BRI SG F 50y 21, BT R R o B .

R N 7 RIECE, FTP S A ER . BuiEEmBAm 1508 20, H2, HERERIFA LR Zm N L
Kild. AR TAEEEAT, WargeERAg 5 1m0 EAde. AXREZEL, BE 1.4 TR,

ELT

B S IR0 As 2 BR B FTP Sl , % b Sole 5 0 55 as i (K32 ] TCP M8k, 720 7 i il 1208 8 R k4= 1 (5
Ho HMRSGHAEEEGIERN, TGRS %S, — R8RSR A RKIE . EIEhE R
P 2l IR AR RS SRS -
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FTP #iR
1.4 TR
FTP S # LA R AR TAERIS, T TR e % B Sr HOR B0 R 7ER PR TR T, St 21 5 FTP
AR 5% 28 ST .

FFER: AEEHBGCT, RS S IGREIE G TR, ERF I F:

o P M —ANBE LI ERER] FTP R4S %8 LRs 10 21, X2l &8s .
o R/ A EHERRIES GRIE PORT @4 AT MW (I 15 1% 0K A T30 miE .
o REERNG G O 20 EE B VB EIE S i .
T F RS2 110 5 et BE, FNEA T EERS ST ALl 0. RESS50 50851 5% 7 m i Bl
B, HMIERERE, EaiEF TR N S e Rk,
TER P 5 B2 B KSR AR BL R, BT ﬁé%ﬁi)ﬂ&, PR A 30 5 A 7 7 K5 P A e BELLE R 45 28 I BE M L3 11, S5 2k
BT e IR E NI R S 2R (H T3 iE
R EYEEN, B RS E I E .
o & i M —ANEEN LR CHERER] FTP RS- 28 Lm0 21, X2 H/dr 4@,
o B UmAE PASV i
4528 3% P Ve B m I (1 BEN L D S 1ENE B
2 P i AN BE LS R IR 45 2 4E E (o 15

SR VONS SZ 7 K R 1) B 7 S A P A A 2, DR o 2 7 o R N St 1 R
IR AT AR 2 HIER

FTP e VFLLT 91 LR 2t S«

ASCI B3 IZBLCH T4 SCA S EE T ASCH 3L, filin HTML SCfF. SCASCA sk PostScript. ASCII 22k
IR

TR AR oy B, AR ASCH SCHE, B RS SRR UL AR R VRS SO A ST A
(n.zip Ailtar SXF) o R, XL TR . XK, £ SN BEH G K IH TR
FEH RIS . XX TR & R SRR B, R IX RSO U A 5 1 4 e AR R HE 1
SEHEE

EBCDIC #&=: ZA5 =0 T8 M2 (A& 44 H EBCDIC FRERAISTA,

1.5  FTP NA
FTP MA 2, WM H &SR A R RS EIR B0 . WL A H T —L
AU FTP SRS AR E I3 A 5 AN 43 SE U ) 53 T2 T S0

RTAEH FTP 5 R SRR 2561 Ak fE 3L S0

o T FBMEA FTP K £t t6 % ml %< % 2 (Disaster Recovery, DR) ¥k

o P E G BAME A FTP KM T, Web SRR SO AT EUG AL S Bh AT Web JIR 55 55

o EREMAXRGEH FTP NN R P gkl SOk gk AT [ 4R T8 57 .
SRIUAEAHAEAZ REIRE MCU 1 MPU A i H B30
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MPLAB Harmony v3 /] FTP

MPLAB Harmony v3 H /] FTP

MPLAB Harmony v3 [] TCP/IP B3 EE N FTP i) AP 124t THAE@EFER) “C” 1EE Al % FTP k42
A P, TS B AR R AR BTN i AR S5 28

FTP ARS5A3fEER

FTP TCP/IP WhisRR EE I 107E frp.h k3w Lo BEETHPEH FTP kS48, FEMH TCP/IP il fl FAT
FS Z WX RS,

A LM# B MHC #£ MPLAB Harmony v3 TCP/IP Tl H FF ffi§ FTP i %5%%: Project Graph > Application Layer > TCP/IP
Application Layer Configurator > FTP Server (IiH Kl > R = > TCP/IP B HZHELE S > FTP jR%# -

E 2-1. HEE

[] Project Graph (] Configuration Options . Y|
X OREEE+|® 5| View: |APPLICATIONLAYER || I=] [+
E-TCPJIP Application Layer Configurator
TCP/IP Application Layer Configurator - ANNOUNCE
Berkeley API O
FTP SERVER DN t
TCPR/IP Library +~DHCP CLIENT
o TCP {-DHCP SERVER [
FIPS © \-DNS CLIENT O
SYs Fs - [ONS SERVER ul

£ 2-1. FTP R 21

ftp_config.h FTP 45 83 lic & CHR¥E configuration.h H4E AT 5)
ftp.h FTP AR45#s TCP/IP WSk 4% 10
ftp.c FTP JIR5% 5 i S Ek

HRFTP RS EEE 255, 15 1U5H https://github.com/Microchip-MPLAB-Harmony/net/blob/master/doc/
help_harmony_tcpip.pdf.

FTP & F ik
FTP & P i ] 7R [F % & 2 (B AT 5 . s ot iEdndids, M EFHmHOANR TN XHZ6 KRR FAER.
# 2-2. FTP P imBasscih

ftpc_config.h FTP & g fic B (MR8 configuration.h 4 B I7F5)
ftpc.h FTP % /73 TCP/IP HsUkk i o 11
ftpc.c FTP 2 7 uity L S B0

TRI T FTPC BRI —L FTP 4.
# 2-3. FTPC BT FTP 674

N T il

USER——KiZH 74 TCPIP_FTPC_CMD_USER TCPIP_FTPC_Login
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MPLAB Harmony v3 H /] FTP

........... (%)

R B

PASS—— K ik % h4
ACCT——Ri%IK J {5 5
TYPE— ¥ B fL4m 248
STRU—— & B UL 5 4514
MODE——1% & & ={
PASV——E AN 35 2

PORT——4TJF #t4fz ity 11
RETR——3RHUZ A2 S0 A4
STOR——H4 A7t B2 ENL 1
NLST——izfe H 1 & 51 &
LIST—%I A2 3 fF
DELE—— MRz 2 3 A
CWD— R LIEE %
CDUP——CWD #§& [m) 4 7i H S H 5
MKD——f i1z 2 H 5%

RMD—— Rz 8 H %
PWD——4#TEILAE H 3%
QUIT—# 1h %

TCPIP_FTPC_CMD_PASS
TCPIP_FTPC_CMD_ACCT
TCPIP_FTPC_CMD_TYPE
TCPIP_FTPC_CMD_STRU
TCPIP_FTPC_CMD_MODE
TCPIP_FTPC_CMD_PASV

TCPIP_FTPC_CMD_PORT
TCPIP_FTPC_CMD_GET
TCPIP_FTPC_CMD_PUT
TCPIP_FTPC_CMD_NLST
TCPIP_FTPC_CMD_LIST
TCPIP_FTPC_CMD_DELE
TCPIP_FTPC_CMD_CWD
TCPIP_FTPC_CMD_CDUP
TCPIP_FTPC_CMD_MKD
TCPIP_FTPC_CMD_RMD
TCPIP_FTPC_CMD_PWD
N/A

TCPIP_FTPC_Login
TCPIP_FTPC_Login
TCPIP_FTPC_SetType
TCPIP_FTPC_SetStruct
TCPIP_FTPC_SetMode

TCPIP_FTPC_SetActiveMode
TCPIP_FTPC_SetPassiveMode

TCPIP_FTPC_Connect
TCPIP_FTPC_GetFile
TCPIP_FTPC_PutFile
TCPIP_FTPC_NamelList
TCPIP_FTPC_List
TCPIP_FTPC_DeleteFile
TCPIP_FTPC_Change_Dir
TCPIP_FTPC_ChangeToParentDir
TCPIP_FTPC_MakeDir
TCPIP_FTPC_RemoveDir
TCPIP_FTPC_Get_WorkingDir
TCPIP_FTPC_Logout

W 7 SEBLFTP ar 246, % P i ud i USART A L 7 At . 1XkE, I (8 AT #E A 28 0m iR 38 LT /& 1)

FTP f 4.

BT FTP 2 ) s iy

AL “ftpc” I3k, U fipe login <username> <pswd>.
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FTP EFin: BHXEEFNMNAER

FTP & /3. HERF SRR

CUR 5528 7 A R RIRE e B R B A R X8 2 F R PP AT T B

NS fas

T A2«
SAM E70 Xplained Ultra 345 T Bf4——1 4
SD f—1 4

PR ESE (RJA5) ——1 %
USB £45——1 %

MPLAB X IDE (v5.30)
* MPLAB XC32/32++%i%5% (v2.40)
MPLAB Harmony it & 7% (v3.4.0)
- Harmony bsp % § )% v3.5.0
- Harmony csp %R v3.5.2
- Harmony core % )F v3.5.2
- Harmony dev_packs %% v3.5.0
- Harmony net ¥ 5% v3.5.1

LS Friid
ATRGIER AT B — N RIFER, ik FTP % M FTP I ss 4% T3 —athise ik, AR5z S B il.. A
FIRE 7 A4 F LA SDCARD fE A7/ 5 (1) FAT-FS SCIF £ 48, FTP 2/ il X 1% FS BEAT B/ 5 #:4E
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FTP ZFin: BXEEFNMNAER

A 31. KA
| MCU Reset H“)‘_
.-""’FH“""'--\.E_ -"L'
o "‘r::i;::::;?;:d s TR Mo . lsuser button --"““----___}
— o T— ? =r
HH'“‘“-H_ start address ? _— -_.__EWB] presse_ii.f_____,a—-
— J_'___J.o--“' T
s T
Ves > Yes

No

Execute User Application

L IR FPARED

¥

Execute FTP bootloader

¥

FTP Client connects to FTP
server using ftpc commands

.___.»-"'"f .h.ﬁ""'-\.\_\_\_
- Login .. Mg | Retry
- Ll .
H.Hx successful? -~ login

r
o

" .
e

I Yes

Diovemload application
binary file from server

:

Read the file and program
the contents to MCU flash

!

Close the file and trigger
MCU reset

FTP % /7 b (¥ FH 7 N RE P b BUR S FTP HERAG K o AR AR 55 S SR W82, 25 7 s b ZR B (I P A0 AN RS 4 e 2
Ko FTP 2 im i bh sk, RV RIEAR 55 SRz i 2 (e AR et . AEIZN REP i, 207 i AR 55 4% T 3 3t il 5L

fF, ZPRAEAER] SD R E, BRSNS B 8T L
UGS RoR T FTP RGN AR FP A

case APP_Connect FTP:

TCPTP_FTPC_Get_Status (ftpcHandle, &ftpcStatus);

if (ftpcStatus.isConnected)
{
SYS_CONSOLE_MESSAGE
appData.state = APP Logign FTP;
SYS CONSOLE MESSAGE
username psswd\r\n") ;
}

break;

case APP Login FTP:
TCPIP_FTPC Get Status (ftpcHandle,
if (ftpcStatus.isLoggedIn)
{
SYS CONSOLE MESSAGE

&ftpcStatus) ;

("Login with your credentials \r\nEg:

("FTP Client connected \r\n");

ftpc login

("FTP Client logged in \r\n");
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FTP &/ im: BXERFNARER

appData.state = APP SET CURRENT DRIVE;
}

break;

322 QIBNMHRER
AN R F7E MPLAB Harmony At 825 g, oA E MR TIREES TEHM GUI, R A E . PEdsE.
Fic B AN AR TR o
AR MHC HE 25 R, #H2 I https://github.com/Microchip-MPLAB-Harmony/mhc/wiki.
MPLAB Harmony Fc &
«  Zffi{ MPLAB X IDE >~ SAME70Q21B fj# 32 fiz MPLAB Harmony v3 T H , &1l https://
microchipdeveloper.com/harmony3:same70-getting-started-training-module .
© JAZHECER, BRI EREE R4 (Device Family Pack, DFP) . #%i. CMSIS fufll EFC.
o WTABR, DARINLNIEE. RAMS IR TCP/IP Thkg.
© FROAEEXEAMN Harmony BLE A (xmb BMEE, EHS AR ZE I IFEA
(ftp_bootloader\firmware\src\config\default\sam e70 xult.xml) .
M MPLAB Harmony Bt B #$# A\ 1% {4:: MPLAB Harmony Configurator > File > Load State (MPLAB Harmony
BLE A > 30 > BARSD .
« FESGH T EENTH E:
& 3-2. sERMBEE

[ 5ystem | SaM 70 Yplained Utra 850

TIME i Presentation Layer
net_pres ©
Peripheral Library

Instances —=—+
TMi

T Instance 0

USART1
Paripheral Library
UART

EFC
Paripheral Library
MEMORY

HSMCI
Peripheral Library 1 _ DRV_MEDIA
SYS_FS

DRV_MEDIA

© HFARHMESZ FTP, I N XEENHE TCP/IP AR E :
TCP/IP Harmony K. &
- KT TCP/IP BEAECE 88, IR T 510 Btk

1. ¥ TCP/IP Basic Configurator (TCP/IP JEARL & #5) K84 — BASIC CONFIGURATION (H:A
BB M. ATROEEEAFALE, T Eps.
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& 3-3. HFEME

(] Project Graph - &0
XCRORE4|® | ey ot N\

Device Family Pack (DFP)

TIME Core

System Service Harmony Core Service

2. {EREAFESMEG, {fift TCPIP CMD. TCPIP CORE I NETCONFIG 2414
A 3-4. EARFERZIE

(] Project Graph = Ff B3| |(] Configuration Options
X CRERE4|® 5| View: |BASIC CONFIGLRATION | | =] ]
E-TCR/IP Basic Configurator
TCPIP CORE NETCONFIG - Basic STACK Configuration
TCP/IP Library TCP/IP Library ~Netwark Configuration
TCPIP CMD NETCONFIG © ~TCPIP CMD!

TCR/IP Library

3. f£ TCP/IP CORE Rt & &1, nJLAMRYE R F Z K i4%E TCP/IP Stack Dynamic RAM Size (TCP/IP 1
WA EHA RAM KN o AORBIH 43R A RAM N 67,960 775 (66 KB) &

B 3-5. Mt BiIR

(] Project Graph = £ O] (] Configuraton Cotons -#0
X omERE 4|2 5| View: |BASIC CONFIGURATION | | =]
E-TCPIP CORE
| TCPIP CORE TCR/IP Stack State Machine Tick Rate, ms
T ey Enable User Notification O
TCPIP CMD © NETCONFIG Enable Stack Deinitialize Operations
YD ey © SYS_TIME Enable Interface Address Change Signaling m]
Enahble Configuration Save/Restare Functionality
nurmber of entries in the secure port table
Enable Alias Interfaces Support O
-Enable Packet Logger O
EETEED - Enable External Packet Processing m]
TCP/IP Library
Select Heap Configuration

NETCONFIG ©
|~ Use Heap Config TCPIP_STACK_HEAP,

Instances -=i-H - TCR/IP Stack Dynamic RAM Size 67,960 =
l m]‘"csta"c” - Stack allacation function, malloc style | maloc
- stack allocation function, calloe style  caloc

 Stack deallocation function, free style | free

+~Flags supported for heap allocation TCPIP_STACK_HEAP.
~Heap area usage TCRIF_STACK_HEAP
~~Maximum heap types 1
+TCR/IP Stack Dynamic RAM Lower Limit 2,085
= TCR/IP Stack Dynamic Allocation Debug [
Enable Stack Initialization Callback O

(1 Help | (] Project Graph < >

4. fE NETCONFIG ttiirfr, Mg E %Mot tEanfs 2, B 1P bl A0 g Sl .
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P 3-6. NETCONFIG &1

E-METCONFIG

Metwork Configurations Index 03
Interface GMAC

~Host Name MCHPBOARD_C

~Mac Address 00:04:25: 1C:AD:02

~1Pv4 Static Address 192.168.100. 11
IPv4 SubNet Mask 255.255.255.0
IPv4 Default Gateway Address | 192.168.100.1
IPv4 Primary DNS 192.168.100.1
IPv4 Secondary DNS 0.0.0.0

~Power Mode full

E-Metwaork Configuration Start-up Flags
+~DHCP Flag Enable DHCP Client
| DNS Flag Enable DNS Clent
Multicast Enabled on this Interface O

1PvE Static Address and Subnet Prefix Length []

~Netwark MAC Driver DRV_GMAC_Object

- TCP/IP R )2 B %%

1. 7£ APPLICATION LAYER (MHJZ) #iEl#+, f&/ TCP/IP Application Layer Configurator ff f
ANNOUNCE Ciits) . FTP CLIENT (FTP % /3> A1 DHCP CLIENT (DHCP % /i) 44
ANNOUNCE #3845 B 7637 37 DHCP [JR4% bk Bl 4%, 1 DHCP CLIENT bk fo ¥r B FHFEFE A M
% 1" f) DHCP JR %5 %3 S 3HL IP Huhit.

/& 3-7. APPLICATION LAYER #1./E

(] Project Graph = 9 51| |0 Configuration Options

x |I§ REERE4 | = = ‘ View: |APPLICATIONLAYER | |=] &

= TCR/IP Application Layver Configurator

| TCP/IP Application Layer Configurator | ANNOUNCE

~Berkeley &PI

DONS
ANNOUNCE FTP CLIENT DHCP CLIENT DHCP CLIENT
TCR/IP Library TCP/IP Library TCP/IP Library ~DHCP SERVER.

O Lz “DNS CLIENT

B DS SERVER
ANNOUNCE < ;. -ETP SERVER

~FTP CLIENT

HTTPMET SERVER.

~HTTP SERVER

-IPERF

HENS

~SMTP CLIENT

~SMMP

SMMPV3

~SMTP

~TELMET

TFTP CLIENT

~TFTP SERVER

~ZEROCONF

Oo00O0o0o0o0o0oOo0O0orOO0OO0OrOON

2. 7 FTP CLIENT ¢ &, Enable FTP Client Commands ({§ifig FTP %/ iidn 4 EIf iy FH /il
AT S FTP B P ik AT 2 B AT DARYE 75 B4 KR IE AR v X IR/ (B 1,024)
& 3-8. FTP CLIENT i 8

(] Project Graph = B B3| (] confiuration Options.
x | OREEE 4 ‘ = 5 ‘ View: |APPLICATIONLAYER | =] 8]
E-FTR CLIENT

~~FTPC Tick Rate (msec) 5t%
- Default Data Socket Transmit Buffer Size 1,0245
. -Default Data Socket Receive Buffer Size 1,0245
Atelies I ELETT DHCP CLIENT -~ FTP Request Time-out (seconds) 25
TP T TCR/IP Library - Maximum number of simultaneaus dient 3l

o Ipva “-Enahle FTP Client Commands

o upP
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3.3.2

3.3.3

AN3475
FTP & Fim: BXEFNARER

BTN IRER
B3R
YR DL R AL IR B A
1. Wif5 ERASE Btk i 7F.
2. IHiJT J805 Bhk.
3. ¥4 LAN8740 PHY T#u4fi X\ ETHERNET PHY MODULE #& .
4. ¥ micro-USB %5 )it H1i%E#: 3] SAM E70 Xplained Ultra 344 T B4 ) DEBUG USB &% 5.
5. il RJ45 ERE SRR 2840 15 SAM E70 XPlaed Ultra it T B> Al ST s: . 4% (%) DHCP JIR%

P oNZ T EALE IP k. 3% T BAGER LR PC i RJ4A5 i 1, Kt DHCP R4 22T REANTT H,
A i2 T B AR TSR I B R A 1P k.
6. ¥ SD RIfNAMEAR T HK SD Rt

% MCU #1748
FZRR DL R AR MCU #ET 4072

1. 7£ MPLAB X IDE H4TJF35H: (File > Open Project (U > 3THIHE) , SRJ5 3 53
ftp bootloader\firmware\sam e70 xult.X) .

2. @i« | (Make and Program device (4miFItgmfEastt) BbR) 4Tl H 3K HmFE R B AR

W FTP IR%2%
TEIEAT FTP & P um b HFE T 2 /i, P REIRR LT P IRRE FTP k&4 .
ST AR, #H FileZilla IR 455 %% FAE N 7 PC _EIS4TH FTP RSS2 . HxELZ(EH, &V https:/
wiki.filezilla-project.org/Documentation.
UL T B IRE E FileZilla iR 4555
1. 4TJF FileZilla fR 422 AT
2. fEFHE R RE SR ENAL . iR,
3. Hi Connect GE#) .

4. wwit T OnpEE SR Edit> User R > I L DRI S,
5. {EflSE O, ik General GEAD . i Add (FRHD VRN S, SRS SRS RBP4
RIS T M ETP %6 5238 R e e
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6.

3.34

& 3-9. HAEO

Users x
Page: Account settings Users
General Mlenable account
- Speed Limits
IP Filter Group membership: | <none > ~
[[]Bypass userlimit of server
Maximum connection count:
Connection limit per IP: l:l
I Add T Remove !
—_— e
[CJForce TLS for user login I 1
—_—
Description
You can enter some comments about the user
Cancel

1t Shared folders (FL=3CAFR) HGr, WNHNEL T EN —BER SCAFFTE K SOIF RN 4%

& 3-10. Rz

%R FTP B8

YRR CLU R S IRER: FTP %7 i«
Hi & DN R (Tera Term) ##:3] SAM E70 Xplained Ultra 241 COM ¥ 11 .

HF AR (R SAM E70 #0 -
IP Hhdik e 25 W26 ok onfE 2 b, AT AT L@ S LU A BIERE S FTP fk954%: ftpc connect <host

1.
2.
3.

ip address>o

Users x
Page: Shared folders Users
- General gans dient
Directories Aliases ldent ]
i~ Shared folders Refad
- Speed Limits RJD\FTP [ wite
L 1P Fiiter [ Delete
Append
Directories
[ Create
[ Delete
List
Add Remove Rename Set as home dir
A directory alias will also appear at the specified location. Aliases must contain the full vitual
path. Separate multiple aliases for one directory with the pipe character ( | )
I using alisses, please avoid cyclic directory structures, it will only confuse FTP clients
Cancel

BINEREE, WAL I ERIEAES: ftpe login <username> <password>.
BakJa, WAL ftpe SR RS- 28 F &k b HISCIF @4 ftpe get -a -a <test.bin>.

W ARER BRI RPER, ES IR

JRID TR RSO A, AT B 515 fir 4 RS B MCU.

v ARTH KRk SO RNECE Y 7 KB X TR T — 3 HI 5, RIAE ftp_bootloader 1T H ()
app.c A APP_DATA_LEN %3 R it SCPF KTl AT RAM,  UISCAFRT DAy BB (i AS 2K e
BRI G O JFAT e

© 2021 Microchip Technology Inc.
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FTP % Fim: BXEFNARER

7. SERRFESE., MCU <BEIIEN, HHNHBPRIEHGEIIT. HERUTFHEE: *** Executing Application
code **** (**** [ELEPAT R TR FAREY )

& 3-11. #H:
M COM36 - Tera Term VT

File Edit Setup Control Window Help

CP/IP Stack: Initialization Started
CP<IP Stack: Initialization Ended - success
YE_Initialize: The FATFS File System iz mounted

Interface GMAC on host HCHPFBOARD_C — HBHS diszabled
GMAC [P ﬂdﬂrees:l?i.lﬁ&.lﬂﬂ.ll
Connect to FIP server using ftpc commands
Eg: ftpc connect 18.48.32.94

»Ftpe conpect 192.168.188.11

»220-FileZilla Server B.97.608 heta

228-written by Tim Kozsze (tim.kosselffilezilla— yrnaecf org
228 Pleaze wviszit http filezilla—projec

Length = 143

Command Su
[FTF Client Lnnnerted
Login with your credentials
[Eg: ftpc login username psswd

ftpe login client Microchip
FIPC = Command Started

PUSER client

Length = 13

331 Password required for client
Length = 34

88 Microchip
ength = 16

Command Success
FITP Client logged in
lse Fetpe get command te download binavy
[Eg: ftpe get —a —a test.hin
nter command ‘hoot’ after receiving ' Command Success

me s s age
}EtEc get =a =a test.bin
Length = 8

FIPC — Command Started

ORT 10.48.32,34.229 .43
ength = 2§

288 Port command successful

g data channel for file download fFrom server of "stest_hin"

® Data Len: 1824
Data Len: 462
Successfully transferred “/test.bin'

Jpl:r; ing test.bin
etting MCU to #un ﬂ"pllfdtlvﬂ in 4

MCU ZArj5, 2Pl NEE, FRU MCU CAE K RIS Fr — B SO FB e «

© 2021 Microchip Technology Inc. MR DS00003475A_CN-%5 14 T
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FTP &% Pim: HXEFMNARER

& 3-12.

¥ COM13 - Tera Term VT — m} X
File Edit Setup Control Window Help

Executing Application code ek
To get hack to FIP bootloader. press and hold Switch (SW0> on the hoard and
reset the hoard e

© 2021 Microchip Technology Inc. MF%id DS00003475A_CN-# 15 5
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BeffRE

BEHERFE
ARESH T BB R S LSRR 77 %
“FTP timed out” (FTP 8N ) ——/R5% 50 LI (6] i G520k i 2 (B BE B (M52 o a0 SRAE FERR IR 45 23 I tH A3
B, WK Connect Timeout GEHZER) W&, DUEMRSS 387 S FOd R A 5 2 1 [AF H e 5 .
“Cannot open data connection” (EiEFT FFEMHR &R ——WIRAEZFEH7 k351 Windows R 48 AR 1Z 4R,
MR e T By K PELE T AR FTP #disun 0 EAiEsE . w2l 25 P ki, ARG EF FTP EE 2 B IK
Tho WIRAEEE N KRB LR R, T R DK 7 KR N fo VR BT % s 197 DUS .
«  “Client unable to connect using PASV (passive) mode” (% i i PASV (#3h) BREATHERE) ——
AR AR 25 AR TC BN B2 W s % . B, 7F FileZilla IR4548h, v L@ 2 k2 sh =R gE g sh 0. FileZilla

Server > Server > Active (FileZilla [R%8% > R8s > 31

DS00003475A_CN-25 16 TT
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5.1.1

AN3475
GBS

Ui

A RN PR — AR S A
L FENAFAIR G A RIS, EORRE AT NI GRIGHIE) . SRR N B 5
P B 76 X 80

Application

Flash

Bootloader

0x0000

AE MPLAB X IDE 2B RS2 FHFE P 550 H ) ki SO, REphAT AN B A -
1. BN ARG
2. PATHBESES, B bin SCHE.
1B BN TR P BIRE 2 Hh
WG R T R sl DUNITRAA6E ot G A28 RET 5 AR X0 JF R4 i bin S0
B o R R AL,  Ri%E S Project Properties > xc32-Id > Option categories: Symbols & Macros (1 [ & 1
> xc32-Id > HHFEH: FFEFIZ) o
PP T B8 DU 72
* ROM ORIGIN=0x430000
* ROM LENGTH=0x1d0000

© 2021 Microchip Technology Inc. MR DS00003475A_CN-%5 17 T



AN3475
GBS

Bl 5-1. BH &M

2]

Categories:
v @ General
i- @ File Incusion/Exdusion Option categories: | Symbols & Macros

B @ Conf:[sam_e70_xult]

Options for xc32-d (v2.30)

Reset

r @ EDBG Linker symbals

- @ Loading Preprocessor macro definitions

ROM_ORIGIN =0x430000;ROM_LENGTH=0x 1d0000

+- @ Libraries

Symbols
v @ Building v

Keep all ~

£ @ XC32 (Global Options)
e @ xc32-as

e @ c32-gec

e @ we3204+

b @ xc324d

b xc32-ar
@

Code Coverage

Additional options:

Option Description  Generated Command Line  User Comments

If you select an option its description will appear here.

Manage Configurations...

Cancel Apply Unlock Help

ALy ROM 2 273 AL H 28 F2 7 R/ NEEAT Ak . ROM K JE 7] LU A ROM i st 147 fifs 25 K B A7 6t 25 IR K

/N

A R BRI SO
TR R RSO, AR IR T A IR R
1. %3 Project Properties > Building (3 H J& 1 > #wi%) .

2. ffifE “Execute this line after build” (TEBFEZEHATIZAT) MIFIET, REHAL T4

${MP_CC DIR}\xc32-objcopy -I ihex -O binary
"S${DISTDIR}/S${PROJECTNAME}.S{ IMAGE TYPE}.hex"
"${DISTDIR}/${PROJECTNAME} .${IMAGE TYPE}.bin"

© 2021 Microchip Technology Inc. M %
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AN3475
S

Bl 5-2. ARk kIS

@
@

@
- @
@

Categories:
@ General
@ File Indusion/Exdusion

Eil @ Conf: [sam_e70_xult

© e 0 0o 0 0

EDEG
Loading
Libraries

XC32 (Global Options)

xc32-as
xc32-gec
xc32-g++
xc32-4d
wc32-ar

Code Coverage

Manage Configurations...

a Project Properties - usart_echo_blocking_sam_e70_xult

Configuration type: |application -

Pre and post step operations: Note: commandsz are run from the project directory (ProjectDir macro below]

[[] Execute this line before build

Macro Value

Insert Macro Device ATSEMET0Q21B

ProjectDir "D:\FTP\USART REpplication for FTP Bootloader\firmware\sai
ProjectName usart_echo_blocking sam e70_xult
ConfName sam_e70_xult

<

Execute this line after build

ihex -0 binary "${DISTDIR} /${PROJECTHAME}. ${IMAGE_TYPE}.hex" "${DISTDIR}/${PROJECTNAME}. ${IMAGE_TYPE}. bin"™

Macro Walue

Insert Macro ATSAMET0021B

ProjectDir “D:\FIP\USART RApplication for FIP Bootloader\firmware\sar
ProjectName usart_echo_blocking_sam e70 wxult

ConfName sam e70_xult v
< >
Options affecting hex file:
Insert unprotected checksum in user ID memary [] Mormalize hex file
Cancel Apply Unlock Help

HiIFIH . bin XHRI%HHALT LU R B42: <your project>.X\dist\<config_name>\production\

BT N RIS 8 B e

JH P R] DA AR SCRS Hh R 1 FTP 257 it 82 F R 7 MR AT FTP 2588 R E0BT 7 10 2P P bl SOk e bl SO
BPE P RGeS, BRRFEE) MCU (AR, 4 T T R B s o

© 2021 Microchip Technology Inc.
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GBS

Rl 5-3. G2 st SRR R

Erase Flash sector allocated for Application

l

Open the binary file

ot

L J

Read contents of the file into a temporary RAM buffer

¥

Program the buffer data to Flash sector {page by page)

o File read T
T~ complete? __—" No

—

qu

NVIC system reset

Execute Application Code

A RAEBR A RFLIN AR X S, 18 S WA R R (VR ARAS Hh 1) APP_Flash Task () Bi#.
HENBLH 2 P ARS
xEA)E, BEEFREBRE LT A

P4 (SW0) A% T

Sy TCSh L FF R 3 (0 DA A7 ik e I PR PR AR 2 75 2

YR SR 2 DA AR 2, WBAT Rk A 2R P RLAZ AR, T ANRAT FTP %273 H 25827

© 2021 Microchip Technology Inc. M %
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6. SR

.

Microchip TCP/IP #His#%:
https://ww1.microchip.com/downloads/en/appnotes/00833c.pdf

MPLAB® Harmony v3 TCP/IP 5 8):
https://microchip-mplab-harmony.github.io/net/frames.html?frmname=topic&frmfile=index.html

MPLAB Harmony v3 [#) 234 F{ii ] «
https://github.com/Microchip-MPLAB-Harmony/mhc/wiki

RFC 959:

https://tools.ietf.org/html/rfc959

Microchip Ff & A 535 8 :
https://microchipdeveloper.com/harmony3:start

MPLAB Harmony v3:
https://www.microchip.com/mplab/mplab-harmony

MPLAB Harmony GitHub wiki:
https://github.com/Microchip-MPLAB-Harmony/Microchip-MPLAB-Harmony.github.io/wiki

I ¥ B MPLAB Harmony v3 BRI & HE 4L

http://ww1.microchip.com/downloads/en/DeviceDoc/
How_t0%20_Setup_MPLAB_%20Harmonyv3_%20Software_%20Development_Framework_DS90003232A.pdf
Ui G @ 58—~ TCP/IP M AFEF:  https://github.com/Microchip-MPLAB-Harmony/net/wiki/Create-your-first-
tcpip-pplication

MPLAB Harmony v2 %| MPLAB Harmony v3 TCP/IP N HF2F#tE4ami:  https://github.com/Microchip-MPLAB-
Harmony/net/wiki/H2-to-H3-Migration

© 2021 Microchip Technology Inc. MR DS00003475A_CN-%5 21 T
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HiE: 480-792-7200
fE ¥ 480-792-7277
BORSFf:

www.microchip.com/support
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MHREZR

T, VERiEN
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BT, EEFEHM
HiE: 512-257-3370
W

TR, SEEEIEMN
HiE: 774-760-0087
tE ¥ 774-760-0088
Z g

IR, RN
5. 630-285-0071
f£H: 630-285-0075
LR}

TR, FETEEEHTM
HiiE: 972-818-7423
L H: 972-818-2924
JRRERR

A, 2 BRI
Hi5: 248-848-4000
ARHTI, FESLBEATN
Hi%: 281-894-5983
S8 YRR

VAR, ENES N

HiiF: 317-773-8323
tEH.: 317-773-5453
H1if: 317-536-2380
b2 28

KGR, AR TN
H1i%: 949-462-9523
f£#: 949-462-9608
H1i%: 951-273-7800
FH), RTRMM
H1if: 919-844-7510
a4, ALM

H1if: 631-435-6000
EME, IRAERBEM
H1i%: 408-735-9110
H1if: 408-436-4270
nEX - 248%

H1if: 905-695-1980
15 F: 905-695-2078
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BWRAE - BB

iE: 61-2-9868-6733
HE -4t

% 86-10-8569-7000
HE - B

i 86-28-8665-5511
HHE - ER

Hif: 86-23-8980-9588
FHE - R

Hif: 86-769-8702-9880
HE -

Hii%: 86-20-8755-8029
HE -

Hii%: 86-571-8792-8115
HHE - FERRATEX
HiE: 852-2943-5100
HE - FR

if: 86-25-8473-2460
HHE-FS

i 86-532-8502-7355
FHE - L

Hif: 86-21-3326-8000
HH - Yk

HiiE: 86-24-2334-2829
HHE - H

Hii%: 86-755-8864-2200
HHE - M

% 86-186-6233-1526
HE - BR

i 86-27-5980-5300
HE-BR

if: 86-29-8833-7252
HHE - K]

ifi: 86-592-2388138
HHE - 2R

HiiG: 86-756-3210040

ERRE - SEMB R

Hi1%: 91-80-3090-4444
ERE - $rigE

H11%: 91-11-4160-8631
ENRE - YR

H1i%: 91-20-4121-0141
HZ - KR

Hii%: 81-6-6152-7160
HZ& - K5

Hii%: 81-3-6880-3770
BE - KR

Hi1%: 82-53-744-4301
BHE-ER

Hii%: 82-2-554-7200
TRVGIE - R
Hi1%: 60-3-7651-7906
ISR - #ERRIE
H1i%: 60-4-227-8870
IR - DR

Hii%: 63-2-634-0065
Fhnsk

H1i%: 65-6334-8870
B - Hr

Hi%: 886-3-577-8366
BEMK - Eikk

Hii%: 886-7-213-7830
GEMK - 6k

Hi1%: 886-2-2508-8600
=E - 88

Hi1%: 66-2-694-1351
AR - EET

H1i%: 84-28-5448-2100

VAR

B - SR

H1iE: 43-7242-2244-39
fEH: 43-7242-2244-393
Fhz - AR

Hiik: 45-4485-5910
fEH.: 45-4485-2829
32 - RETR

H1if: 358-9-4520-820
YE-BR

H1if: 33-1-69-53-63-20
fEH: 33-1-69-30-90-79
RE - Iy

H1if: 49-8931-9700
EE - R

Hiif: 49-2129-3766400
TR - W /RATRE

Hiif: 49-7131-72400
E - RRABE

Hii%: 49-721-625370
BE - FRE

H1i%: 49-89-627-144-0
fEE: 49-89-627-144-44
EE - BREE

Hii%: 49-8031-354-560
A3 - BRI

Hiif: 972-9-744-7705
BRA] - k=

H1i%: 39-0331-742611
fE#: 39-0331-466781
BAA - HE R

H1if: 39-049-7625286
iz - F8S T

H1i%: 31-416-690399
fEH: 31-416-690340
HRBR - REREHRI

Hiif: 47-72884388

W= - Y

Hii%: 48-22-3325737
FORW - A5 mEYe
H1i%: 40-21-407-87-50
BT - SRR

H1i: 34-91-708-08-90
fE#: 34-91-708-08-91
Hige - AR

H1i%: 46-31-704-60-40
Figh - BiEE R EE
H1if: 46-8-5090-4654
®E - R&BE

H1if: 44-118-921-5800
fE#: 44-118-921-5820
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