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P B T AR F AR PP

B % B T E MM R
L1217 ATECC508A HEX R & 1 Seriib i 7R, 75 2L K Microchip 7% T K
«  Curiosity PIC32MZ EF Jf &tk (DM320104) , ] M Microchip Direct Il4 %
o NI RHERETRAN MPLAB® X £ K ¥R (IDE)
o NI RIERFRRAN MPLAB XC32 C/C++4 1% 4%
o FEIF S RPRA R MPLAB Harmony £ REHHESE (7T ik)

1. {81/ MPLAB Harmony £ S A HESET , K amand (7] 350 B A BB e BCPRAE 2R AN Pk F i 150 H (1)
ThRE.
2. ANHFERFSHEA LT TR K
- MPLAB X IDE v4.05
- MPLAB XC32 C 4mi¥+#s v1.44
- MPLAB Harmony v2.05

- MPLAB X IDE #dif}: MPLAB Harmony fic &#% (MHC) v2.0.5.2
1 Fl MikroElektronika ffJLA K Click board™: Secure click # (MIKROE-2522) ——2 #t,
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9 PR NI RE P

9 PE LR P
TERLTRRR, Wl R BRR

1. ¥4 ecc508a_crypto_asymmetric Tl H T # B AT H AL, wI7E http://www.microchip.com/
Developmenttools/ProductDetails.aspx?PartNO=DM320104 ] Curiosity Demo Examples
(Curiosity 7~ FHENZDH .
2. B4FTIH, £ MPLAB X tik#% File > Open Project (3Ci4 > 47775 H) , X517 MPLAB X IDE
% ¥ <path-of-project-in-your-pc>/ecc508a_crypto_asymmetric/firmware T I
ecc508a_crypto asymmetric.X WH, B,
&l 2-1. {TITIE

D MO XIDE S e+ - - N
File Edit View Navigate Source Refactor Production Debug Team Tooks Window Help

60 cE % . B PTG BB oo @ Howdor

Projects ¥ |Files | el startpage  ®|py MPLABX Store @

ecc508a_orypho_asymmetric = F
Recomtttzms |5 ) Frmware Project Name:
il == |eccS08a_aypto_asymmedtric.X ecc50Ba_orypto_asymmetric
it sC R —
- i f | Open Required Projects:

- | 11
% File name: E:\eccS0Ba_crypto_asy \firmmware \eccS08a_crypto_ X
Files of type:  |project Folder

3. XIF Curiosity PIC32MZ EF JF &#k, ZIiH R —AEE, B pic32mz_ef curiosity. X &1 HIT I
A F BRI B
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K 2-2. EHFRERE

I3 NPLAS XIDE 405

File Edit View Mavigate Scurce Refactor Production Debug Team Tools Window

FEES D e TR D

Projects % |Files |Classes | [customize... b 5|y MPLAB X Store

= eccS08a_crypto_asymmetric
-- Header Files
ﬁ‘ Important Files
-- Linker Files
-- Source Files
ﬁ‘ Libraries
ﬁ‘ Loadables

FRUJEL IS

* Open Sample

4. pic32mz_ef curiosity it B 444} MPLAB X IDE #E47#% &, LAFIF PIC32MZ2048EFM100 51 1 HLTE
Curiosity PIC32MZ EF A4k b 4wz 1T R AR T -

5. USB CDC K&/ B N E H A2 B P iz .

6. 12C IKhFEFECE A AN 12C1 sefl, BB 100 kHz. M AREFHIER 1°2C1 5
ATECC508A (£ Secure click it F#2 k) #EATACH, LASCHLR FH AR I 0L .

7. 12C WRBHAR P ECE N F AN 12C2 sefl, B BRI A 100 kHz. B HFE P RE L 12C2 5
ATECC508A (ff Secure click t& F#24t) #4738 B, LLASZHN FHFE P IR 72 1 4 i

8. THBRIFHMIFEIIH .
& 2-3. BRI IE
LIPS e W ==

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help
e & D@ pormecioey o] T () DR - B

9. 7 MPLAB X IDE FLJE# %1% H & .
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B 2-4. ZiEHE

Search Results |Output ]

D[> REAL ICE = | ecc50Ba_crypto_asymmetric (Clean, Build, ..) =

"E:\Installations\Microchip\xc32hyvl.44\bin\xc32-gcc.exe™ -g -xX
"E:\Installations\Microchipi\xc32hvl.44\bin\xc32-gcc.exe™ -g -x
"E:\Installations‘\Microchipi\xc3i2hwvl.44\bin\xc32-gcc.exe™ -g -x -mprocessor=32MIZ2048EFM100 -1
"E:\Installations‘Microchip\xc3i2ivl.44\bin\xc32-gcc.exe™ -g -x -c -mprocessor=32MZZ048EFM100 —
"E:ZInstallations\Microchipi\xc324vl.44\bin\xc32-gcc.exe™ —g -X © —-C -Tprocessor=32MZ204BEFM100 -1
"E:\Installations\Microchiph\xc32hvl.44\bin\xc32-gcc.exe™ -mprocessor=32MZ2048EFM100 -o dist/p:
"E:\wInstallations‘\Microchip\xc32ivl. 44 \bin™\\xc32-binzhex dist/pic3iimz ef curicsity/production/e
make[2]: Leaving directory "E:/ecchl8a_crypto asymmetric/firmware/ecc508a_crypto asymmetric.X’

- -mprocesscr=32MZIZ04BEFM100 -
- -mprocessor=32MZ204BEFM100 -

n o o000
|
I3

make[l]: Leaving directory 'E:/eccHlfBa_crypto asymmetric/firmware/ecch0Ba_crypto asymmetric.X’

BUILD SUCCESSFUL (total time: 39s)
Loading code from E:/ecch0fa_crypto_asymmetric/firmware/ecchlfa_crypto_asymmetric.XK/dist/pic3Zmz_
Loading completed

BTSRRI RE], T H @ JETE Windows® AL Fgmik. Windows #4FE & 4t i KER 1K
N 260 NM7FF e BEBR 2 3 BUE 2l G BRI B SRR AR, AT A PR R FR AN B30 TR, 6 SR 0
FUBAETRG H ok rp, ¥ N C: /. AREZELR, WS M Microsoft JT & N SIMEh i) “dr 443, BgARAN
A A ) BORBR AR R ] B0
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BB, EIE LN DR
1. BT ENEEME, 7F mikroBUS™4 B J5 4 A\ Secure click #7 .
2. EHTIEERAEE, 7 mikroBUS 5 J10 35 A\ Secure click 1
E 31, A4 E

g1 y 8¢
Secure click ©

3. @R Micro-B i1 (J3) ) Type-A Ak#% Micro-B USB Hi4i, MEMLTHEMLA Curiosity
PIC32MZ EF JF &M fiti. T RGP ARIERLY ., HEB&EE I8 ik (4 713 ) o1, LI
Wi USB e it B .

4. BRI AR A L, DMEE B R R Curiosity B, 7ER&HRT, ZIFRRF M
BLEI USB 4. 444 Micro-B B3 0 USB HIZFA Micro-B 31 (J12) . ¥ 5 — MR it
HHL.
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AR R E ARG R, S W 16
PIC32MZ EF Curiosity Development Board User's Guide (DS70005282) .
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AR A 0 8 ) ATECCS08A BLORET B4 ) Yo B A A8 o OO 21 S0 17 5
SEARAITR T

AR AL B B, T4 I T 2 4 R S AR PG

RS R BB B AR P AN B R B Al . Horh— N PIRRERE . PN M. B A EYIE R b
SRR, FRNAE. NRATINER . EPITAE R AYIREIEZ 4

TEAR A, @27 e (Secure click iz L[] ATECC508A) H T ilidmfE &£ 4, 1M
FEHURE R & A HIFRE 4

BRI D RERE R .
& 4-1. ZhEEAER

Secure click
board 1

Device

Secure click

PIC32MZ EF
e

|
i
:
A :._ ! Curiosity
i
i
i
i
i
i
i
i
i
i
i
i

HE: Secure click # 1 1 Secure click #% 2 445 ATECC508A #iH il 12C #1115 Curiosity PIC32MZ
EF JFAR B HLE

SH KR

TR B AR BRI . SRR B AN, (Ha2, EHUAFERAERERAENAY] GmIERE
D RIGEF T BT A 284
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34N —
BTER
& 4-2. SHRIESE
Host Remote Host Remote
f Crypto Element \ f Crypto Element \
Crypto Element f Crypto Element \
Provided in secure environment Provided in secure environment
! Dwring Installation perhaps. R’ During Installation perhaps.
DA o e e, - ‘R’ ( G e e = ——! 5
e emote Remote| i amote Remote
Challenge B o | Challenge .
| RaMDOM [ | RANDOM |
|CHALLENGE, CHALLENGE L_l
| Ecosa [ | Ecosa
M =GN ) * siGh
g - [ ecosa |
VERIFY
Sign o Ny Sign
, ) , \& Verify @ \ )

WAREAISUEILES, WIZRE R w CRREIMA R, JF B BT UE TR 5% .
FUEATHR, LU D BRI

1.
2.

7 MPLAB X IDE FF ¥ FF I H, i%$¥ pic32mz_ef curiosity il H it & .
I I o g R G R AR IR g AR B, IR TR .
B 4-3. gmiFfgmis

ETM

File Edit View Mavigate Source Refactor Producf:on Debug Team Tools Window Help
PEHES DCE SRR

ErE, HOREIEGE. XREE AR RS0 LED (LED3) Ki57R.

Bt AT Micro-B L83 1) USB H1454fi A Curiosity # [ Micro-B it 1 (J12) , ¥ 5 —uidfi A5
Bl

WX — & 5N ATHENL—RAEH, WA 52 m75 2inf S0,

1% £ Install from a list or specific location (Advanced) (AR B E AL B %% (e ) E. £/
ecc508a_crypto_asymmetric/inf H 5 T 18 € 4%

. EIRESET, e LTI E RS, BT Ports (COM & LPT) (¥ (COM A LPT) )
W, SRJE A% Update Driver Software (EHTIRENAREFHAT)

il B -

‘piC32I'ﬂZ_E'F_EL.IFiGSit5|'
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& 4-4. EHWSIEFH

ﬂ Device Manager o —————————

File Action View Help

N Y T

Browse for driver software on your computer

Search for driver software in this location:

AecchlBa_crypto asymmetriching

Include subfolders

[ - S S - e~ BRR - AR - e - - A~ e A A

| " 2 Let me pick from a list of device drivers on my computer
- This list will show installed driver software compatible with the device, and all driver
\ software in the same category as the device,

& —

Weg B el n, FTIFRFER, Hlin Tera Term 5% HyperTerminal. %3k #%3E 24 1) COM i

H. FEFRN Tera Term ZmfE ) COM i L 1E .
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BATHER
B 4-5. COM ¥ ik
i El=| =

¥ Tera Term - [disconnected] VT

File Edit Setup Control Window Help

Tera Term: New connectil

TCPHP myhost.example.com

History
Telnet

S5H S8H2
Other

22

UNSPEC

@ Serial Port: |COMB: USB Serial Port [COMB])

|l 0] 4 | | Cancel | | Help |

8. WoxTeraTerm W )5, & F “/E/Z” #., F5ERULUF TIEREA.

A 4-6. KB T/EHE
0T COMS - Tera Term VT — — =UACIN X

Eile Edit Setup Contrel Window Help

i TECCSABA Security on PICIZMZ EF Curiositysesesessx
CryptoAuthLib: Aszymmetric Authentication of a Remote Device

Select a mode of operation and press Return Key
1. Configuration Mode
2. Authentication Mode

9. NHFEFERIEAELL R F R TAERI.
- EEMARR: 2 TR E B AL E R A B %S 1 ATECC508A fiidl, =5
ATECC508A - 4b T ARBUIR A » 1iZ TA/E N ATECCS08A #54  Fric B X 48 A s [X 353t
ITBE . Bl B AE R — IR E 3 EA T .
- BPIIFHER. %A TR ATECC508A 3T 224 B 4 IIF .
10. SEFERT 1—EBHR
- BORE RN P PATERAE
K 4-7. BB

In Configuration Mode

FPlug in host Secure Click board in Mikro Bus Interface 1 and press 51

- i\ Secure click #2 )5, NAEFHFNAESAER, KITEIA A E
. DA EEOAR B TEES T B BoRIATE .
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BITER

K 4-8. EAREE

——HWriting Configuration—

Bxch,
Bx8f .
BxBf .
BxBf .
BxBf .
AxB88 .,
BxB88 .
Axff .

- WREHENGE & Secure click iz,

Frl @os LR 2

Bx0a .,
Bx81 .
BxBf .
Bxaf .
BxBf .
Ax08 .,
Bx8a,
Bxff .
Bxff .
Bxff .
Ax00.
BxPa .,
Ax00.
BxPa .,

Bx55,
Bx8f .
BxBf .
BxBf .
Bxof .
Bx08 .,
Bx80 .
Bxff .
Bxff .
Bx0a .,
Bxle.
Bx5hc .
Bxlc.
Bxlc.

Bx00.
Bx42,
BxBf .
Bx8f .
Bx8f .
AxA8,
Bx08.
Bxff .
Bxff .
BxB08.
Ax88,
BxB08.
Ax88,
Bx08.

Bx8f .
Bx8f .
BxBf .
BxBf .
Bxff .
Bxff .
Bxff .
Bxff .
BxB00.
Bx08.
Bxle.
Bxlic.
Bxlc.
Bxlic.

SRR e R T B S N B O AT € . AR

+  Configuration Write Complete (F2& 5 A5

Locking Configuration Zone.. (EASE/ B XIK..)

+  Configuration Zone Lock Complete (& X4l E )
- e CBOERER N AR EYD BASEE XS T UE . B ERBURE R

Writing Data Zone (IE7E5 A\H#EX)
+ Data Zone Write Complete (¥{EXZE AR
 Locking Data Zone.. (IEZE4lEHHE XHR..)
+  Data Zone Lock Complete (¥4 X 54 & 5= 5%
+  **Host board Configuration Done** (**:HIIRECE SBRE**)
WG AR C R E 5E R, MR # /R TiH/E: ATCA already configured. (ATCA CECE

%Eﬁo )

- ENECEERGE, WoRE SR P EREE: 75 Mikro 2288211 2 Hifi N2 Secure

Click #, #RJa1% S1.

- f#i A Secure click #i)rm, MAIFEFEEARE S AR, BITEIIA BERARC &
e A EEGABCE T RES T P BRI A

K 4-9. BRNREE

——HWriting Gonfiguration—

Bxch,
Bx8f .
BxBf .
BxBf .
BxBf .
BxB88,
BxB88 .
Bxff .,

Bx8a .,
Bx8F .
BxBf .
Bxaf .
BxBf .
Bx08.
Bx8a .,
BxfF .
Bxff .
BxfF .
Bx00 .,
Bx68 .,
Bx00 .,
Bx68,

Bx55,
BxBf .
BxBf .
BxBf .
Bx2f .
Bx8a .,
Bx8a ..
Bxff,
Bxff .
Bx8a .,
Bxle.
Bx5c .
Bxlc,
Bxic.,

- GnRFEERAE 4R Secure click 72,

LITHE.:

BxB88.
Bx42,
BxBf .
Bx8f .
Bx8f .
A@x88,
BxB88.
BxFFf,
Bxff .
A@x88,
Bx00.
BxA8,
Bx00.
Bx88,

Bx8f .
BxBf .
BxBf .
BxBf .
Bxff .
Bxff .
Bxff .
Bxff .
BxB88 .
BxB0.
Bxle .
Bxic.
[}
Bxic.

YU ;TR PP 2 TG B 5 N RC B DO AT BiE . K R

© 2018 Microchip Technology Inc.
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BTER

Configuration Write Complete (ELE B A5/R)
Locking Configuration Zone.. (IE7E4{ER & XH..)
Configuration Zone Lock Complete (FtE X8l E M)

- ZJERREEdE (BOERER N AR EYD A X EOFETBUE . BERLIFHE:

Writing Data Zone (IE7E5 A\HiE X )

Data Zone Write Complete (¥{EXZEAEHK)

Locking Data Zone.. (IEZES{EHEXE..)

Data Zone Lock Complete (i X541 & 555

**Remote board Configuration Done** (*iEIZi% &R AL B 2R+

- WEREER CEE R, B ERLINEE: ATCA already configured. (ATCA CCE
SE. )
- BRI AR TR A SR I % MERB S LT “RI4” #ATiR Al Options
GEID EH.
1. BEET 2— B H BRI
- RIS

BRUSEIL T, 248 LT AT FE Secure click B (B J10) HE4T S I8 IERF, K
W M4 LED (LED1) f§7~.
B 4-10. REEH

In Authentication

Random from
Bx57,
Bx75,
Bx6d .,
Bx8h,

host
Bx7h,
Bx48,
Bx18.,
Bxef .

Bx71.
Bxhc .
Bxd2 .
Bxfh.

Signature from remote

Bx36 .,
Bx42,
Bxh3,
Bxec .
Bx53,
Bx%a.
Bx76 .,
Bx36 .,

Bx3a.
Bxda .
Bxaf .,
Bxfh,
Bx87.
Bx57,
Bxdb
Bxea.,

Remote disposable

Bx8c .
Bx56 .
Bxc? .
Bx8a.
Bx978,
Bxcdf
Bx8h,
Bxhc .

r

Bxel .
Bxch,
Bxd2,
Bxba.
Bx73,
Bx21,
Bxab .
Bx8h,

Bx8h.
Bxcl .
BxBA4,
Bx5¢c .
Bxc3 .
Bx44,
Bx85 .
Bx63.

public kewy

Bx2c .
Bx%a.
Bx2d.
Bx22.
Bxa2 .
Bxal,
Bxd6 .
Bxebh .

% Public Kevw not

Bx19,
Bxdc.
Bx15 .,
Bxae .
Bx39.
Bx37.
Bxac .
BxBa.

found

Bxce .
Bx78 .
BxBf .

Bx87.
Bxd2 .
Bx?f .
Bxel.
Bxdc .
Bx43,
Bxds .
Bxde .

Bxhc .
Bxal,
Bx76 .
Bx67.
Bx72 .
Bxad .
Bx64,
Bxal .

in Host's

Bxa? .
Bxfh.
Bx2?1 .
Bx63.

Bx8f .
Bx71 .
Bx38.
Bxed.
BxA3 .
Bxc2 .
Bxd? .
BxB1 .

Bxf4,
Bx23.
Bx74,
Bxee .
Bx68 .
Bxcc .
Bxah.
Bxle.

Bx64.
Bx2d.
Bxab.
Bx53.

Bx52.
Bx28 .
Bx31.
BxBe .
BxaZ .
Bx72,
Bx24,
Bx?c.

Bx07 .
x4,
Bx2d.
Bxc3.
Bx30.
Bx2d.
BxBA1 .
Bxha .

Database

Signature not verified — Authentication Failure?t

© 2018 Microchip Technology Inc.
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BTER

- HENREIEE DA ERE RS AR, ZFE Secure click B TGiE AT S IUE. FEHUKAL
B8 AIE 2 FH AT A 7 LB o v R FE R 7% o

if (key_found)
{
status = atcab wverify extern((const uwintf t*)&nonce,
(const uintf t¥)&signature,
(const uintf t¥*)key store[i].pub key,
gverify):
glse
{
S5¥5 PRINT ("Remote Public Eey ot found in Host's Database \r I ) :

- RIYEG: BRI A A, TR AR — U E A BE ENLR B . B
B R R — O E A, BRG] R B TR ecc508a_crpyto_asymmetric_app.c X 1HFI%L
“H key_store[]H.
B 4-11. JRIIEH

symm puklic key t© key store[4] =

= [

0x07, OxBec, Oxe2, OxZ2ec, 0x19, Oxbe, Oxf4, Ox09,
Ox4c, 0x56, O0xck, 0x%a, 0x3c, Oxald, 0x93, OxT4,
Oxec7, Oxc2, 0xd2, 0x2d, 0xl15, O0x7e, O0xT74, 0x5d4,
Oxdd, Ox8a, 0Ox6a, 0x22, Oxae, 0x67, Oxee, 0HcC3,
0x97, 0x%0, 0x73, Oxa2, 0O0x3%, 0x72, Ox68, O0=x30,
O0x7Te, Oxdf, 0x21, 0xal, 0x37, Oxad, Oxcc, 0x2d,
Ox7a, 0x0b, 0O0xak, 0O0xde, Oxac, Ox64, Oxab, O0=x01,
0x00, Oxbec, 0x8b, Oxel, 0xBa, Oxal, Oxle, Oxba,

I

- PPFERARAES . EER S EAE, EESHEIEARR. BIE, NIRRT I IEEE Secure
click B (3N J10) 4. Xt gt LED (LED2) SKiEiR.

© 2018 Microchip Technology Inc. MR DS00002616A_CN-page 15
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BTER

& 4-12. SHKRIE

host

Bx63,. Bx22.
Bxdb, BxBd.
Bx61, Bxdd.
Bx4d,. Bx64.

Signature from remote

Remote disposahle

errified Signature — Authentication

@73,

-

BxBe .

Bx8c,
Bx56,
Bxc2,
Bx8a.
Bx78,
Bxcd f .
Bx8h,
Bxhe .

Bx77,. Bx25,
Bxh4, Bxh5.
Bxch, Bx33.
Bxc?,. Bx67.
Bx?f, Bxaf .
Bx1f, Bxh4,
Bxbc, BxBh.
Bx%6,. Bx8f.

Bxe2, Bxic.
Bxch, Bx%a.
Bxd2,. Bx2d.
Bxba, Bx22,.
Bx73,. Bxal.
Bx21, Bxal.
Bxa5, Bxdb.
Bx8h, Bxebh.

public kewy

Bx1?,
Bx3c .
Bx15,
Bxae .
Bx37.
Bx37.
Bxac .
Bx8a.

Bx88 .
BxA1 .
Bxcco .
Bxal .

BxBAd .
Bx53.
Bxh2 .
Bx13.
Bx%c .
Bx86 .
Bxba .
Bx52.

Bxf4,
Bx23.
Bx74.,
Bxee .
Bx68 .
Bxcco .
Bxah.
Bxle.

Bx48,
Bx53.
Bx72,
Bx86 .

Bxe? .
Bxe? .
Bx3a.
Bx58,
Bx42,
Bx61 .
Bx%a.
Bxca.

887,
Bx74,
Bx2d.
Bxcd .
Bx38,
Bx2d.
BxA1 .
Bxha .

Successful?

- ifE Secure click &4 ERINIE, RONEFE R & S8 LR RTR B F VLA BENLTE 1) A Ak
24, T ENLE 4 5w & A AT 6 ELEGAE T 844 .
- NARERFRM T DU ETORIR A 3R, i MEREEFEE R “RIAE” d#En]iR A Options 3¢

Lo

© 2018 Microchip Technology Inc.
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Microchip Pk
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