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AWS-loT WG 24
AVR-10T WG F R ZE—A5 T & 1/ EE M Al v 5 ZgoR IR G, BT Wi-Fi®HE AR AVREEE B Hl42
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« %2 4x—L) ATECC608A %4 Toi Nk

«#4E—LL ATWINC1510 Wi-Fi #5588 5 2%

AVR-10T WG FFRIAAT THANMEIRES e RS RI vakG B2 UL A% 128 MCP9808.

AVR-loT WG JF E R &S FigmfE AL &, M TiHR~5 Google Cloud loT Core 3% . A< SCREH 57 U] B 4% 5 FH 1)
CHERR” ML, DMEL AWS loT Core 3EER, RN 5BEM K5 N J54E Google loT Core %7

El 1-1. AVR-loT WG RHefnsdit

SMPS Light Sensor
Battery Charger MIC33050
mikroBI~US
A
E
(4]
n
USB —u H N
: £
v
Temp Sensor mikrgBL*
nEDBG
Drag'n Drop Secure Smart Connected
Serial/USB ATECCB08A  ATMEGA4808 WINC1510
Prog/Debug
\ )\ J
\ f
Support Functions Core Functions

© 2020 Microchip Technology Inc. [SEES 00003089A_CN-#; 3 T



AN3089
%3] AWS loT Core

%33 AWS loT Core
5 AWS loT Core M 22 EH TS (secure socket layer, TLS) FAEH MQTT #ril. TLS AT AR RS 2e A% /-
Ui EAT B BEALE
HHTKE 4 Web 3813 H# S FRAL IR S 22 SR IR IFE SR . AVR-loT FF &R (% Bt ATWINC1510 1] LA fhix —iT
&, R EMEAEB R HLK (Certificate Authority, CA) IEF FAEF| HAFME R —REfI 88, B —J5 T, &Y
WAL TR EE L BIR, I R BRI P umiE .
V. I MR AR = A AE i P Sl i 5 3
—EEAUE eI K EH AWS loT BIEE MR NUGE RIE . AHMAEH;

o HHIFEE% 415K (Certificate Signing Request, CSR) #J#: 4% CSR, 4R/5 AWS loT ¥ CA ¥4 BiiE15;

o {fFFAE CA: 7E AWS loT Core HyE/t CA 3R H A BaiF .
R CA MIRALET, AT LIE Y IR RIEE D &~ 2 AR B T BT . IXFONBIEHEM (Just in Time
Registration, JITR) . 444 kA8 156 BT M CA 2542 1925 7 il 1 HAIE 15 M AR B4 I, MRS A
HIPAT IR
AR EFAAA CA. ATECCB08A 4 i ARME Y%, CA BB izt A b, MR e ATWINC1510
RIFIEB A& . CAIEFA CA A4
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Gt CA AT NBUE A 44 4 CA HU IO E B AL LI .

R CA AZ4HFH CABRIET. 5, B4F CA W LUBILZ & E &I RIRICAEZIZN . Hik, B45H 2T
AWS HVEMH CA. B/ 4 % FITE AWS _E VI 44 2% 193 72 1 Microchip 426 Python ™ i A< 4L 7.

A E R CVENT CA 22 R FUEFREAT RN, 2k JITR. XK 8% 71y AWS loT Core F4). {EBH S )
BT, WK CAEMEPRE, BRI e T DT R AR B, JITR A Sl .

XA B R

B 31. EERKE
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|s certificate No
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i i, WL CLOSE
device? CONNECTION
Y
ACCEPT
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. HARMCEN CA B R MNERKERA % JITR.
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B & ATWINC1510

A4 ATWINCA510 G/ 3RECE &AE 5. CAE TR CA A%, BE&IE 155 T2 Ak s 24 n ok B DA I B 1
ATECCGB08A 1. W &IEH 2 TLS EH T 5 i & r I iE & il G PIAS B ARIEA SCRS el UL AE DD

BEOQETHAPIR:
1. 21T Python B4 PC iR I #:lit ATECCB08A H 253Xt ) CSR.

2. 4% CALRUES, RERIETIER I H CRIETMA P —RIRFEIF R, TFRBRE X UL R A Y6 1
ATWINC1510 .

El 4-1. WINC1510 B4 B mgat

PC AVR-loT
nEDBG ATmega4808
ATECC608a
CSR
P 12C >
Y
T > 5
H | UsB USB |UART » UART WINC1510
N Certificates |
N SPI

e B EUATE AWS Cloud HyE.

GitHub A% 2 1 S B4 Python JIASHT AVR-oT JFAMR I B & B B A& TERE, BIAKEST BN g it 45 1) R
Plo HEPUREE. 2 JITR /£ AWS |oT Core HiE Mt # iy, ¥4 Pkt e B N5 HAIE 5 Y 3 U B ) .
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2. BPUERIAE; RS S RARIEAT B AR R .
R 55 8% 5 R IR AE XS P SR B A, N AR-loT JF &R _E#I ATWINC1510 2 i3 Fi# i CAET.
B ARNAHZILATHE CAET.

L2 I SR IE ], e U % AL R, (E2 i T e A7 £ ATECCE08A JEF N A HLJCIAIRIN,  HIULRr A i 55
#iL (. ATECCB08A WfiHEAT. J8H, IXLTHFRE “3EdE” Juff ATWINC1510 5E/k. BTIoihik e, Ak
AFTREREAT TS, BT ATWINC1510 FEdR4E T —/ APL T TLS HHEAE S B A LN e EMA (1F
ATmega4808 L-izfT, “HIfE” HpERIY) KKK ATECCB08A & APl HEAT 5.
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MQTT &E#

MQTT %8
F TLS EIhiZERE G, WHABREAGEESY MQTT &8, BT TLS A 7 S iE M2 4t m, Fik MQTT A
RO P 2 B,
=I5, JITR BHINEI A B 122 4 5k 2 ik 25k MQTT %73 1D 4455 AWS loT Core H1 K ZE4) & FRILEL .
12 RIS I 2 BR B AN AT IEE<THING NAME>/#A%ZCH0 /. WA 2, BT DUE b 5ems, w A JITR ARG A & i3t
ITHE CEXNHT RSB ETEMRIBS) , MRS e 5 E .
=

1. EFEHENFRESEER, TURRMEEHENTEE.

2. HYAHRRAEEZIETBHEEZELH.
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K84 & i%2] AWS Cloud

BHE R 15F] AWS Cloud

@3 MQTT ZdE )G, AVR-loT JFRMCK L BN BOE 3R AR EE, AR5 A A FI<THING NAME>/sensors MQTT
Amazon Lambda #& — i 7] UL E B — g Lambda FIil4%. Lambda 45 F AT B0, JITR 2N 1 W RGH %%
5 |oT Core i&4ZMifit % ) Lambda. [E#E, %—4 Lambda Hi%#iEid MQTT K& Btk . Lambda 320 %
HIOGEREE AR BE B, AR5 H H % K B ThingsBoard. ¥l BEATRAETE AWS k4% b, tALRAELE ThingsBoard k%5
®E,

vE: fEARGIF, bk Lambda #4584 E @ e . B HRSBBCREIZEEEE, Rk R aEiok 85 A% 1HE
B aTRLANE S — 4 840 (1251 Lambda,  BLIEIR E 2 %4 W B

ThingsBoard & — 1] LU AL S 5088 oo IR . RS AHAN TAMTE. R EAEEANA PR &SR
4, HEEAMHEILHART ZAHRE RS, fH T SERHER https://demo.thingsboard.io.

AL, ThingsBoard £ IFUEH, AT LM 44 A 3L IP/URL ) AWS EC2 LK) Web IR #3267 AWS 34T B IRIT

fe

B o
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B4
54
1. %M Zero Touch Secure Provisioning Kit for AWS loT (AWS loT &4l 2: 4 8 & T AA) {8 EFIVIT.

Provision the DeviceBtRALE AWS Mk, Zdefil T H A8 H AR e JbARARD 22
T
1. AWS #Efil & R AT R O o, (R AREM L S5 IHA I, mfiEiT

aws_register signer.py (BRHABA M E, S IEERF . MRS EREF TN

T H A A
2 BB R A

2. {EAUSER] ecc-provision XK HEH] B & B1F X AVR-loT WG #4724 -

3. {EHSIRA1H, ¥ scripts/provision/manual kit provision.py BIASHIBIGIER CA FI4#E
CARI K.

4. fEH%, REMEH pip e pyserial: pip install pyserial E—Epython -m pip instal
pyserials,

5. Y AVR-loT {hi&E#:2] PC B, 7EHHF BIAT manual kit provision.py. WZi4EE COM i (1E
Windows® |-) & USB S (7f Linux/macOS ) . T — A rmfil#4: python
manual kit provision.py COM10. MBI FIE, TH AL T,

e AL SR T AWS i (WHOAEYD HRARAR. RAFATRLEE AT .
& 8-1. BAWAHH

sioning device with AWS IoT credentials

6. Wi-Fi I IERIA SSID fE 65N “MCHPIOT” 1 “microchip” » #HEHATEN, 5414 demo/avr. iot-
aws-demo/cloud/cloud.h {4

7. fEdemo/avr.iot-aws-demo/cloud/cloud.h !, H—/#define AWS HOST ENDPOINT #J), 54k
1TE ¥ . ¥%) AWS loT Core Console > Test (AWS loT Core ##|& > i) , A4 LAEF ML N
Connected to iotconsole-xxx-x (E.ZE#Z] iotconsole-xxx-x) K FHi5%; SidiE, RJEiEE View
endpoint (BFW M) » — MULEEMNLME N Efilus. SRE—Moad “-ats” G5, LIEILM
Ko R, B840 a3mnn069kgg6dé-ats.iot.us-west-2.amazonaws.com 22K
a3mnn069kqq6d6.iot.us-west-2.amazonaws.com. i “-ats” J& 4% 1k ;e demo/avr.iot-aws-
demo/cloud/cloud.h Hi#define AWS HOST ENDPOINT f{H.
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izl

10.

1.

12.

13.

& 8-2. AWS loT Core Console > Test, %N “Connected to iotconsole-xxx-x” K Fhr¥|F#

Connected as iotconsole-1550826156152-0 ~

1E demo/avr.iot-aws-demo/cloud/cloud.h H, H—A#define AWS THING ID 4y, iZidfiTH
o HAHMIR LIRS IR 5 h BRI EY LR

1E/demo W H o H [E 144} AVR-IoT WG BEAT 4 -

B —KISATIACRDI, 206 LED & INER—X, BIABSEIEIT JTR, (HiEHEAEN. B EsIREHFH
BEPER . XRME AR S — DR R A

jin) AWS Console > IoT Core > Manage > Things (AWS #£#l|& > IoT Core > HH > FH¥D ,
“Things CF¥)) 7 FIRHRRIUEY), HAHAPER 5 hBRKER. SHlHYERR.

ff£ AWS Console > IoT Core > Test (AWS #H|E > IoT Core > WHR) HEEFHE. £
“Subscription topic GTRIEM) 7 FBH, FUEEMELIK, SRIGHI “/sensors” o XRT Bl—NRLLT
aa0b820832ee20£38d88c072a7¢c192cfe426683¢c/sensors HIF M,

mii “Subscribe to topic GTEIER) 7, ERITIHER LRSI KTHE L.

®0e 0D
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"L

| 8-3. 7E AWS Test Console (AWS i #| &) F &4 JSON KIsZREE

SEU——

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0.

6chbbbbcd25eadd7671f21ad0fc42d0e2c2bb84d4/sensors

I 6cbbGed25eadd7671f21ad... X

6cbbb6cd25eadd7671f21ad0fc42d0e2c2bb84d. .. Feb 15, 2019 12:21:06 PM +0200

"L": 185,
"TU: "34.50"

6cbbbbcd25eadd7671f21ad0fc42d0e2c2bb84d. .. Feb 15, 2018 12:21:05 PM +0200

"L": 168,
“T": "34.58"

6cbbbbcd25eadd7671f212d0fc42d0e2c2bb84d... Feb 15, 2019 12:21:04 PM +0200

"L": 198,
"TU: "34.50"
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A1 Lambda DA & B

9. fl%Z Lambda LW EIE R

1. 7 AWS Lambda ##i| &1, it “Create function (BJEIhRE) ” , K H A4 I1{# H ZTLambdaJITRRole fi
.

& 9-1. AWS Lambda, BIgThEs

Create function

Author from scratch o Blueprints AWS Serverless Application Repository
Start with a simple "hello world” example Choose a preconfigured template as a starting point for your Lambda function. Find and deploy serverless applications published by AWS, AWS partners, and other
developers
4 [y
= e
Author from scratch info
Name
forward_to_thingsboard
Runtime
You can select a supported AWS Lambda runtime or provide your own runtime as part of the function deployment package or Lambda layer after creating the function
Nodejs8.10 v
Role
Defines the permissions of your function. Note that new roles may not be available for a few minutes after creation. Learn more about Lambda execution roles.
Choose an existing role v
Existing role
You can use an existing role with this function. Lambda must be able to assume this role, and the role must have Amazon CloudWatch Logs permissions.
ZTLambdaJITRRole v

2. {EThBEBRRHEM M,  “Designer (i T.H) 7 FJ, H—A4N “Add triggers (RINflR# 7 BI85 18
s s, sl “AWS loT” .

& 9-2. AWS Lambda, ¥ AWS loT fili k5%

¥ Designer

Add triggers 0]
be

trigger from the list x message_receive_function
v to add it to your function. Z)

= : 0)
AP| Gateway = Layers o

AWS loT I @ AWS loT (@ AWS loT

@ Configuration required

Alexa Skills Kit

(@‘)5 AWS XRay

Alexa Smart Home Add triggers from the list on the left

Application Load Balancer

&

Amazon CloudWatch Logs

CloudWatch Events

CloudWatch Logs Resources that the function's role has access to appear
here

CodeCommit -

3. %N “Configure triggers (BLEfilk#s) 7 B KHIE T A 1% “Custom loT rule (H & S HBLPI#L
m“) 7 °

4. {EHINTFHiFlZd, %&£ “Create a new rule (BIEFHAD ~ .
5. MG 4 I T I X T “Rule query statement GHRIUZE#)i54)) 7, H#| SELECT * FROM
<YOUR_THING_NAME>/sensors, SRJGH<YOUR_THING_NAME>¥ Ny SEPrit) S 475
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A1 Lambda PAFEIR &I B

&l 9-3. ALE H & AN LR Lambda ZjfE

Configure triggers

10T type
Configure 2 custom 0T rule, or set up an IoT buttan.
. —

| © custom ioT rule
loT Button

Rule
Pick an existing rule, or creste a new one

Create a new rule v

Rule name
Enter 2 name to uniquely identify your 1o rule.

2a0ba_message_forward

Rule description

Provide an optional description for your rule
Forward messages from aa0b8 to Lambda

Rule

Create

nt
t for this rule. Far example, to set up your first dash button: SELECT * FROM "iotbutton/+"

SELECT * FROM 'aa0b82083 20020f38d88c072a7c192cfed 26683 c/sensors

Lambela will add the necessary permissions for AWS loT to invoke your Lambda function from this trigger. Learn more about the Lambda permissions model

Enable trigger

Enable the trigger now, or create it in  dissbled state for testing (recommended).

Cancel Add
6. f£ “Designer” #B7r, EENIURR 7 MRREG, s i LRER, ZREAT DR K
& 9-4. FLE HE XA LLARA Lambda

¥ Designer

Add triggers d:a}

Choose a trigger from the list K message_receive_function

below to add it to your function .0

AP| Gateway % Layers o

AWS loT (1?}:, AWS loT (@ AWS loT

. ) @ Configuration required
Alexa Skills Kit
AWS XR

Alexa Smart Home Add triggers from the list on the left @ W

Application Load Balancer (}Q't) Amazon CloudWatch Logs

CloudWatch Events

CloudWatch Logs Resources that the function’s role has access to appear

here

CodeCommit

7. —A%N “Function code (FHEEMD) 7 HIHIHETE “Designer” #% NJ74T7F. 7E “Code entry type (f

AN 7 FHigESF, % “Upload a .zip file (E4&.zip 30 7 .
& 9-5. 4% Lambda ZhEE IR

Function code infe

Code entry type Runtime Handler Info

Upload a zip file v Node.js 8.10 v index.handler

Function package

[ Upload

For files larger than 10 M8, consider uploading using Amazon S3.

8. fEf scripts/lambda/forward to thingsboard # If%.zip.
9. MiTmA LAMK “Save (- 7 .
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7t ThingsBoard 32 AtAT 4L EIR

10.  7£ ThingsBoard ERAtHIAL ER

1. #%3| https://demo.thingsboard.io/signup F- Al —AMK ;K il i s IR A is — AN B0 k4 .
2.  E3 ThingsBoard ik J*, #XJ5%5%] “Devices (&%) 7 TlH; mififi FAMEF#%4l (Floating Action
Button, FAB) IRk 4.

B 10-1. Hink%

Add Device ® x

AVR.IOT
default X

I:‘ Is gateway
Description

My AVR.l0T board connected to
AWS

3. AR AIRIR, IR WERA I, A5 s “Copy access token (Bl 5S¢ ”
HiH.

Bl 10-2. Rl 1L R

AVR.IOT

Device details

DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS >
MAKE DEVICE PUBLIC [ll ASSIGN TO CUSTOMER [l MANAGE CREDENTIALS w

4 copypeviceD | [ COPY ACCESS TOKEN

4. FRR|JeRTCIZRIDIRER AWS Lambda i £ I .

5. #£ “Function code (ZHREARIY) 7 ¥4y, HAR{E “Code entry type” TiuF ki T “Edit code inline (%
B|HARAE 7, HEmERTEARNERN. zip LA

6. TEZ61THI index.js 1, Ki<ACCESS TOKEN>EH NN ThingsBoard & iK1 il 4 g
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7£ ThingsBoard At #i4k B

Bl 10-3. 7E Lambda 8% i F &5 ) 4 h

Function code info

Code entry type Runtime

Edit code inline b Mode.js 8.10 v

= File Edit Find View Goto Tools Window

v message_receive_funcijr B index.js b

* (77 node_modules ar options = {

4
£> | index.js 5 method: 'POST",
[ uri: 'ht-.ps:,-/delro.tr'ingsDoard.io/‘apif':lelelre-.r;",
7 body: {
8

L: event.L,
9 T: event.T,
1e Ts
11 json: true,

Environment

14 rp{options)

15 .then{function {parsedBody) {

16 console.log{"success -»", parsedBody);
17 1y

18 .catch(function (err) {

19 console.log{"fails -> ", err);

28 3

7. gL AR “Save” .

8. HEEIFAMOEHRILIEE REEE GE @ LED R UI#H—Z0 .

9. iR[A%] Devices T [fi_L-f¥] ThingsBoard, #RJ& it LA W& GFRIIF. MBS MNATEA, BaEEA
s midi “Latest Telemetry (RFHBID 7 MIETR, BB —NEHITHR. £ “Key (FEH) ” 41
B, “L” £, “T7 RomimE: “Value (H) 7 FIKAEI LT H— KR H TR MUK R .

Bl 10-4. WABFENEYE

DETAILS ATTRIBUTES | LATEST TELEMETRY | ALARMS EVENTS RELATIONS AUDIT LOGS v_

Latest telemetry Q
D Last update time Key ’]\ Value

D 2019-02-1513:51:24 L 91

D 2019-02-1513:51:24 T 33.68

HodE — Bk 1514 3 ThingsBoard %5882 J5 . 3t T LLRC B AR K 42 il iX B 404 o
10. 7E ThingsBoard #, #%| “Dashboards () 7 Tk .
1. SlA AR FAB SIEHTAIER .
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7t ThingsBoard 324tk E&

Bl 10-5. HRIXFER

Add Dashboard @ X

Title *
AVR.IOT Dashboar}d

Visualize data from AWS

loT Core

12, A AFEIERL KR, 2R)55 % Dashboard T

13. HifiH T AN FAB KREEIER .

14. B4 RAMAHR T A —REbR; SdAN4%N “Entity aliases (SHAERIE) 7 MH ZANER, REEBITTF—
MESED.

Bl 10-6. FEACRA H i skid il 4 Bin

N

L o O Realtime-lastminute ¥

15. Hifi “Add alias (BINHIZ) 7 HAHA4: 7E “Filter type (i) ” FhryFh, %% “Single entity
CRASEAR) 7 5 KT “Type CGRED 7, &% “Device (%4%) 7, XT “Device” , EFAIEMBA, 2
JE AT “Add GRID 7 .
& 10-7. R4

Add alias

AVR.IOT Alias

16. Sy “Save” .

17. RBHEPLE %A “Add new widget GEriti/h TR 7 84l mde, R — MRS WA TN .

18. fE “Current bundle CHRETHHZIE) ~ THFIFEF, E#F “Charts (BR) 7, 5 m NRshEIEER
“TimeSeries-Flot (B} [E]F%|—Flot) ” M, Sdie, REHErR A BRI AT D .

© 2020 Microchip Technology Inc. M %R 00003089A_CN-3 17 71
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7£ ThingsBoard Rt #i4k B

&l 10-8. FNinER [N EFF5]—Flot 287!

SELECT WIDGET
Current bundle Charts
TIME SERIES LATEST VALUES
== First 337 5;’
Second 174.26
Timeseries - Flot HH

BOD
600
400
200

]

= \/_M\WA,\’\/——\/ .

-400

12:02:40 12:02:30 12:03:00 12:03:10 12:03:20 12:03:30
avg
== First -227.38
Second 470.46

19. 1E “Datasets (44 7 T AT “Add” .

20. FKAVGZE “Entity (5246 7 ; ST “Entity alias” , #&85RT0IZEKR A4 .

21. f& “TimeSeries (W AIFF1) 7 THiFIRY, BBt &8dE. ERRCEERERER, &/ ‘L7, REHT
“Add” .
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7£ ThingsBoard At #14k EIE

& 10-9. BB BRI

Add Widget O x
DATA SETTINGS ADVANCED ACTIONS
~ Use dashboard timewindow Timewindo @ REALTIME - LAST MINUTE
Datasources
Type Parameters
1. Entity .+ AVRIOT Alias x |(@LLF X Timesere x

+ ADD

22, el RS KRR
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